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Executive Summary 
BRIDGE report on energy data exchange reference architecture aims at contributing to the discussion and 
practical steps towards truly interoperable and business process agnostic data exchange arrangements on 
European scale both inside energy domain and across different domains. 

Practical outcomes associated to this report are: 

1. Proposal for the definition of a common European reference architecture  
2. Setting up European CIM (Common Information Model) user group and CIM repository 
3. Repository of data roles and updates to HEMRM (Harmonised Electricity Market Role Model) 

During the BRIDGE General Assembly of February 2020, the Parallel Session 5 focused on the data 
management aspects of TSO-DSO coordination. Several topics for further investigation were identified. This 
report combines the topics related to the EU wide conceptual data exchange reference architecture, CIM and 
HEMRM.  

Based on the conclusions of this Parallel Session 5, the main objectives hereby are to: 

π Develop conceptual European data exchange model, involving elements like functionalities, 
governance, data access, open source, standardisation needs. 

π ?`adi` ºdio`mjk`m\]dgdot ja kg\oajmhn» \i_ d_`iodat kg\oajmhn rdoc @pmjk`\i \h]dodji \i_ kjo`iod\g ajm 
replicability and scalability. 

π Ensure GDPR compliance and data owner's control over their data. 
π Elaborate new data roles, harmonise approach to role definitions and recommend these to be included 

in HEMRM. 
π Apply CIM standards in TSO-DSO coordination as well as cooperate in suggesting extensions to CIM. 

For the purpose of this report the work was organised in three workflows, respectively for reference 
architecture, CIM and data roles. Several questionnaires were developed and input asked from BRIDGE 
members. A separate survey was elaborated for the representatives of other sectors outside BRIDGE/electricity. 
Before finalising the report it was consulted with external stakeholders like ebIX, representatives of ENTSO-E 
and DSO community, ICT4Water, representatives of European standardisation organisations, OPEN DEI. 

Main findings are as follows: 

π CEP (Clean Energy Package) and GDPR (General Data Protection Regulation) are most often mentioned 
by projects ̧  CEP (i.e. electricity market directive) in the context of meter data access and GDPR for 
personal data handling.  

π Several bottom-up initiatives are emerging to support cross-sector (and cross-border) data exchange 
 ̧GAIA-X, FIWARE, Data Bridge Alliance, IDSA, OPEN DEI.  

π BRIDGE projects are using several data exchange business roles which are missing in HEMRM 
(Harmonised Electricity Market Role Model). It should be ensured that consistent set of business roles 
(both role names and definitions) are used by projects. 

π Given the exploration of cross-sectoral architectures, it was derived that there are dependencies of the 
electricity with other vectors of energy sector. Data management business processes like data security 
& privacy, data analytics, etc. are similar to all energy vectors, also to water, but in many aspects also 
to any other sector (e.g. health, transportation). 

π The analysis of obtained responses from both BRIDGE projects for the electricity as well as from the 
cross-sector interaction highlights that the key transformation of both electricity domain and the cross-
sector domain is the data exchange and management.  

π The Canonical Data Model is used to define the Business Objects (information exchange requirement).  
π In order to facilitate data exchange between sectors, it would make sense to develop cross-sector data 

models. Profiles define how the semantics of an interface relate to the Canonical Data Model. 
π Projects are using a variety of data formats and communication protocols for data exchange. 
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π BRIDGE projects are increasingly using business process agnostic data platforms, e.g. ECCo SP, Estfeed, 
IEGSA, Atos FUSE, Enterprise Service Bus, Cloudera etc. 

Summary of recommendations: 

π Leverage Smart Grid Architecture Model (SGAM) usage and study its extension to other sectors.   
π Facilitate regulation for cross-sector exchange of any type of both private data and public data, e.g. 

through the means of regulation for data spaces and data interoperability implementing acts. 
π Ensure cooperation between appropriate associations to work on cross-sector and cross-border data 

management.  
π Propose to ENTSO-E, ebIX and EFET new roles and classes to be included and definitions to be adapted 

in existing HEMRM. Develop mechanism for proposing new roles by BRIDGE projects.  
π Harmonise data roles across electricity and other energy domains by developing HERM  ̧Harmonised 

Energy Role Model. Look for consistency with other domains outside energy based on this HERM  ̧
cross-sectoral roles. 

π >m`\o` \ ^`iom\g m`kjndojmt ajm mjg`n pn`_ ]t =MD?B@ #\i_ joc`m$ kmje`^on \n k\mo ja ¼Pn` >\n` 
M`kjndojmt½ \i_*jm ¼>DH m`kjndojmt½) 

π Harmonise the development and content of data exchange business use cases for cross-sector domain. 
π Define and harmonise functional data processes for cross-sector domain. 
π Define canonical data model facilitating cross-sector data exchange, e.g. by extending Common 

Information Model (CIM) and/or integrating other sectorn½ ^\ijid^\g _\o\ hj_`gn rdoc >DH) Nop_t oc` 
benefit to use ontologies to support cross-sector interactions. 

π Develop cross-sector data models and profiles. 
π Ensure protocol agnostic approach to cross-sector data exchange. 
π Ensure data format agnostic approach to cross-sector data exchange. 
π Set up and manage a CIM repository for BRIDGE projects and beyond. 
π Set up a European CIM User Group and eventually a Smart Energy Standard User Group. 
π Define the strategy to disseminate advantages and benefits that CIM usage provides as well as 

develop a systematic approach in provision of education and consulting to all interested parties across 
Europe. 

π Make CIM UML model(s) and associated profiles available following a clear procedure. 
π Make DEPs (Data Exchange Platforms) interoperable by developing APIs (Application Programming 

Interfaces) which enable for data providers and data users easy connection to any European DEP but 
also create the possibility whereby connecting to one DEP ensures data exchange with any other 
stakeholder in Europe. 

π Develop universal data applications which can serve any domain. 
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The figure below depicts high-level SGAM based reference architecture for European energy data exchange as 
proposed in this report. 

 

 

 

  



 bridge 

                                                                                                                

13 

 

European energy data exchange 
reference architecture 

1. Introduction 
The Data Management Working Group (WG) aims to cover a wide range of aspects ranging from the technical 
means for exchanging and processing data between interested stakeholders to the definition of rules for 
exchange, including security issues and responsibility distribution in data handling. Accordingly, the WG has 
identified 3 areas of collaboration around which mutual exchange of views and discussions have been set: 

π Communication Infrastructure , embracing the technical and non-technical aspects of the 
communication infrastructure needed to exchange data and the related requirements; 

π Cybersecurity and Data Privacy , entailing data integrity, customer privacy and protection; 

π Data Handling , including the framework for data exchange and related roles and responsibilities, 
together with the technical issues supporting the exchange of data in a secure and interoperable 
manner, and the data analytics techniques for data processing. 

The objective of this report is to continue working on issues related to organising energy data exchanges on 
European level. This includes identifying high-level reference architecture, information modelling and role 
modelling. It is a natural follow-up step to the previous BRIDGE study which investigated data management 
aspects of TSO-DSO coordination [2019]. 

BRIDGE Data Management WG recognizes and is willing to contribute to the ongoing activity of European 
>jhhdnndji #@>$ oj _`gdq`m ¼_\o\ dio`mjk`m\]dgdot dhkg`h`iodib \^on½ \n h\i_\o`_ di \mod^g`n -. \i_ -/ ja 
electricity h\mf`o _dm`^odq` V-+,4*4//X) Oc` ^jmi`mnoji` ja oc`n` \^on rjpg_ ]` ¼M`a`m`i^` Hj_`g½1 allowing 
national specificities which evolves over the time and to be elaborated at the European level. Reference Model 
consists of information model, role model and pmj^`nn hj_`g) Rcdg` @>½n didod\g aj^pn dn ji h`o`m _\o\ oj ]` 
complemented later by further data flows from some specific business processes (billing, demand response), 
the focus of BRIDGE is on business process agnostic data framework. 

Reference architect ure workflow  started with the following key points: 

π Interoperability of the variety of existing (and planned) solutions (platforms), incl. used and planned by 
BRIDGE projects 

π Enable free flow of data between platforms (interoperability) 
π Enable cross-border data exchange 
π Accommodate any type of data, incl. real-time, sub-meter, TSO-DSO, etc. 
π Ensure GDPR compliance and data owner's control over their data 
π Enable sector coupling ̧ gas, heating & cooling, water, buildings, health, etc. 
π Open source 
π SGAM based approach 
π Standardisation needs 
π Exchange data across projects 

  

 
1 Di NBOA @B, -+,4 m`kjmo oc` o`mh ½>jm` M`a`m`i^` Hj_`g½ r\n npbb`no`_ #n`` m`^jhh`i_\odji ·1 ja oc` m`kjmo$) Cjr`q`m' rcdg` _`q`gjkdib ½_\o\ 
interoperability implementing acts the term was changed oj ½M`a`m`i^` Hj_`g½ ndhkgt) Ocdn ^c\ib` _j`n ijo dhkgt \iy changes in the conceptual 
approach. 
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As a reminder and as starting point for this report, Figure 1 summarizes different platforms which were 
referenced in [BRIDGE, 2019]. It should be noted, however, that the focus of this report is on data platform 
only (and not on market platforms). 
 

 

Figure 1: Landscape of existing and new energy sector specific data platforms [BRIDGE, 2019] 

Information model workflow  dn \gdbi`_ rdoc @>½n Nh\mo Bmd_ O\nf Ajm^` #NBOA$ \dhn' rcd^c dn oj m`\^c \i_ 

maintain interoperability. A building block of the Reference Model is IEC (International Electrotechnical 
Commission) Common Information Model (CIM), which was adopted by ENTSO-E (European Network of 
Transmission System Operators for Electricity) in 2009 and elaborated since then through network codes and 
guidelines:  

π Connection codes 

π Demand Connection (EU) 2016/1388 

π High-voltage direct current connections (EU) 2016/1447  

π Requirements for generators (EU) 2016/631 

π Market codes 

π Capacity Allocation and Congestion Management (EU) 2015/1222 

π Forward Capacity Allocation Regulation (EU) 2016/1719  

π Electricity Balancing (EU) 2017/2195 

π Operation codes 

π Emergency and restoration (EU) 2017/2196  

π System Operation (EU) 2017/1485 
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Several profiles have been standardised by IEC, which are supporting network codes and guidelines. These 
profiles are named CGMES (Common Grid Model Exchange Specification) and ESMP (European Style Market 
Profile). Figure 2 illustrates CIM standards which are supporting European network codes and guidelines. 

 

Figure 2: Development of network codes, guidelines, and standards [ENTSO-E, not published] 

CIM can be used in three business domains: 

π Power grid and network studies 
π Utility application integration 
π Market  

The aim for Information Model workflow is to: 

π Manage a CIM repository 
π Set-up a European CIM user group 

Role model workflow  was a joint action with Regulation WG whereas the latter was leading the action. Data 
Management WG provided the input to the joint report [BRIDGE Regulation WG, 2021], the content is 
summarized and more detailed background provided in this report. 

High-level approach of the role model workflow: 

π Collect data exchange specific (business) roles used by projects. Engage all projects in Data 
H\i\b`h`io RB) <gdbi rdoc òPn` ^\n` m`kjndojmtº np]-group. Create a central repository for data roles. 

π Propose new roles to be included in HEMRM. 
π Identify gaps between USEF (Universal Smart Energy Framework) and HEMRM, and others. 

Structure of the report: 

π Chapter 2 provides overview of the state-of-the art energy data exchange architectures, including 
motivation for common European architecture, reminders from BRIDGE report on TSO-DSO 
Coordination, other initiatives and frameworks addressing reference architecture topic, introduction to 
the discussion on Data Exchange Platforms (DEPs), information models, and models for data roles. 

π Chapter 3 is in-_`koc \i\gtndn ja _\o\ `s^c\ib` kg\oajmhn ]\n`_ ji kmje`^on½ `sk`md`i^`' no\modib rdoc 
the introduction of the questionnaires distributed to BRIDGE projects and explaining main findings of 
the survey. Finally, a questionnaire was developed to get input from other sectors outside electricity in 
order to look at the energy data exchange reference architecture from a cross-sector perspective. 
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π Chapter 4 explains the usage of Common Information Model based on questionnaire and as answered 
by BRIDGE reports. The chapter also elaborates the ideas around topics on CIM repository, setting up 
a European CIM user group, education and promotion of usage of CIM in electricity domain, and 
handling of code components in IEC standards and its impact on CIM usage. 

π Chapter 5 is for data exchange roles, summarizing the results of jointly developed report with BRIDGE 
Regulation WG and providing some further insights, e.g. in terms of mapping different role models 
used by BRIDGE projects. 

π Chapter 6 outlines the European energy data exchange reference architecture, makes 
recommendations and proposes next steps. 

π Annexes include glossary, questionnaires and full information about roles collected from projects. 
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2. State-of-the-art energy data exchange 
architectures 

 Towards common European reference architecture 

2.1.1 Motivation for common European architecture  

The continuous increase in distributed renewable generation and in storage energy systems, along with the 
expected rise of active customers engaged in demand response and electric mobility, poses several challenges 
in the current planning and operational practices of the system operators. A key question to be addressed on 
the way towards the energy transition is the following: how to embody the demand side flexibility services 
derived from such new assets and actors into energy market, utilizing them for operational and ancillary 
services capable to tackle any technical issues ensuring resilience, efficiency and reliability for the modern 
power networks. The latter evolution, is foreseen to bring flexibility products  ̧even from residential consumers 
 ̧in the foreground of system operation enabling a market uptake for them. 

Both traditional retail processes and emerging flexibility services require data and information to be accessed 
by relevant eligible parties and exchanged among a multitude of actors, networks, systems, devices, 
applications and components. Legacy and newly developed systems need to cooperate and exchange data and 
information to enable existing, emerging and future energy services. The definition of a common European 
Reference Architecture may serve as key driver towards the essential engagement of demand side flexibility, 
enabling utilities½ coordination beyond national borders and reduce market entry barriers.  

A fundamental element towards the definition of a reference architecture is the proper designation of 
interoperable data exchange solutions. Bilateral point-to-point solutions between single actors (decentralised 
approach), data hubs/warehouses (centralised approach) and data exchange platforms (distributed approach) 
coexist. All these solutions need to become interoperable with each other through comparability, appropriate 
standardisation and governance. Beside decentralised solutions platform-type solutions (hubs, DEPs) have 
emerged recently across Europe to ensure efficient processes and improved data quality and volume with 
minimal delay, initially in retail markets. Lately, the endeavour has been directed by the Clean Energy Package 
and other initiatives concerning the active incorporation of end-users in both the retail and wholesale energy 
markets, increasing the requirement for data exchange between all stakeholders. Integrated data exchange 
architecture will play a vital role in the overall power system and point towards an integrated wholesale-retail 
market. 

In EU-wide scale, use case based approach to business and functional processes, Common Information Model 
(CIM) for standardised data exchange (semantics and syntactics) and Harmonized Electricity Market Role Model 
(HEMRM) clearly defining roles and responsibilities are building blocks for the definition of a common European 
reference architecture, the principle also addressed by SGTF. Hence, those are set in place in several H2020 
projects, involved also in BRIDGE. 

2.1.2 BRIDGE report on TSO-DSO Coordination 

This report and the reference architecture to be proposed are not about data exchanges between system 
operators (TSOs, DSOs) only but are here to address any data exchange involving any stakeholder (e.g. 
consumer, market operator, energy service provider, energy supplier, flexibility provider). However, this sub-
chapter summarises the main findings and recommendations related to data management from TSO-DSO 
Coordination report [BRIDGE, 2019] as it was the starting point and motivation for the current report. 

Main data management related findings from TSO-DSO Coordination report: 
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π There are few dedicated platforms for energy data exchanges existing or developing. 
π Half of the projects demonstrate interoperability between platforms, while only few demonstrate 

cross-sector interoperability. 
π Half of the projects apply standardised approach to use case description and majority of the projects 

are in favour of having access to a use case repository2. 
π Some new data roles have been proposed. 
π CIM standard is not addressing all aspects implicitly relevant for TSO-DSO coordination. 

Summary of data management related recommendations in TSO-DSO Coordination report: 

π Develop conceptual European data exchange model, involving elements like functionalities, 
governance, data access, open source, standardisation needs. 

π ?`adi` ºdio`mjk`m\]dgdot ja kg\oajmhn» \i_ d_`iodat kg\oajmhn rdoc @pmjk`\i \h]dodji \i_ kjo`iod\g ajm 
replicability and scalability. 

π Ensure GDPR compliance and data owner's control over their data. 
π Cooperate while developing use cases and an easily accessible use case repository.  
π Elaborate new data roles, harmonize approach to role definitions and recommend these to be included 

in HEMRM. 
π Apply CIM standards in TSO-DSO coordination as well as cooperate in suggesting extensions to CIM. 

2.1.3 Initiatives, frameworks and standards for reference 
architecture 

Clean Energy Package, Data Interoperability Implementing Act  

The primary legal act of Clean Energy Package (CEP) of interest is the new electricity market directive [Directive 
(EU) 2019/944]. According to article 23, Member States are responsible to specify the rules on the access to 
data of the final customer by eligible parties. The concerned data includes metering and consumption data as 
well as data required for customer switching, demand response and other services. Access to and sharing of 
data shall be easy, free of cost for final customers regarding their own data, efficient, secure and respectful 
of data protection requirements, incl. those of GDPR [Regulation (EU) 2016/679]. 

According to article 24 of the directive, the EC shall adopt implementing acts for interoperability requirements 
and non-discriminatory and transparent procedures for access to these data. Those requirements and 
procedures shall be based on existing national practices. In 2020 EU SGTF EG1 was relaunched to advise EC 
with its expert knowledge and propose interoperability requirements as well as transparent and non-
discriminatory procedures for access and exchange of electricity (and gas) data in the EU.  

SGTF EG1 report on data interoperability  

Oc` ^pmm`io \^odqdot ja NBOA @B, ]pdg_n pkji oc` bmjpk½n km`qdjpn m`kjmo Ojr\m_n Dio`mjk`m\]dgdot rdocdi oc` 
EU for Electricity and Gas Data Access & Exchange [2019]. There were some recommendations which could be 
clustered as content related and other as process related. 

Content related recommendations by SGTF EG1 [2019]: 

π Specify information exchange in terms of exchange between harmonised roles. 
π Building on available role models, adopt and use a common European role model. 
π To facilitate interoperability adopt and use a common information model for semantics, for example 

consider building on the available IEC CIM model. 
π Adopt and use a core process model, which should allow for national specificities and stay open for 

further interoperability over time. 
π Business requirements shall be the basis for interoperability and must remain technology-neutral. 

 
2 Currently under construction by another BRIDGE activity. 

https://ec.europa.eu/energy/topics/energy-strategy/clean-energy-all-europeans_en
https://ec.europa.eu/energy/sites/ener/files/documents/eg1_main_report_interop_data_access.pdf
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π Adopt and use available European standards as a basis to improve interoperability. 
π Process related recommendations by SGTF EG1 [2019]: 
π On the way to interoperability of national practices for accessing and exchanging data, all relevant 

stakeholders must get involved, discuss and negotiate. 
π Monitor the gap between each national practice and the reference core model. Consider means for 

maintaining this at European level. 
π Bear in mind that legal aspects in national markets can be a limiting factor to full interoperability. 
π Aiming for interoperability should not be conditional to a cost/benefit analysis. However, how to reach 

it and maintain it (in terms of context and timing) could be analysed and optimised through 
Cost/Benefit Analyses and Risks/Opportunities Assessments. 

π Bear in mind that reaching and maintaining interoperability is a step-by-step exercise requiring a 
roadmap that needs to be duly monitored and accordingly adapted. 

Smart Grid Architecture Model  

In 2011 European Commission had issued a mandate to CEN, CENELEC and ETSI to develop an interoperable 
framework for standardisation in the field of Smart Grids  ̧Mandate M/490 (EC, 2011). A reference architecture 
was requested to address smart metering, grid operation, grid automation, distributed energy resources 
management, industry automation, building and home automation and other domains. As the response, CEN, 
CENELEC and ETSI Smart Grid Coordination Group has proposed the Smart Grid Architecture Model [2012].  

Figure 21 depicts the dimensions of SGAM framework. It is a three dimensional model that is merging the 
dimension of five interoperability layers (Business, Function, Information, Communication and Component) with 
the zones dimension (Process, Field, Station, Operation, Enterprise and Market) and domains dimension (Bulk 
Generation, Transmission, Distribution, DER and Customers Premises). The SGAM Framework can be used for 
designing and assessing smart grid use cases and link these to standards (incl. identifying missing standards) 
 ̧in order to support interoperability on all layers of SGAM. 

IEC has started to further formalise SGAM in order to provide official definition of SGAM and expand it to heat 
and gas systems by issuing technical specification (TS) IEC TS 63200 ED1: System Reference Deliverable SRD: 
Definition of Extended SGAM Smart Energy Grid Reference Architecture [2021]. This System Reference 
Document (SRD) defines the framework elements, associated ontology, and modelling methodology for 
designing the Smart Energy Grid Reference Architecture using the SGAM. 

CEN-CENELEC-ETSI gap analysis of CEP 

CEN-CENELEC-ETSI Working Group Clean Energy Package drafted a report [2018] that intends to address the 
key legal propositions of CEP which are considered as most relevant for standardisation. Four priority topics 
related to data interoperability were captured: 

π Data Management, format and interoperability 
π Real time access to consumption data and connectivity to the smart metering infrastructure 
π Interoperability with Consumer Energy Management systems 
π Operational data exchange between grid operators and grid users 

European strategy for data  

Data strategy adopted in February 2020 [EC, 19.02.2020] looks into several problems like availability of data, 
data interoperability, data governance, data infrastructure, empowering individuals to exercise their rights. It 
should be ensured that data can flow within the EU and across sectors, data protection rules are fully respected, 
the rules for access to and use of data are fair, practical and clear, there are clear and trustworthy data 
governance mechanisms in place. All this is valid for different domains, including energy. The actions serving 
single market of data address: 

π A cross-sectoral governance framework for data access and use. In November 2020 EC announced the 
Proposal for a Regulation on European data governance or so-called Data Governance Act [EC, 

https://ec.europa.eu/energy/sites/ener/files/documents/xpert_group1_reference_architecture.pdf
ftp://ftp.cencenelec.eu/EN/EuropeanStandardization/Fields/EnergySustainability/SmartGrid/FinalReportWG-CEP_20191121.pdf
https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/european-data-strategy
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25.11.2020] as the first of a set of measures to implement European strategy for data. The regulation 
lays down the conditions for the re-use of certain categories of data held by public sector bodies as 
well as notification and supervisory framework for the provision of data sharing services. 

π Enablers: Investments di _\o\ \i_ nom`iboc`idib @pmjk`½n ^\k\]dgdod`n \i_ diam\nomp^opm`n ajm cjnodib' 
processing and using data, interoperability. In the period 2021-2027, the Commission will invest in a 
High Impact Project on European data spaces and federated cloud infrastructures. Concretely, the 
Commission intends to fund the establishment of EU-wide common, interoperable data spaces in 
strategic sectors. 

π Competences: Empowering individuals, investing in skills and in SMEs (Small and Medium-sized 
Enterprises). 

π Common European data spaces in strategic sectors and domains of public interest. This includes a 
Common European energy data space, to promote a stronger availability and cross-sector sharing of 
data, in a customer-centric, secure and trustworthy manner, as this would facilitate innovative 
solutions and support the decarbonisation of the energy system. 

ENTSO-E report on state of pl ay of data exchanges in Europe  

The report on Data Exchange in Electric Power Systems: European State of Play and Perspectives [ENTSO-E, 
THEMA, 2017] stated that data exchange platforms (DEPs) are a tool for improving coordination and market 
functionality. In the building of an efficient integrated European electricity market, information exchange and 
data management are becoming more connected. Increased information access and exchange not only leads 
to substantial efficiency gains in grid operation and planning, but also lowers market access barriers, ensures 
om\ink\m`i^t di ^jinph`mn½ pn\b` \i_ ^m`\o`n i`r h\mf`o jkkjmopidod`n #`)g., energy services companies). An 
increasing harmonisation of standards and formats across Europe may make it easier for companies to provide 
services across several countries. Data stored and exchanged will grow beyond mere metering values to include 
market data, like weather forecasts or spot prices, grid congestions, unavailability of assets or possibly even 
grid-planning data where this is relevant for other stakeholders besides system operators. Efficient data 
exchange is also necessary for achieving a seamless integration between wholesale and retail markets. 

Facilitating customers energy data management and 

interoperability · >MIm¼ j_lmj_]ncp_  

E.DSO position paper [2020] highlights the interoperability and consent management as basis for data 
exchange. It also explains two approaches to data management, either as centralized data exchange via a 
single DEP or decentralized data exchange carried out bilaterally between actors. From the European wide 
interoperability perspective the report lists three options to support cross-border data exchange: 

π Harmonization of all necessary layers to achieve interoperability (especially data formats and 
protocols) 

π Create comparability of national solutions: mapping of Member States processes and information 
models towards a core reference model 

π Implementation of cross-border DEPs: connecting the national data systems (centralized or 
decentralized) and translating the national specifics 

Another DSO association, GEODE, elaborates data management approaches by adding hybrid model (beside 
decentralized and centralized models) which would be a combination of the two previous models  ̧all market 
participants can communicate in a decentralized manner, but in some use cases (e.g. compliance monitoring 
for services like supplier switching, supervision of trading activities or integration functionality for e.g. smaller 
parties), there are task-specific central structures [2020]. 

  

https://www.entsoe.eu/news/2017/06/26/study-data-exchange-in-electric-power-systems-european-state-of-play-and-perspectives/
https://www.edsoforsmartgrids.eu/facilitating-customers-energy-data-management-and-interoperability-dsos-perspective/
https://www.edsoforsmartgrids.eu/facilitating-customers-energy-data-management-and-interoperability-dsos-perspective/
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DG CNECT funded study on interoperability for demand side 

flexibility  

Specifically for the electricity domain the increasing importance of data interoperability has become obvious 
through the emergence of flexibility market. The study on interoperability for demand side flexibility [EC, DNV 
GL, ESMIG, TNO, 2018] has investigated the need for alignment among the communication standards from the 
Utility, Telecom and Home appliances industries. This is highly relevant for the data needed for demand side 
flexibility (DSF) which needs to flow seamlessly through an IT infrastructure that connects Smart Meters, 
Consumer Energy Management Systems, Smart Appliances and Gateways between the home and external 
networks. Nine standards were selected that have been compared with the reference ontology SAREF (Smart 
Appliances REFerence ontology) and its extension for the Energy domain, SAREF4ENER. It was concluded that 
alignment between DSF standards is needed and that SAREF/SAREF4ENER can be used as the overarching 
ontology to facilitate this alignment. The study has shown that SAREF/SAREF4ENER can be used to reach 
interoperability on data level and as the ontology for the interfaces that are relevant for DSF applications. 

DG ENER funded study: Assessment and roadmap for the digital 

transformat ion of the energy sector towards an innovative 

internal energy market  

The assessment and roadmap for the digital transformation of the energy sector towards an innovative internal 
energy market [EC, PwC, Tractebel, 2019] highlighted several key issues and related actions (recommendations) 
concerning the provision of flexibility services at the distribution level. Key issues related to data 
interoperability: 

π The access to consumption and production data  ̧implementation of the Directive on the IEM (Internal 
Energy Market) to establish the right of customers and third eligible parties to receive all relevant 
consumption and production data, in an understandable format, the development of interoperability 
requirements at the EU level, implementation of the new Directive on the IEM with respect the access 
\i_ `s^c\ib` ja ^pnojh`mn½ ^jinphkodji \i_ kmj_p^odji _\o\' _`q`gjkh`io ja @P 
recommendations/guidelines on interoperability standards at the EU level, adoption of binding (EU) 
interoperability requirements. 

π Customer privacy and data protection ̧ implementation of the Directive on the IEM including the 
kmjqdndjin m`g\o`_ oj _\o\ kmjo`^odji ja nh\mo h`o`mn½ _\o\ di oc` nh\mo h`o`mdib ntno`h _`kgjth`io' 
implementation of the new Directive on the IEM with respect to smart meters data management model, 
development of EU recommendations/guidelines for setting principles that need to be complied by all 
data management models for smart meters in place or currently under design. 

π Interoperability between connected devices  ̧ implementation of the Directive on the IEM to define 
smart metering systems interoperability, adoption by the Commission of common guidelines to MSs 
(Member States) for the adoption of standards and best practices for smart metering systems 
interoperability, adoption by the Commission of Implementing Acts to determine interoperability 
requirements and nondiscriminatory and transparent procedures for access to data, adoption of 
binding (EU) interoperability requirements supported by the introduction of relevant parameters (KPIs 
 ̧Key Performance Indicators) for products and parts. 

ASSET study on data format and procedures  

The report on Format and procedures for electricity (and gas) data access and exchange in Member States 
[ASSET Project, 2018] analysed European national practices. Based on this fact-finding exercise, differences 
among MSs and barriers even within MS were identified when it comes to access and exchange of data. A 
number of recommendations were formulated, some of them very relevant for this BRIDGE study as well: 

ü The national regulator should enforce compliance with a single national format. This is especially the case 
in decentralised data management systems and in countries where energy policy is a regional competence. 

https://op.europa.eu/en/publication-detail/-/publication/a61d67de-9ecd-11e9-9d01-01aa75ed71a1/language-en/format-PDF
https://op.europa.eu/en/publication-detail/-/publication/a61d67de-9ecd-11e9-9d01-01aa75ed71a1/language-en/format-PDF
https://op.europa.eu/en/publication-detail/-/publication/a02e5af7-634f-11ea-b735-01aa75ed71a1/language-en
https://op.europa.eu/en/publication-detail/-/publication/a02e5af7-634f-11ea-b735-01aa75ed71a1/language-en
https://op.europa.eu/en/publication-detail/-/publication/a02e5af7-634f-11ea-b735-01aa75ed71a1/language-en
https://asset-ec.eu/home/advanced-system-studies/cluster-7/format-and-procedures-for-electricity-and-gas-data-access-and-exchange-in-member-states/
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In particular, the national regulator should verify whether national formats are general enough to 
accommodate differences in regional policy choices. 

ü The national regulator increases transparency at MS level, by making publicly available on a website the 
role models, the data formats and all standard as well as non-standard procedures for processes such as 
supplier switching and billing. Furthermore, the EC could consider setting up a European website where 
national procedures are collected and centrally published in at least one common EU language. 

ü Standardisation organisations update existing international standards, like CIM, as a pivot language 
ensuring the compatibility of national communication choices. Clearly defined national formats and 
procedures are a pre-condition for an efficient mapping. 

ü The existence of a transparent consent management for giving, and especially revoking access should be 
the first priority to be addressed by MS deploying smart metering systems. 

 

There are many further frameworks and standards influencing the landscape of energy data exchange 
architecture, some of them referenced in detail in this report: CIM, FIWARE3, IDSA4 (International Data Spaces 
Association), SAREF, DLMS-COSEM (Device Language Message Specification  ̧Companion Specification for 
Energy Metering), IEC 61850, HEMRM, USEF5, OPEN DEI6, national data hubs and platforms (like EDA  ̧Energy 
Data Exchange Austria, Energy Data Exchange Framework in Netherlands, Estfeed in Estonia), ICT4Water7, 
GAIA-X8, Data Bridge Alliance, EC communication on European Interoperability Framework [EC, 23.03.2017], 
@>½n \iip\g Mjggdib Kg\i ajm D>O No\i_\m_dn\odji9. 

 Data exchange platforms and common European 
architecture 

The European electricity sector is undergoing a radical transformation that emerged, initially, by the growth of 
distributed generation, renewables and storage. This renders operation of power networks more complex to 
handle and obviously to optimize. Digitalisation has been already regarded as the main pillar for allowing 
active system management in the electricity grid, enabling system operators (i.e., both Transmission System 
Operators (TSOs) and Distribution System Operators (DSOs)) to manage the use of distributed resources 
towards a cost-effective and secure supply of electricity for all market participants including the customers. 
The evolving digitalisation enables end-users to actively participate in marketplaces taking advantage of their 
demand flexibility. This will inevitably create innovative new services, technical solutions, products and 
marketplaces. The electricity grid, along with an interoperable data exchange infrastructure, may be major 
factor underlying European energy transition and the European economy [ENTSO-E, THEMA, 2017]. 

The introduction of an integrated European electricity market, information exchange and data management 
are becoming more connected. Increased information access and exchange not only leads to essential benefits 
in grid operation and planning, but also lowers market access barriers, ensures transparency among market 
parties and creates new market opportunities (e.g. energy services companies) [CEDEC, E.DSO, ENTSO-E, 
Eurelectric, GEODE, 2019]. Free flow of data and data exchange is generally necessary for achieving a seamless 
integration between wholesale and retail markets.  

Several papers [E.DSO, 2020; GEODE, 2020; Elering, Pöyry, 2019] have described the benefits of different data 
exchange models (decentralized, centralized, hybrid, distributed). The focus of this BRIDGE report is on data 
exchange platforms. Interoperable DEPs aim to improve data exchange processes between the different parties 
(e.g. system operators, aggregators, market operators etc.) connected to the electricity system and market. The 

 
3 https://www.fiware.org/  
4 https://www.internationaldataspaces.org/  
5 https://www.usef.energy/  
6 https://www.opendei.eu/  
7 https://ict4water.eu/  
8 https://www.data-infrastructure.eu/GAIAX/Navigation/EN/Home/home.html  
9 https://ec.europa.eu/growth/single-market/european-standards/ict-standardisation_en  

https://www.fiware.org/
https://www.internationaldataspaces.org/
https://www.usef.energy/
https://www.opendei.eu/
https://ict4water.eu/
https://www.data-infrastructure.eu/GAIAX/Navigation/EN/Home/home.html
https://ec.europa.eu/growth/single-market/european-standards/ict-standardisation_en
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upcoming adoption of data exchange platforms and their functionalities are certainly designated to different 
regimes and practices throughout Europe. Some recent studies and reports [ENTSO-E, THEMA, 2017] have 
covered the development of data exchange platforms primarily from a retail market perspective. However, as 
it will be presented in Chapter 3, lately there have been R&D projects addressing both retail and wholesale 
markets. 

Data exchange platforms act as the middleware in the electricity sector for several actors to provide 
coordinated and transparent grid operation and planning allowing the participation of end-users. Cross-border 
interactions for the provision of multiple ancillary services is seen as an important element of pan-European 
market in a common European reference architecture for the electricity sector. The increasing harmonisation 
of standards across Europe is certainly a significant step to allow system operators and market players to 
provide services beyond the borders, yet it is not necessarily the focal point towards data exchange platforms 
definition [CEDEC, E.DSO, ENTSO-E, Eurelectric, GEODE, 2019]. 

However, as data exchange platforms bundle not only processes but also versatile actors, it is vital to view the 
energy system as a unique system instead of several separate systems such as TSO grids, DSO grids, etc. The 
power system as a whole can be perceived where all parties involved should work together in achieving a safe 
and reliable electricity system and social welfare optimisation via regulatory oversight. 

Data exchange platforms may be perceived as a middleware framework that bundle versatile processes, 
information exchanges and data management and integration for a more consumer-centric power system. 
Attention to attributes of data such as volume, type and source of data stored and exchanged will become 
increasingly important while setting up an appropriate data infrastructure. Relevant data types range beyond 
meter data to embody market data, such as weather forecasts or spot prices, grid congestions, unavailability 
of assets or possibly even grid planning data, especially where this is relevant for other stakeholders besides 
system operators [ENTSO-E, THEMA, 2017]. Data exchange platforms may evolve from simply being focused 
on a list of standardised processes related to the retail market, advancing to a modular architecture capable 
to incorporate new third parties to provide services and functionalities amongst them and the system 
operators. It is necessary to ensure that interoperable data exchange platforms provide the following 
functionalities related to information and data exchange handling and management:  

π Privacy and data security: any data and meta-data must be treated per the relevant data privacy 
regulations. 

π Neutrality, non-discrimination and transparency of data exchange: data exchange and free flow of 
data has currently indispensable and increasing value to market players and stakeholders. Therefore, 
the assurance for neutral and non-discriminatory data access is of significant importance. It is related 
particularly to standards that permit any stakeholder to access data in a non-discriminatory manner. 
Non-discrimination also concerns the access by third parties to data and corresponding privacy as 
stated earlier.  

 Information models 
Former EC Mandate M/490 [EC, 2011] has developed a reference architecture methodology between 2008 and 
2012 which was then standardised by IEC. The Use Case methodology and associated standards were 
developed (IEC 62559 series, IEC 62913 series), the SGAM model was further developed and standardised [IEC 
63200, 2021]. The Information Layer of SGAM is a placeholder of IEC Common Information Model, 
standardised by IEC in IEC 61970-301 [2020], IEC 61968-11 [2013], IEC 62325-301 [2018] information 
models. 
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Figure 3 reminds the methodology based on SGAM interoperability layers. 

 

Figure 3: SGAM and Use Case Template sections½ relationships [TDX-ASSIST Deliverable 1.14, 2020] 

Figure 4 zooms on the methodology and relationship between Use Case definition, Business Object definition 
(Data Flow content definition) and Profile definition. The left part describes the Use Case methodology, which 
helps to define requirements of information exchanges. Data flow content definition on the right part of the 
adbpm` ^\i ]` i\h`_ º=pndi`nn J]e`^on»' rcd^c `skm`nn n`h\iod^ m`lpdm`h`ion) =pndiess Objects lead to the 
definition of profiles. A profile is derived from information model like IEC CIM, or any kind of Information Model. 

 

Figure 4: Use Case and Profile methodology relationship [TDX-ASSIST Deliverable 1.2, 2018] 
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Figure 5 illustrates Business Objects associated to System Use Case definition managed in TDX-ASSIST  UML 
repository. 

 

Figure 5: Business Object semantic description example [TDX-ASSIST Deliverable 1.12, 2020] 

Ji` ja oc` m`a`m`i^` hj_`gn½ ]pdg_dib ]gj^f dn oc` diajmh\odji hj_`g #m`^jhh`i_\odji ·1 ja VNBOA @B,' -+,4X) 
According to SGTF EG1 [2019] recommendation #2: To facilitate interoperability adopt and use a common 
information model for semantics, for example consider building on the available IEC CIM model. CIM is 

supporting extensively European regulation as described in Introduction (Figure 2). 

IEC CIM is one of the three core information models identified by IEC Smart Grid Standardisation Roadmap 
[IEC 63097, 2017] as illustrated in Figure 6. The other two, which are complementary to IEC CIM are IEC 
61850, and COSEM which were also recommended as the result of EC Mandate M/441 for Smart Metering [EC, 
2009]. 
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Figure 6: IEC core information models: CIM, IEC 61850, COSEM [IEC 62357-1, 2016] 

 Models for data roles 

Actors involved in any process form a necessary part of an architecture describing the process. Since it is about 
reference architecture here the focus should not be on specific actors but rather on roles, especially business 
roles, which would enable unified understanding of the parties involved in a process. Roles can be easily 
translated into specific actors of specific processes all over Europe (because it is about European reference 
architecture). Moreover, the focus here is on data exchange architecture. This means that such an architecture 
should be agnostic to business processes  ̧therefore also role model wise the interest is not in all business 
mjg`n ]po jigt di ¼_\o\ ]pndi`nn mjg`n½) 

Five role models applied by few Horizon2020 projects were identified and compared for this report, whereas 
EU-SysFlex and PHOENIX are project-specific models and HEMRM, IDSA and USEF are more generic 
frameworks. 

The Harmonised Electricity Market Role Model [ebIX, EFET, ENTSO-E, 2020] 

C@HMH r\n ^m`\o`_ \i_ dn ]`dib ^jino\iogt _`q`gjk`_ di jm_`m oj a\^dgdo\o` diajmh\odji `s^c\ib` º]`or``i 
the market participants from different countries through the designation of a common name for each role and 
m`g\o`_ j]e`^o oc\o \m` km`q\g`io rdocdi oc` @pmjk`\i `g`^omd^dot h\mf`o diajmh\odji `s^c\ib`»)  

ºOj ]pdg_ \ Mjg` Hj_`g _d\bm\h oc` PHG ^g\nn _d\bm\hhdib o`^cidlp` c\n ]``i pn`_) Oc` _d\bm\h h\f`n pn` 
ja orj PHG nth]jgn' oc` º\^ojm» nth]jg #ijo oj ]` ^jiapn`_ rdoc \ k\mot ji \ h\mf`okg\^`$ dn pn`_ oj m`km`n`io 
\ mjg` \i_ oc` º^g\nn» nth]jg dn pn`_ oj _`adi` \i j]e`^o)»  

¼?\o\ mjg`n½ di C@HMH di^gp_` >jin`io <_hdidnom\ojm' ?\o\ Kmjqd_`m' H\mf`o Diajmh\odji <bbm`b\ojm' H`o`m 
Administrator, Meter Operator, Metered Data Aggregator, Metered Data Collector, Metered Data Responsible, 
Metering Point Administrator, Metered Data Administrator.  
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Figure 7: Role and Object relationships, example [HEMRM, 2020] 

HEMRM is well recognised by European Commission and seems to be the most widely used role model, incl. by 
Horizon2020 projects. According to TSO-DSO Coordination study [BRIDGE, 2019] six projects out of 14 followed 
HEMRM in explaining data roles. 

THE FRAMEWORK EXPLAINED [USEF Foundation, 2015] 

ºOj oc` `so`io kjnnd]g`' PN@A c\n ^cjn`i oj \gdbi oc` i\h`n ja oc` mjg`n pn`_ di don hj_`g rdoc oc` `sdnodib 
business roles commonly accepted throughout Europe and defined by ENTSO-@)» Oc` jigt _\o\ `s^c\ib` 
related rjg` di PN@A hj_`g dn oc` H`o`m ?\o\ >jhk\it #H?>$ rcd^c ºdn m`nkjind]g` ajm \^lpdmdib \i_ q\gd_\odib 
h`o`m _\o\) Oc` H?> kg\tn \ mjg` di PN@A½n ag`sd]dgdot n`oog`h`io kmj^`nn \i_ oc` rcjg`n\g` n`oog`h`io 
kmj^`nn») 

Reference Architecture Model [IDSA, 2019] 

The Business Layer of the Reference Architecture Model defines and categorizes the different roles the 
participants in the International Data Spaces may assume. Furthermore, it specifies basic patterns of 
interaction taking place between these roles. It thereby contributes to the development of innovative business 
models and digital, data-driven services to be used by the participants in the International Data Spaces. 

There are four categories of roles: 

π CATEGORY 1: CORE PARTICIPANT. Core Participants are involved and required every time data is 
exchanged in the International Data Spaces. Roles assigned to, this category are Data Owner, Data 
Provider, Data Consumer, Data User, and App Provider. The role of a Core Participant can be assumed 
by any organisation that owns, wants to provide, and/or wants to consume or use data. 

π CATEGORY 2: INTERMEDIARY. Intermediaries act as trusted entities. Roles assigned to this category are 
Broker Service Provider, Clearing House, Identity Provider, App Store, and Vocabulary Provider. These 
roles may be assumed only by trusted organisations. 

π CATEGORY 3: SOFTWARE / SERVICE PROVIDER. This category comprises IT companies providing 
software and/or services (e.g., based on a software-as-a-service model) to the participants of the 
International Data Spaces. Roles subsumed under this category are Service Provider and Software 
Provider. 

π CATEGORY 4: GOVERNANCE BODY. The Certification Body, Evaluation Facilities, and the International 
Data Spaces Association are the Governance Bodies of the International Data Spaces. 

 




















































































































































































