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Cybercrime — An overview




What is “cyber crime®?

Narrow
definition

Crimes committed
against the internet,
data networks,

information and
communication
technology systems
and their data

Wide
definition

Crimes commited
via information and
communication
technology

Cyber
espionage

Theft of relevant
company data and
intellectual property
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As easy as can be?

Cyber attacks can cause physical damage in connected plants.

Technology

Hack attack causes 'massive damage' at
steel works

(© 22 December 2014 = Technology f L 4 (~] M «$ Share

The hack attack led to failures in plant equipment and forced the fast shut down of a furnace

Source: BBC NEWS, 2014
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As easy as can be? (ll)

A lot of loT devices are still unprotected.

Risky Devices - Teenager hacks 150,000 printers

Written on February 22, 2017 at 09:14 AM By Emily Gam

A couple of weeks ago a high school student from the UK sent 150,000 prints
insecure printers made by a wide range of companies (including HP, Brother,

that they had been hacked.

Source: netzpolitik.org, STRATEGICGROUP, 2017

stackoverflowin/stack the almighty,
hacker god has returned to his throne,
as the greatest memegod. Your printer
is part of a flaming botnet.

—> YOUR PRINTER HAS BEEN PWND'D <—
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Questions?
Twitter: https://twitter.com/lmaostack

stackoverflowin has returned to his glory,
your printer is part of a flaming botnet,

the hacker god has returned from the dead.
-> YOUR PRINTER HAS BEEN OWNED <—
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((struct ELf32_Ehdr*) ((OxFF & memes)base)

Email: stackoverflowin@tuta.io
Twitter: https://twitter.com/lmaostack

GREETINGS FROM BREAKTHEINTERNET (BTI) WITH LOVE
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Data breaches worldwide since 2013
As of 26-09-2018

DATA RECORDS LOST OR STOLEN SINCE 2013
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ONLY of breaches were and the stolen data was rendered useless.

DATA RECORDS ARE LOST OR STOLEN AT THE FOLLOWING FREQUENCY

EVERY DAY EVERY HOUR EVERY MINUTE EVERY SECOND

Source: breachlevelindex.com, 2018
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Costs of cybercrime




Cyber espionage worldwide

Share of worldwide attacks in percent, 2016

Financial sector Education
2% 2%

Healthcare

0,
Raw materials (e.g. oil) 4%

4% Logistics
5%

Energy/Gas/Water
5%

Information and communication
technologies
7%

Knowledge-
intensive

services

12%

Manufacturing

21%

Source: Verizon DBIR, 2016
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Attacks are most costly for manufacturing

Estimated loss of revenue due to cyber attacks in the past 5 years, in billion Euro, 2016
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Source: Cebr, 2016
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Costs of cyber espionage for companies

Companies do not know the costs or keep them secret.

Direct costs Indirect costs

Value of stolen intellectual property Loss of revenue

Remedying the damages of the incident Damages to reputation and brand

Consequences of the incident, e.g. change
of security protocols, education of staff

Opportunity costs
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Significance for the energy
sector




Transition of the energy system

From fossil to renewable

Image source: Fotolia
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Implications of the energy transition

More flexibility

More volatility
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More access points

Image Source: iStock — Alex L
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Value of lost load?
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