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|. Data protection and security considerations
« Data protection impact assessment
« Data protection by design and data protection by default settings
« Data protection measures
» Data security
* |Information and transparency on smart metering

. Methodology for the economic assessment of the long-term cost
and benefits for the roll-out of smart metering systems

. Common minimum functional requirements for smart metering
systems for electricity
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Recommendation on

Privacy and Security

1. Data Protection Impact Assessment: DPIA Template

2. DP by Design /by Default : MS should encourage:
—  Network operators to incorporate PbyD in smart grid and smart
metering deployment
— ESOs to give preference to PbyD reference architectures
— Use of privacy certification mechanisms and data protection seals
and marks, provided by independent parties

3. Data Protection: anonymous, data minimisation, responsibilities
of data controllers and processors

4. Security: Data Protection by Design, « Security relevant »
standards of European Standardisation Organisations in M/490
and International security standards; data breach notification.

5. Information and Transparency: Network operators publish
information policy for each of their applications
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Recommendation __

on CBA
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@ Cost Benefit Analyses (CBA)

® Based on best practices in 11 MS

® Guidelines on CBA methodology,
benefits and costs
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Overall appraisal for thy

of Smart Metering
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Non-monetary appraisal

Merit deployment of the
roll-out (contribution to — KPI analysis

b Define boundary conditions and set parameters

_ policy goals)

% Perform cost-benefit analysis

. - . R CBA Externalities Qualitative

}Z% .' . .
(e.g. employment, safety,—— descriptions/
érﬂﬁ* Perform sensitivity analysis

/
Present results of the CBA
and indicate the range of parameter values enabling a positive outcome \
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Smart Metering roII-ou:c'.—:/

Recommended CBA
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r 1
~ Guideline 0: Set the scenarion of the roll-out Scenario
- (percentage of SM, roll-out time, SM functionalities) |

4 | definition

r 1 . .
. Guideline 1: Define assumptions and boundary conditionsto Tailoring to local

. capture the variables/factors impacting the investment. conditions
L 4

r 1

. Guidelines 2-8: Follow steps 1-7 of the cost-benefit analysis. Cost-benefit
X | analysis

r "1 ] ] .
Guideline 9: Perform a sensitivity analysis. SenSItIVIty
analysis

% 4 Y

r h! . .

- Guideline 10: Assess qualitatively deployment merit, | Qualitative
. externalities and social impact. | impact

% 4
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CONSUMER

= Provide readings directly to the consumer and/or any 3™ party
= Update the readings frequently enough to use energy saving schemes

METERING OPERATOR

= Allow remote reading by the operator

= Provide 2-way communication for maintenance and control

= Allow frequent enough readings to be used for networking planning

COMMIERCIAL ASPECTS OF SUPPLY

= Support advanced tariff system

» Allow remote ON/OFF control supply and/or flow or power limitation

' SECURITY AND DATA PRO

DISTRIBUTED GENERATION
* Provide import/export and reactive meteri

MS are encouraged to go beyond these common minimum
functionalities in their CBA scenarios.
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http://ec.europa.eu/enerqy/enerqy2020/smart grid/index en.htm

http://ec.europa.eu/enerqgy/gas electricity/smartgrids/taskforce en.htm

. - o . 10
Dr. Manuel Sanchez Jiménez © European Commission manuel.sanchez—jimenez@ec.europa.eu




	Slide 1
	Slide 2
	Slide 3
	Recommendation on  Privacy and Security
	Recommendation  on CBA
	Overall appraisal for the roll-out  of Smart Metering
	Smart Metering roll-out. Recommended CBA
	10 Common Minimum  Functionalities
	Slide 9
	Slide 10

