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The European
infrastructures in relation to the
Infrastructure Protection (“EPCIP") which co
will enhance, where necessary, the level of protecti
iInfrastructures against external threats.

its policy on critical energy
rammme for Critical

The integrity of energy infrastructures and their reliable operation are key factors in ensuring
the supply in energy, vital for the well-being of the citizens and the functioning of the economy.
For this reason energy infrastructure is considered as a priority for the implementation of the
EPCIP, hence the policy adopted in December 2008, under Council Directive 2008/114/EC on
the identification and designation of European critical infrastructures and the need to improve
their protection, has the energy sector in its scope. As one of a number of requirements, this
Directive included the creation of an Operator Security Plan for all infrastructures designated
as European Critical.

The European Commission’s Directorate General for Energy tasked an external contractor to
prepare a non-binding Reference Security Management Plan. This is intended to be a useful
guidebook for operators of energy infrastructure Assets, systems or parts thereof, independent
of its classification as European Critical or under other national category. This concentrates on
malicious, human-origin threats, whilst paying attention to all related aspects of an operation.

The Reference Security Management Plan is written from the operator's perspective, from
the need to comply with existing national or international legal and technical frameworks,
through to integrating good security risk management within the overall corporate strategic
and governance objectives of the company responsible for the infrastructure.

Although this document sets out a complete process useful for creating a robust and enduring
Operator Security Plan, operators may decide to use those elements that complement their
existing policies and procedures.

Whatever the use made of this document by operators, the process contained therein
contributes to a shared objective of improving the security of energy infrastructures.



Introduction

Introduction

This Reference Security Management Plan is written in the form
of a guidebook and has a single goal: To provide a practical
methodology to help an owner/operator of an energy
infrastructure Asset create and embed a robust and appropriate
security framework around an Asset that can be adapted and
updated as and when change occurs.

The methodology in the guidebook is presented as a complete
process supported by guidance notes and templates to assist a
Security Manager in the development and implementation of a
Security Management Plan for a specific Asset, that not only fits
within the overall risk management framework of the owner/
operator, but also reflects best-practice thinking on all aspects of
risk identification, assessment, design and implementation.

The process is based on the security risk management
methodology developed under PRISM™, a Performance and
Risk-based Integrated Security Methodology developed by
Harnser Group aimed at delivering practical advice and guidance
to companies working in the energy sector. It is based on
experience and an understanding of the challenges that many
Security Managers face in raising awareness of security and
resilience issues within an owner/operator.

Primary ownership of security risk resides with the owners of
energy infrastructure, regardless of location. Indeed the energy
infrastructure network across the European Union transcends
national boundaries in a complex supply chain of interdependent
relationships, each with a different perspective and management
of security risk.

By implementing the PRISM™ based approach set out in this
guidebook, owners and operators of energy infrastructure Assets
will have an assurance that there is a consistent approach
towards security risk management across the supply chain
capable of dealing with changes in a dynamic security
environment. Owners and operators of energy infrastructure
Assets will be able to invest and develop energy resources
across the European Union in full confidence that the critical area
of security risk is a) being managed in line with best-practice
thinking; b) that corporate governance responsibilities are being
met; and ¢) that by embedding good design principles from the
outset of a new investment in an energy Asset will save money.

The methodology is modular, but must be implemented in full.
This is so that the owner/operator of an energy infrastructure
Asset can derive the full benefits of being seen to have a
comprehensive security risk framework, the most important of
which is that internal and external Stakeholders have full
confidence that the Asset is secure and can therefore continue
to operate without interruption.

PRISM™ is based on emerging best-practice in security risk
management in relation to security and resilience. It also draws
from other disciplines such as strategic planning, project
management, technical design work, Stakeholder analysis and
risk reporting. It encompasses not only the risk assessment
methodology so fundamental to security risk management, but
also the environment that the methodology has to operate within.

In the case of Energy Infrastructure, the goal of security is to
take prevention, mitigation and responsive measures in order to
ensure in relation to a given infrastructure:

The integrity of the Assets
The reliable supply of energy

The health of the workers

The health of the public

The respect for the environment

In common with risk-based models for credit, market and
operational risk, there is a recognition amongst risk practitioners
and regulators that the environment around the risk model is of
equal importance. Without this, the ability of users to understand
the model itself, apply it and monitor it, is limited.



Process Overview

The methodology set out in the guidebook is shown in Diagram
B. It is comprised of four stages that are modular in nature,

yet together define the security risk management framework
that need to be addressed in order to produce the Security
Management Plan.

Phase A: Strategy & Planning

The first phase relates to the strategy and planning environment
around the Security Management Plan. It sets the context and
regulatory environment the Security Management Plan has to
operate within.

[t has four sections:

1. Rationale: \WWhy a Security Management Plan is
recommended for the Asset and the history of the critical
infrastructure protection in the European Union. It also
includes a review of key European regulatory initiatives and
international standards the author should be aware of.

2. Stakeholder Analysis: Provides a series of frameworks and
questionnaires to use in order to identify who the key internal
and external Stakeholders are, their level of interest and
influence over the development and implementation of the
Security Management Plan.

3. Securing the Enterprise: Explains how to assess the risk
management framework within the owner/operator and
identify how best to position the Security Management Plan
within it.

4. Planning: Presents several useful planning tools to oversee
the development of the Security Management Plan which
require a number of quite complex and time-consuming
tasks to be completed. These are included simply as guidance,
however, if other planning tools exist then those should
be used.
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Phase B: Assessment

The Assessment phase is a central feature of a Security
Management Plan and encompasses a detailed Security Risk
Assessment (SRA), which provides the owner/operator with

a framework to identify the range of possible risks facing their
business and assess the likelihood of each risk materialising, as
well as its potential impact. Each risk is scored using the following:

Risk = Threat x Vulnerability x Impact

Before risk scoring can take place several individual and
sequential assessments need to occur:

I. Asset Criticality: An identification of Assets at a corporate
level and ranking by potential impact in order to provide an
overall priority list.

Il. Threat Assessment: An assessment of the general threat
environment around the Asset and the identification of the
specific types of threat to the Asset. Rather than simply
assessing the risk of ‘terrorism’ the goal is to identify specific
threat scenarios within this category that may be faced by
the operator.

Vulnerability Assessment: An assessment of the Asset’s
vulnerability to the identified threat scenarios and therefore
the likelihood of a successful attack. This will be done by
objectively testing existing capability in the key areas of
Detection, Delay and Response.

The guidebook provides the Security Manager with information,
templates and spreadsheets to help them conduct the above
assessments, following on from which the information will

be collated in the form of a Risk Register. The Risk Register
will generate overall scores for each identified risk to allow the
Security Manager to decide whether or not specific mitigation
actions are necessary. As such it will form the basis for all
subsequent decisions regarding security systems deployment,
and will provide a tool for ongoing monitoring of risk levels.

The final part of the Assessment stage will be to create a set of
formal security system ‘Protection Objectives’, which can then
be signed off by senior management and other Stakeholders.
The Protection Objectives will be high-level statements derived
directly from the Risk Register, which form the basis for security
systems design.

Security in this context is to be understood as “the safety of a state or organisation against criminal

activity such as terrorism or espionage” (Source: Oxford English Dictionary)
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Phase C: Design

In simple terms there are two elements to effective security
systems design. The first element is to ensure that security
systems are designed to mitigate specific risks; and the second
element is that the security systems must be designed to deliver
a level of performance that will mitigate those risks effectively,
thus bringing the level of each risk to within the operator's risk
appetite. The integration of risk and performance in this manner
is the central theme of the PRISM™ approach.

The design phase focuses on the four core functions of a successful
security regime — Detection, Delay, Response & Recovery —and
consists of two separate levels as discussed below:

Level 1 Design: Risk-based Performance Requirements

The level 1 design process translates each of the established
risks and associated protection objectives into a series of
performance requirements in the areas of DDRR.

Level 2 Design: Performance-based Security Requirements

The level 2 design process identifies security systems and
sub-components which can meet the DDRR performance
requirements established under level 1. In order to meet the
required level of performance across all DDRR functions it will be
necessary to address the requirement for an integrated security
system, which will include Physical Security, IT Security, Security
Procedures, and Security Personnel. The Security Management
Plan will review each of these areas, discussing the capability

of various sub-components to meet DDRR performance
requirements and providing associated performance criteria and
example applications.

By following the design process as outlined above the Security
Manager will be able to develop a clear understanding of their
requirements without any specialist security systems design
knowledge. Subsequently they will be able to use these
requirements as the basis for effective engagement with
external providers (preferably independent design consultants)

— setting clear and focused performance criteria which their
detailed systems design must meet and for which they will be
held accountable. By embedding good security design into a
new build of an energy Asset early on and applying the tendering
advice presented in Phase D, the owner of that Asset will have
the confidence that the money spent on security will be effective
and enduring.

Stephen Gregory
Chief Executive Officer, Harnser Risk Group

Phase D: Implementation & Review

Once the design phase has been completed and signed off by
the operator's management team, the project will move onto
the implementation and review phase. The guidebook provides
the Security Manager with a set of tools to ensure the work they
have proposed in the Security Management Plan is completed
and tested on time and in budget. Providing this assurance to
the finance department of the owner/operator is a crucial part of
securing buy-in to the Security Management Plan.

The first component of this will address security systems
implementation, which is likely to be a critical factor in
determining overall success of the operator’s risk management
strategy. Information will be provided with regards to the creation
of a robust performance specification, which incorporates the
key performance criteria established during the design phase.

Tools will also be provided to support the tender evaluation
process, ensuring that the most suitable contractor is selected
to carry out the works. Project management will also be key
to successful delivery and the Security Management Plan will
include a formal framework which incorporates robust quality
assurance, cost control and monitoring methods. Guidance will
also be given in relation to independent System Acceptance
Testing using the Rotakin standard and/or similar tools.

The next key element of the implementation phase within the
Security Management Plan will be a testing and exercising
programme that builds organisational capability to use and
respond to the various security systems installed. This will take
the operator through a structured programme starting with
desktop exercising, moving on to live exercising and culminating
in multi-agency exercises, therefore enhancing capability in
successive and manageable steps.

The Security Management Plan will then explain how

monitoring and review will occur to ensure that the security

risk management framework implemented by the Security
Management Plan remains current. The owner/operator will be
provided with a range of tools for ongoing monitoring of security
capability through regular security risk assessments and repeat
exercises. In conjunction with a risk reporting framework this

will ensure that the organisation is aware of any changes in risk
levels or security capabilities and that adequate countermeasures
are considered.
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Diagram A
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How to use this Reference Security Management Plan

This Reference Security Management Plan for energy infrastructure
owners/operators is a practical guidebook for Security Managers
to use in order to prepare and implement a Security Management
Plan for a specific Asset(s) and is applicable to any energy
infrastructure Asset in any country in the European Union.

It should be read in conjunction with the blank template for the
Security Management Plan that can be downloaded from the
website www.prismworld.org. Each phase of the guidebook
refers to a specific section in the template. It explains clearly
how to undertake the analysis and reach recommendations

that would be presented in the Security Management Plan and
submitted for approval and sign-off by the appropriate governing
body within the owner/operator.

Energy infrastructure Assets share many similar characteristics
although the environment that they operate within, whether
external or organisational, can be very different. The Security
Management Plan produced as a result of using this guidebook
will be for a specific Asset — your Asset.

There are several stages involved in focusing on an issue such
as security risk and embedding it into the corporate governance
framework of the owner/operator. These are similar to any
planning activity whether instigated by an external or internal event
and are reflected in each part of the process as shown below.

Diagram B

Assessment:

Strategy & Planning:

How to assess the nature
and extent of security
risk to identified critical
Assets within a site, what
mitigation strategies are
required and why

Why is a security risk
management plan
important, how it will

be written and for what
audience and how it will be
updated and kept current

>
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Disclaimer

It is acknowledged that the security environment around energy
infrastructure Assets across the European Union varies from
country to country and access to information on that security
environment will also vary. As mentioned in the Introduction,
the methodology must be applied in total, even when the

gap between what is observed around the Asset, and what is
recommended in the guidebook, seem far apart. This is the start
of a process and every plan will need to be updated, not only in
response to developments within the Asset(s) itself, but also as
the security environment changes.

The process set out in this guidebook is based on a methodology
called PRISM™ (Performance Risk-based Integrated Security
Methodology) developed by the Harnser Group. Further
information on PRISM™ is available on www.prismworld.org.
More detail on this is provided in the Introduction.

If you have any questions or comments on any part of the
process set out in the guidebook, please register these on
www.prismworld.org in the Community area of the website.
This is a secure and confidential environment in which to post
guestions and comments, seek advice, share developments on
security risk management and the practical implications of any
research or policy initiatives that could affect you and the owner/
operator you work for.

Design: Implementation

I . & Review:
How mitigation strategies

can be developed to
achieve security specific
outcomes that meet

How to ensure that agreed
design is implemented on
time and in budget; tested

for effectiveness and
monitored

protection objectives and

cost constraints

>

The content of this Study reflect the views and knowledge of the author, Harnser Risk Group Limited, and may not be regarded as stating an official position of the
European Commission. In particular, it should be noted that this Study does not intend to establish a model Operator Security Plan as defined in Council Directive
2008/114/EC of 8 December 2008 on the identification and designation of European critical infrastructures and the assessment of the need to improve their protection.

The Study has been prepared with the purpose of providing energy infrastructure operators with a comprehensive methodology for achieving corporate and regulatory

requirements as they relate to security risk management.

Harnser Risk Group Limited makes no express or implied representations or warranties regarding these materials or the information contained therein. Without limiting
the foregoing, Harnser Risk Group Limited does not warrant that the materials or information contained therein will be error-free or will meet any particular criteria of
performance or quality. Harnser Risk Group Limited expressly disclaims all implied warranties, including, without limitation, warranties of merchantability, title, fitness for a

particular purpose, non-infringement, compatibility, security, and accuracy.

Your use of these materials and information contained therein is at your own risk, and you assume full responsibility and risk of loss resulting from the use thereof.
Harnser Risk Group Limited will not be liable for any special, indirect, incidental, consequential, or punitive damages or any other damages whatsoever, whether in an
action of contract, statute, tort (including, without limitation, negligence), or otherwise, relating to the use of these materials or the information contained therein.

If any of the foregoing is not fully enforceable for any reason, the remainder shall nonetheless continue to apply.

Harnser Risk Group Limited, 2010
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Executive Summary — Strategy & Planning A

Executive Summary - Strategy & Planning

This section defines the external and organisational A1 The rationale behind the Security Management Plan, in
environment the Security Management Plan has to operate particular why and how security risk is important and how
within in order to achieve its objectives. it impacts on key areas of corporate activity. It considers
the strategic drivers that have placed security risk at

the forefront of thinking about risk management in the
21st century before summarising the key regulatory and
international standards that the Security Management
Plan has to function within.

If this environment is not identified before the Risk Assessment
Phase begins, it is probable that the Security Management Plan
will not receive the support it needs from key Stakeholders, will
not be regarded as a critical area of risk for the owner/operator
and will not reflect the important strategic factors that require
its preparation or review. A2 The importance of a good Stakeholder analysis of external
and internal parties in the preparation and implementation
of the Security Management Plan. In particular, the
prioritisation of their interests and influence on the
process and outcomes, and how to communicate with
them before, during and after the process.

One of the challenges of writing a plan is to make it relevant,
interesting and worth the time of those who need to read it and
approve it. Phase A provides the Security Manager with a range
of tools that will help them explain:

Strategic Context

Identification of Stakeholders

A1l. A2. A3.
Rationale Stakeholder Analysis Securing the Enterprise
A3.1
A1.1 A2.1 . . .
Corporate Context Stakeholder Groups Risk A%petlte & Security
wareness
A1.2 A2.2 A3.2

Risk Management Frameworks

A1.3
Legal, Regulatory &
International Standards

A2.3
Prioritisation of Stakeholders

A3.3
Evaluating the Effectiveness of
Risk Management
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A2.4
Communication Focus

A3.4
Partnerships

A4.

Planning

A4

Roles, Responsibilities &
Resources

A4.2
Project Management

A4.3
Communication




A Executive Summary — Strategy & Planning

A3

A4

The importance of placing the Security Management Plan
into the core risk management structure adopted by the
owner/operator across key risks they are aware of and
prioritise. To use a simple analogy: There is no point in
throwing a ball, if there is no-one there to catch it. One
of the challenges many Security Managers face is raising
awareness about the risk they are responsible for within
the organisation they work for. This needs to be done if
the Security Management Plan is to have any chance

of success.

Managing the preparation of the Security Management
Plan as a Project helps to raise its profile and ensure the
right resources are available to the Security Manager as
they undertake the considerable amount of work required
to prepare it. A series of simple tools are provided in A4
to assist the Security Manager with this process.

Security Managers are aware of the external and internal
environment they work within on a day-to-day basis.
Phase A introduces a number of business management
concepts that will help the Security Manager position
the Security Management Plan within that environment
to ensure its successful implementation. By identifying
these beforehand, the process of raising awareness and
securing buy-in to the Security Management Plan at the
right time, will happen as and when you, the Security
Manager, need it.



Rationale for a Security Management Plan

Purpose:

To explain to the reader how changes at a strategic level
have resulted in a complex multi-layered legal, regulatory and
best-practice environment that a Security Management Plan
needs to operate within.

To provide a justification for the investment that may be
required to implement the Security Management Plan.

The Security Manager will need to research their own national
or regional framework and add this onto the tables provided in
the template for this section.



Rationale for a Security Management Plan

A1.0 Introduction

One of the challenges many Security Directors and Managers
have to deal with is a lack of understanding about what security
risk is and why it is of importance to the organisation they
work in. This is why the PRISM™ approach places emphasis
on understanding the external and internal environment that a
Security Management Plan has to operate within. It seeks to
align the Security Management Plan alongside and within the
internal control framework adopted by the Board of Directors
as part of their corporate governance responsibilities. As a
consequence the Security Management Plan will have visibility
and acceptance within the owner/operator and have a greater
chance of implementation. Once this has been achieved,
maintaining a high level of awareness and communicating
effectively in order to do so, is a key ongoing process once

the Security Management Plan has been approved and
implemented.

This Section explains how you should set the context for the
Security Management Plan and complete the relevant section
of the template.

One of the challenges many Security
Directors and Managers have to deal
with is a lack of understanding about
what security risk is

A1.1 Corporate Context

The aim of security risk management is to provide a secure,
protective, environment around the Assets of the owner/
operator anywhere in the world. Why does this matter? So that
other important areas of activity within the organisation can
happen without disruption. For example:

Diagram A1a: Corporate Stakeholders

|

Where and how shareholder value can be created
and protected

41

What risks should inform the sensitivity analysis on
projected revenues and the investment required to protect
that revenue stream

Operations/IT

|

Delivering continuity of production

Risk & Culture

4‘

Ensuring that the agreed risk appetite is aligned with the
risk culture in a key area of risk linked with safety

Personnel

|

Embedding security in recruitment such as vetting
procedures & training in security procedures and awareness

Reputation & Share Price

|

Retaining the confidence of external investors and
Stakeholders that the Board has a grip on all risks that
can impact on the performance of the Asset

Corporate Governance
/Corporate & Social Responsibility

4|

The management of security risk is part of the Board's
corporate governance responsibilities

Source: PRISM™



With security risk having a potential impact on so many important
areas of activity within an owner/operator, it is always a surprise
to observe that the issue itself is so little understood and rarely
discussed amongst the different Stakeholder groups who have
an interest in continuity of production. Nevertheless the security
environment is dynamic and the Security Management Plan you
are going to either write or update, must be reviewed regularly
as part of an annual planning process managed by the owner/
operator to protect the value of the Assets they are

responsible for.

In this section of the Security Management Plan template you
need to refer to this challenge and include reference to the areas
noted above where a knowledge of security risk is important.
The reader of the Security Management Plan should then be
aware from the outset why they are reading it and how it is
relevant to them.

A1.2 Strategic Context

This section of the Security Management Plan should provide

the reader with a view on those key drivers that have positioned

the security of energy Assets as a matter of national interest. For
example, economic trends and the demand for energy, concermns
over health and safety, the environmental agenda, changes in
geopolitics etc. The purpose of this section is to explain the strategic
context for the Security Management Plan from the owner/
operator's perspective which will also contribute to the business
and financial justification for a potential investment of resources to
implement any recommendations in the Security Management Plan.

The challenge when looking at big picture issues is to answer the
question ‘why is this important to me?’ So it is more than a list of
events, but an interpretation of what has changed and why and how
this has affected the environment the Asset operates within.

The following table provides an example of a strategic issue that has
raised the profile of energy security over the last ten years or so.
Complete the blank table in the template with what is relevant to
your Asset and the owner/operator. There may be three to six or so
key issues you wish to draw to the attention of the reader.

Some of the information you might need to complete the table will
be derived from the questionnaires you are going to use later in
Phase A.

Rationale for a Security Management Plan

Table A1a: Drivers of the Security Risk Agenda

Issue

Demand
for energy
supplies

Impact

On all countries
who rely on energy
to fuel economic
development

Comment

Every operator has

a growing demand
for its activities, but
also faces growing
competition as other
players seek to
benefit from strong
demand




A1 Rationale for a Security Management Plan

A1.3 Legal, Regulatory &
International Standards

In many countries across the EU, the strategic drivers you

have noted in the previous section have resulted in not only legal
and regulatory requirements for operators managing energy
infrastructure Assets, but have also helped to influence

the following:

e Best-practices set by some participants in the energy sector
e Standards institutes

e Business standards such as in Corporate Governance,
Corporate and Social Responsibility, Directors’ responsibilities etc.

Table A1b sets out key International standards, best-practice
guidelines and Directives that tend to be applicable across all
energy infrastructure owners/operators, but it is important that
you add to this table those that you are aware of. This provides
a critical record of the legal, regulatory, best-practice and
international standard framework the Security Management Plan
needs to operate within. Whilst many of these are common,
there will be those operational at national level to be aware of, in
particular those relating to the responsibilities of Boards

of Directors.

In many countries across the EU, the strategic drivers you
have noted in the previous section have resulted in not only legal and
regulatory requirements for operators managing energy infrastructure Assets



Rationale for a Security Management Plan

Table A1b: Summary of key International Standards, Best-Practice Guidelines and European Commission Directives as at Summer 2010

Health & Safety

International Standard/Best-Practice Guidelines
OHSAS 18001

European Commission Directives

The Seveso Il Directive

OHSAS 18001 is an international occupational health
and safety management system specification which
seeks to help organisations in a variety of respects
such as minimising risk to employees/etc; improve
an existing OH&S management system; demonstrate
diligence; gain assurance; etc.

The Seveso Directive is the main piece of EU
legislation that deals specifically with the control of
onshore major accident hazards involving dangerous
substances. The Seveso Il Directive includes a
revision and extension of the scope, the introduction
of new requirements relating to safety management
systems, emergency planning and land-use planning
and a reinforcement of the provisions on inspections
to be carried out by Member States.

Transport of
hazardous
materials by sea

The International Maritime Dangerous Goods
(IMDG) Code

European Community Waste Shipments
Regulation

The IMDG Code was developed as a uniform
international code for the transport of dangerous
goods by sea covering such matters as packing,
container traffic and stowage, with particular
reference to the segregation of incompatible
substances.

This aims to ensure that waste is properly handled
from the time it is shipped to the time it is disposed
of or recovered at destination. To achieve its
objectives the regulation reinforces and clarifies the
current legal framework for waste shipment within
the EU and with non-EU countries.

Transport of
hazardous
materials by
other methods

United Nations Recommendations on the
Transport of Dangerous Goods.

The European Agreement concerning the
International Carriage of Dangerous Goods by
Road, commonly known as ADR

This covers the transport of dangerous goods by
all modes of transport except by bulk tanker. They
are not obligatory or legally binding on individual
countries, but have gained a wide degree of
international acceptance: they form the basis of
several international agreements and many
national laws.

This article states that with the exception of

certain exceptionally dangerous materials,

hazardous materials may in general be transported
internationally in wheeled vehicles, provided that two
sets of conditions be met:

1. Annex A regulates the merchandise involved,
notably their packaging and labels.

2. Annex B regulates the construction, equipment
and use of vehicles for the transport of hazardous
materials.

Directive 2008/68/EC

Directive 2008/68/EC on the inland transport

of dangerous goods?, adopted in 2008, aims at
guaranteeing the safe transport of dangerous goods
by road, rail and inland waterways. It is in line with
international agreements and ensures harmonised
and safe conditions for all land transport of dangerous
goods in the EU.

Ship and Port
Security

International Ship and Port Facility Security
(ISPS) Code

Directive 2005/65/EC(1)

The purpose of the ISPS Code is to provide a
standardised, consistent framework for evaluating
risk, enabling Governments to offset changes in
threat with changes in vulnerability for ships and
port facilities through determination of appropriate
security levels and corresponding security measures.

The Code is a two-part document describing
minimum requirements for security of ships and
ports. Part A provides mandatory requirements. Part
B provides guidance for implementation.

The main objective of the Directive 2005/65/EC(1)
is to complement the measures adopted in 2004

by means of Regulation (EC) No 725/2004(2) of the
European Parliament and of the Council of 31 March
2004 on enhancing ship and port facility security
(‘the Regulation’).

The main objective of the Regulation was to
implement Community measures aimed at
enhancing ship and port facility security in the face of
the threats posed by intentional unlawful acts.

The maritime measures imposed by the Regulation
are only some of the measures necessary in order to
achieve an adequate level of security across all of the
various transport chains linked to maritime transport.
The Regulation is limited in scope to security
measures onboard vessels and the immediate ship/
port interface.




Rationale for a Security Management Plan

Table A1b: Summary of key International Standards, Best-Practice Guidelines and European Commission Directives as at Summer 2010

International Standard/Best-Practice Guidelines

European Commission Directives

Risk International Standard, ISO 31000:2009, Federation of Risk Management
Management Risk Management - Principles and Guidelines. Associations (FERMA)
1ISO 31000:2009 will help organisations of all types FERMA Risk Management Standard sets out a
and sizes to manage risk effectively. strategic process, starting with an organisation’s
overall objectives and aspirations, through to the
identification, evaluation and mitigation of risk, and
finally the transfer of some of that risk to an insurer.
Environment ISO 14001 - International standard for an Directive 2004/35/CE
Environmental Quality Management
System (EMS).
ISO 14001 is an internationally accepted standard Directive 2004/35/CE of the European Parliament
that sets out a framework of essential elements for and of the Council of 21 April 2004 on environmental
putting an effective Environmental Management liability with regard to the prevention and remedying
System (EMS) in place. The standard is designed to of environmental damage.
addrlessl Fhe delicate bglance lbetween njamtammg Directive 2008/99/EC
profitability and reducing environmental impact.
Directive 2008/99/EC of the European Parliament
and of the Council of 19 November 2008 on the
protection of the environment through criminal law.
Directive 2006/12/EC
Directive 2006/12/EC establishes a legal framework
for the treatment of waste within the Community.
It aims at protecting the environment and human
health through the prevention of the harmful effects
of waste generation and waste management.
Regulation (EC) No 1221/2009
Regulation (EEC) No 761/2001 of the European
Parliament and of the Council of 19 March 2001
allowing voluntary participation by organisations
in a Community eco-management and audit
scheme (EMAS).
The EU EMAS is a management tool for companies
and other organisations located inside or outside
the Community to evaluate, report and improve
their environmental performance. The scheme has
been available for participation by companies since
1995 and was originally restricted to companies in
industrial sectors. Since 2001 EMAS has been open
to all economic sectors including public and
private services.
IT Security ISO/IEC 27001 - The International Standard for Directive 2009/140/EC
Information Security Management. Directive 2009/140/EC of the European Parliament
and of the Council of 25 November 2009 amending
Directives 2002/21/EC on a common regulatory
framework for electronic communications networks
and services, 2002/19/EC on access to, and
interconnection of, electronic communications
networks and associated facilities, and 2002/20/EC
on the authorisation of electronic communications
networks and services.
Directive 2006/24/EC
ISO/IEC 27001 is the only auditable international Directive 2006/24/EC of the European Parliament
standard which defines the requirements for an and of the Council of 15 March 2006 on the
Information Security Management System (ISMS). retention of data generated or processed in
The standard is designed to ensure the selection of connection with the provision of publicly available
adequate and proportionate security controls to help | electronic communications services or of public
organisations protect information Assets communications networks and amending Directive
and give confidence to any interested parties, 2002/58/EC.
especially customers.




Rationale for a Security Management Plan

Table A1b: Summary of key International Standards, Best-Practice Guidelines and European Commission Directives as at Summer 2010

Security of
supply

International Standard/Best-Practice Guidelines

International Energy Agency

European Commission Directives
Directive 2005/89/EC

Directive 2005/89/EC of the European Parliament
and of the Council of 18 January 2006 concerning
measures to safeguard security of electricity supply
and infrastructure investment.

The International Energy Agency (IEA) is an
intergovernmental organisation which acts as energy
policy adviser to 28 member countries in their effort
to ensure reliable, affordable and clean energy for
their citizens.

Its mandate has broadened to incorporate the “Three
E's” of balanced energy policy making: energy security,
economic development and environmental protection.
Current work focuses on climate change policies,
market reform, energy technology collaboration and
outreach to the rest of the world, especially major
consumers and producers of energy like China, India,
Russia and the OPEC countries.

Directive 2006/67/EC

Directive 2006/67/EC of 24 July 2006 imposing an
obligation on Member States to maintain minimum
stocks of crude oil and/or petroleum products.

ISO 28000: 2007 Specification for security
management systems for the supply chain specifies
the requirements for a security management system,
including those aspects critical to security assurance

of the supply chain. Security management is linked

to many other aspects of business management.
Aspects include all activities controlled or influenced

by organisations that impact on supply-chain security.
These other aspects should be considered directly,
where and when they have an impact on security
management, including transporting these goods along
the supply chain.

Critical
Infrastructure
Protection

Critical Infrastructure Protection

The USA has had a wide-reaching Critical
Infrastructure Protection Program in place

since 1996. Its Patriot Act of 2001 defined critical
infrastructure as those “systems and Assets,
whether physical or virtual, so vital to the United
States that the incapacity or destruction of such
systems and Assets would have a debilitation impact
on security, national economic security, national
public health or safety, or any combination of

those matters.”

EPCIP - European Programme for Critical
Infrastructure Protection

Centre for the Protection of National
Infrastructure

Directive 2008/114/EC

In the UK the Centre for the Protection of National
Infrastructure provides information, personnel

and physical security advice to the businesses and
organisations which make up the UK's national
infrastructure, helping to reduce its vulnerability to
terrorism and other threats.

Council Directive 2008/114/EC of 8 December
2008 on the identification and designation of
European critical infrastructures and the assessment
of the need to improve their protection.

European Programme for Critical Infrastructure
Protection, EPCIP.

2007/124/EC, Euratom: Council Decision of 12
February 2007 establishing for the period 2007 to
2013, as part of General Programme on Security
and Safeguarding Liberties, the Specific Programme
“Prevention, Preparedness and Consequence
Management of Terrorism and other Security
related risks.”

Seventh Framework Programme for Research (FP7)
2007-2013, Security Research.

ISO/PAS 22399:2007 Social Security — Guideline
for incident preparedness and operational continuity
management.




Rationale for a Security Management Plan

Table A1b: Summary of key International Standards, Best-Practice Guidelines and European Commission Directives as at Summer 2010

Emergency
Planning &
Resilience

International Standard/Best-Practice Guidelines

ISO/PAS 22399:2007 provides general guidance
for private, governmental, and nongovernmental
organisations — to develop their own specific
performance criteria for incident preparedness and
operational continuity, and design an appropriate
management system. It provides a basis for
understanding, developing, and implementing
continuity of operations and services within

an organisation and to provide confidence in
business, community, customer, first responder,
and organisational interactions. It also enables the
organisation to measure its resilience in a consistent
and recognised manner.

European Commission Directives

2007/124/EC, Euratom: Council Decision of 12
February 2007 establishing for the period 2007 to
2013, as part of General Programme on Security
and Safeguarding Liberties, the Specific Programme
Prevention, Preparedness and Consequence
Management of Terrorism and other Security
related risks.

Prevention, preparedness and consequence
management of terrorism and other security related
risks are essential aspects of the protection of people
and critical infrastructure within the area of freedom,
security and justice.

This programme aims to support Member States’
efforts to prevent, to prepare for, and to protect
people and critical infrastructure against terrorist
attacks. It also aims to ensure protection in the field
of terrorism and other security related risks.

ANSI/ASIS SPC.1-2009 Organisational Resilience:
Security, Preparedness, and Continuity Management
Systems — Requirements with Guidance for Use.

A management framework for action planning and
decision making needed to anticipate, prevent if
possible, and prepare for and respond to a disruptive
incident (emergency, crisis or disaster).
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A1.4 Summary

This section of the Security Management Plan defines the
strategic, legislative and best-practice environment around the
Asset and provides the context for the document itself. The
reader should have no doubt why having a Security Management
Plan is necessary, why the investment that could be required to
implement it should be regarded as a priority and why it should be
included as part of the risk management framework used by the
owner/operator and monitored on an ongoing process.

The reader should have no doubt why having a Security Management Plan is
necessary, why the investment that could be required to implement it should
be regarded as a priority and why it should be included as part of the risk
management framework used by the owner/operator and monitored on an
ongoing process.
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Stakeholder Analysis

Purpose:

To identify and understand the interest and influence that key
external and internal Stakeholders have on the preparation and
implementation of the Security Management Plan.

The Security Manager can then manage their expectations,
secure their input and communicate with them on a timely basis
during the entire planning process and on an ongoing basis as
appropriate. This is particularly important if the raised level of
awareness of security risk issues generated by undertaking

the process of developing or updating and implementing the
Security Management Plan is to be maintained and embedded in
the risk culture of the owner/operator.



Stakeholder Analysis

A2.0 Introduction

Stakeholders are defined as those parties who have an interest
in, and influence on, the work of the Security Manager and the
effectiveness of the Security Management Plan. Without the
approval and support of all Stakeholders, you will struggle to get
the support and resources you need to implement it.

The level of awareness about security risk management issues
is covered under Section A3, but by undertaking a Stakeholder
analysis and communicating with each group in the right
manner, the profile of security risk will be enhanced within each
of those Stakeholder groups. So right from the outset of your
work to develop a Security Management Plan, you need to
know who the key internal and external Stakeholders are and
how to engage with them.

A2.1 Stakeholder Groups

The next two diagrams show the various levels of Stakeholder
interests and are generic — each Asset and Operator will have
slightly different Stakeholder names, so try and obtain the latest
organisational structure chart for the environment that you are
working within.

Diagram A2a: Stakeholder Groups

International Interests
ional Interests
Corporate Head Office

Regional Interests

Diagram A2b: Stakeholder Groups

External Stakeholders

v

National Regulator, National and Local Government,

the Community, the media, emergency services,
shareholders, banks, insurance company, business
partners and suppliers, European Commission, customers,
industry association, best-practice/standards institutes

Corporate: Head Office

The Board — Senior Mgt — Head of all Operations

— Head of Risk — Head of HSE — Head of Finance

— Head of Compliance — Head of Business Development
— Head of Personnel — Head of IT

— Head of Procurement — Investor Relations

The Asset: Devolved Responsibility

Operations — HSE — Engineering — Maintenance — IT
— Systems — Personnel

It is impossible for one person to manage all the expectations of
these Stakeholders and not all of them are of equal importance,
however, they do share a similar interest in the smooth operation
of the Asset, as noted in the diagram A2c:




Diagram A2c: Stakeholder Interests in an Asset

Areas of Interest

Stakeholder Groups

Board/Senior Management Continuity of Production

Operation of the Asset Maximising Revenue

Corporate Services Facility/Site/Area/
Financial Interests Community

Local & National Government Security of Personnel

The Community Community Affairs
Emergency Services Reputation
Industry Regulator Debt Repayment

Business Partners Share Price

All the Stakeholders want to see the Asset delivering those
attributes on the right hand side of the diagram and you play a
key role in ensuring a secure environment around it to ensure
that happens.

Right from the outset of your work to
develop a Security Management Plan,
you need to know who the key internal
and external Stakeholders are and how
to engage with them.

Stakeholder Analysis

A2.2 Identification of Stakeholders

As mentioned earlier, Stakeholders are those individuals and
organisations that have an interest in, and impact on, the
development and implementation of the Security Management
Plan. Those who are able to determine how an enhanced security
environment would benefit the Asset will be those working within
the operation itself. These will be both internal and external to the
operation of the Asset. Once you have identified these, you may
end up with a list similar to the one shown in the table below:

Table A2a: External and Internal Stakeholders

External Stakeholder Impact Stakeholder Groups

Groups

Industry Regulator The Board

Local & National
Government

Operations

Emergency Services, HSE
including Police, Fire &
Ambulance

Key Suppliers Personnel/HR

The Community Maintenance

Interest Groups Finance/Performance

Procurement

T




Stakeholder Analysis

In our experience, the following individuals constitute about 90% of the key Stakeholders who have both an interest in and influence
on, the outcome of the Security Management Plan. These individuals would contribute to either a) the identification of risk appetite
and/or b) the identification of security requirements.

Table A2b: Key Stakeholder Interests

Title/Role Rationale

Chief Executive or Deputy To identify the owner/operator strategic security requirements for the Asset

The Security Manager's Manager Responsible for how the Security Manager spends their time and for agreeing objectives
and resources for them

Head of HSE, who might be Responsible for visible risks such as safety and environmental, both of which will have

the above legislative and/or regulatory obligations around them. This person is a key ‘champion’ of
security who will not only establish what the Ops and HSE requirements are from a security
perspective, but who will also need to embed reporting on it alongside other reports
monitoring HSE risks post implementation.

Head of Operations for the Asset Responsible for the overall security of the Asset and accountable if something goes wrong.
They must understand every aspect of the Security Management Plan and be able to
communicate and engage with external Stakeholders about it. They will also hold a budget
and report into Head Office.

Head of Personnel for the Asset Responsible for all hiring, training and dealing with staff issues so a key contributor to the
Security Management Plan as regards personnel screening and vetting for employees
and contractors.

Financial Controller responsible Able to sign off on the financial impact of any security risks identified by the Security

for the budget of the Asset Management Plan. This will need to be approved, perhaps as exceptional expenditure, and
managed as part of a structured programme of investment. The Security Plan provides
the rationale for any expenditure and must include any financial cost:benefit analysis in
accordance with corporate policy.

Head of Procurement for The purchase of any advice, materials etc would need to be undertaken via Procurement so
the Asset it is important to engage with this department so they are able to become involved at the
right stage. They may also be required to sign off any request for financial resources from
the Finance department, and deal with any variances if they occur.

Head of Maintenance Able to establish capability of maintenance department to conduct non-technical aspects of
security systems maintenance and any specific requirements.

Head of IT Able to establish existing IT infrastructure and IT Dept's requirements for integration of
security systems with existing applications or networks.

The person responsible for The security of the Asset will depend to some extent on third parties and these will be

business partners/key suppliers identified through the Stakeholder analysis work. Once identified, the dependencies and

who contribute towards the consequent security risks associated with them will be captured as part of the Security

operation of the Asset Management Plan.

Police Department Establish their requirements for security systems at the Asset, as well as criminal activity of

concern and available Police response times to the Asset site.

Fire & Ambulance Departments Establish their requirements for emergency access, health and safety procedures and equip-
ment, compliance with building codes and regulations.

The organisation chart should identify the scope of responsibility for key areas at a devolved level. Working out how to gain access to those
offsite and gaining their input could require some planning and support from those within the Asset itself.
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A2.3 Prioritisation of Stakeholders

Stakeholder Analysis

Not all of the above will have the same level of interest and
influence on the Security Management Plan so it is important to
prioritise them. The first stage of this process is to use the matrix
below to plot where you believe each Stakeholder to be based on
the axes of:

Familiarity How well does each Stakeholder
understand security risk and what the
Security Management Plan is seeking to

achieve?

Favourability How well disposed is each Stakeholder
towards the development and, crucially,
the implementation of the Security

Management Plan?

By going through this process you will have identified who is of
most value to you in developing and implementing the Security
Management Plan, how you need to communicate and engage
with them and also how ongoing communication needs to

occur thereafter.

Table A2c: Stakeholder Familiarity and Favourability Matrix

Stakeholders placed here have ‘high favourability”
but ‘low familiarity” with security risk issues. But
they have the potential to be strong ‘champions’.

So explain the subject.

Stakeholders here have ‘low favourability’
and ‘low familiarity” with security risk issues.

So they are unaware and need to be
communicated with directly.

Stakeholders here have ‘high favourability”
and ‘high familiarity” with security risk issues.
They are your strongest champions.

So protect your relationships with them.

Stakeholders here have ‘low favourability’
but ‘high familiarity’ with security risk issues.

They are often critical of security risk issues
and you need to be work on resolving specific
concerns with them.

5 6 7 8 9 10
Familiarity



Stakeholder Analysis

A2.4 Communication Focus

Once you have identified where each Stakeholder group is
positioned on the matrix, you can then determine when and
how you need to engage with them. We suggest that you add
the actions arising from that assessment onto your Project
Plan, a template of which is provided in Section A4, so that
communicating with Stakeholders at the right time and in the
right way, is fundamental to the development of the Security
Management Plan.

The point has been made about using the opportunity you

have created for yourself by developing or updating a Security
Management Plan for the Asset to maintain the raised level

of interest and awareness of security risk you have generated
amongst all Stakeholders. This is a key benefit from undertaking
this planning process. Whilst you will be compiling a report on
security risks as part of the Implementation & Review phase of
the guidebook, do take advice from those in the owner/operator
who deal with internal communication about how to keep security
issues at the forefront of those who work in the Asset. Your aim is
to make all those who work in the Asset to think of security in the
same way they do safety, and that is an ongoing process. Use the
resources you have in the organisation to help you get and keep
your security messages in the high favourability/high familiarity box
on the matrix.

A2.5 Summary

As a result of this Section, you will have been able to identify key
external and internal Stakeholders, prioritised them according

to how important they are, their impact on your Security
Management and identified who and where you need to focus
your communication on thereafter.

Further on in Phase B you are going to interview a number of key
internal Stakeholders to identify their protection objectives, but
having worked through your Stakeholder analysis at this stage the
process of engaging with them wiill be faster and more effective.

Once you have identified where each Stakeholder group is positioned on the
matrix, you can then determine when and how you need to engage with them.



Securing the Enterprise

Purpose:

The environment the Security Management Plan has to operate
in will determine whether it is implemented or not. So it is
important for the Security Manager to understand what that
environment looks like and how their Security Management Plan
needs to fit into it.

If the Security Management Plan is not aligned alongside the risk
management framework adopted by the owner/operator — it will
not been seen as relevant and important. These are challenges
already faced by Security Managers trying to raise the profile of
security risks within their own organisations, and secure funds to
invest in the management of those risks.

This can be avoided. In this section the Security Manager will
be given several tools to help them identify a) the risk appetite
and culture of the owner/operator as a means of assessing
how aware Management are of security risks; b) what the risk
management framework is and how to position their Security
Management Plan within it to ensure that it is seen as relevant
and accessible.

The process of developing or updating a Security Management
Plan will have a positive impact on how security is perceived
within the owner/operator. A heightened awareness of security
risk will be a key outcome from the ongoing monitoring and
reporting of progress against the Security Management Plan.



Securing the Enterprise

A3.0 Introduction

In Section A1 you will have explained the rationale for writing
or updating the Security Management Plan for the Asset you
are responsible for and in Section A2 you will have identified
the key external and internal Stakeholders you need to engage
with as part of that process. This Section looks at the level of
awareness in the organisation of security risk issues and how
the Security Management Plan needs to be positioned with
the risk management framework run by the owner/operator to
make sure it is adopted and implemented.

By ensuring the Security Management Plan fits into the existing
risk management framework, it will have visibility and this

is critical to its adoption. It is important for key personnel in

the organisation to understand how decisions at a strategic,
financial and operational level can increase or decrease security
risk. For example, strategic decisions to expand an Asset or
build a new Asset in a new location; financial pressures to cut
costs can make an Asset less secure; operational pressures on
performance can encourage people to bypass procedures and
processes etc, resulting in a culture which does not prioritise
security as a key risk to the Asset. It is important for you to
note these for the reader so they understand why embedding
security risk is so important. This is looked at under the section
on Risk Appetite.

A3.1 Risk Appetite & Security
Risk Awareness

The risk management infrastructure in an organisation is
designed to manage risks within the agreed 'risk appetite’ of the
Board of Directors. So it is important to understand where an
owner/operator lies on the spectrum shown below.

Diagram A3a: Risk Appetite

Willingness to take
or accept Risk

Unwillingness or
aversion to take Risk
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The Board of an owner/operator will usually have an aversion to
some risks and an appetite for others. It depends on what type of
business activity they are responsible for and the risks that arise
as a result of those activities. For example, in the energy sector
safety risk is of paramount importance and managed as a key
priority in the business, whereas in the finance sector safety is
not a priority, but the credit risk it takes in dealing with those who
borrow from them is because they eventually need to be repaid.

Risk appetite also has a direct impact on the risk culture and risk
awareness in an organisation and this is not specific to any one
risk. For example, financial pressures in many organisations can
result in shortcuts being taken without the risk consequences
being properly understood. This can be very subtle, but very
dangerous. Having a strong risk culture where risk appetite is
apparent and embedded in the risk management infrastructure
is critical.

Security risk rarely has a high profile and is often managed
outside the risk management framework applied to more visible
risks. In this Section you are going to get a feel for what the risk
appetite is in the owner/operator of the Asset and the level of
awareness there is about security risk. To do this, there are a
number of questions that you can ask key internal Stakeholders
and these are set out in Annex A3(i).

Once a risk has been identified an organisation has
several options; it can be:

. Tolerated: Without any further action

. Treated: Action is taken to constrain the risk to an
acceptable level

. Transferred: To a third party either by insurance or
outsourcing who ‘manages’ the risk

. Terminated: The activity is no longer undertaken and no
risk exposure occurs

Organisations need to decide what option best suits
the risk concerned bearing in mind that:

a) The Risk: Reward trade-off needs to be considered.
Companies in the energy and finance sectors actively
manage risk to generate rewards for their shareholders.

b) Whilst many risks can be identified, not every risk
can be quantified and therefore managed down to an
acceptable level, so contingency plans are important.
‘Expect the Unexpected’




Before you complete the Stakeholder questionnaires in Annex
A3l(i), find out if there is an organisational structure chart that
explains who is responsible for what in risk management. If this
exists within the organisation, it will help you to identify the right
people to approach. If not, it may be apparent from the titles people
have or from what you know about how risk tends to be managed.
The questionnaires in Annex A3(i) are addressed to the following
internal Stakeholders and provide a basis for your

own questions:

Diagram A3b: Internal Stakeholders

|

The Management team of the owner/operator

|

The Financial Controller for the owner/operator or Asset

Operations/IT

|

Head of Operations/Production

Risk & Culture

|

Head of HSE & Head of Operations/Production

Personnel

|

Head of Personnel for the Asset

Please use these templates to record the responses you receive,
and also to note down whether the response represented, in your
opinion, the following:

L = Low or Negative

Either score will demonstrate where on the spectrum the
responses fall and what they tell you about the risk appetite and
security risk awareness of the interviewee. By collating scores in
this way, you can summarise the outcome of your interviews in
the form of feedback which might be requested by those you have
interviewed. Also, it will be important to use the overall results as
a means of making the financial case for an investment in security
risk, where appropriate.

Securing the Enterprise

Questionnaires appear in several parts of the guidebook

to find out information on different subjects. For example,
questionnaires to assess risk appetite, to assess the

quality of the risk management undertaken in an owner/
operator; to evaluate the awareness of security risk within
the owner/operator; to identify security requirements and
to test assumptions about Asset criticality and performance
measures. As many of these are directed at the same
individuals, it makes sense to hold one ‘interview’ with a
Stakeholder and use the time as effectively as possible.

A3.2 Risk Management Frameworks

Having got some idea of risk appetite, you then need to understand
how well the owner/operator manages the risks they are aware

of, and avoids those they are not. There is a lot of discussion about
risk appetite and risk culture and both are, of course, difficult to
measure. However, you can see how both are manifested in the
internal controls implemented by the owner/operator to manage
risk. Remember that a company’s set of internal controls define
how risk is managed and how the energy infrastructure Assets of
an owner are safeguarded.

It is probable that the owner/operator has a system of internal
controls that manage quality assurance (QA) to cover risks such as
HSE and operational issues around integrity. If you can identify what
those controls are and how they are implemented you will then
know how to integrate your Security Plan alongside them. This will
raise awareness that good security risk management has a key role
to play in safeguarding the Assets for which the owner/operator is
responsible for and is not just an ancillary "tick-box’ exercise.

Remember that although there are many different risk management
frameworks, they tend to include the same elements. One such
model is the European Model for Business Excellence — now called
the EQFM Model, which sets out the key elements of an overall
risk management framework as a series of interlinked elements
that build on capabilities to deliver a series of results or outcomes —
essentially inputs and outputs. Almost every risk management has
these same elements, they may be presented differently but the
purpose and intent of each is the same.
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A3 Securing the Enterprise

Diagram A3c: EQFM

People
Processes

Policy

Partnerships

Leadership

Innovation and Learning

Risk Handling Outcomes

In security terms, this risk management model touches on many
elements of the process defined in this guidebook and shows in
particular how each part of the model works together to achieve a

series of Outcomes that need to be delivered to a certain standard.

In Phase C these outcomes are captured under the ‘Design’ phase
as Detection, Delay, Response and Resilience.

Risk management is a subject that has been written
about extensively and in many countries across the EU
there are institutes and academic institutions dedicated
to its study.

It is possible to access good reading material from a
range of sources. If you would like advice as to where to
find those of most use to you, please contact the authors
who will be able to provide you with guidance as to the
most beneficial documents and research material.

A3.3 Evaluating the Effectiveness of
Risk Management

So this framework has the right elements and addresses the
right questions, but how do you know if it works? Where is the
evidence that it is being used, that people understand it, and that
the outcomes are being delivered?

It is important that you know how effective the current risk
management framework is for the Asset because the Security
Management Plan is going to form part of it. If the existing
framework is regarded by those responsible for the Asset as
having a value in delivering effective internal controls, the Security
Management Plan has a greater chance of being implemented.

By finding out the answers to the questions posed in Annex A3jii)
you will be able to assess how well risk is managed and how to
position security risk accordingly. The questions focus on three
key aspects of any risk management framework which have their
genesis in the EQFM framework shown above.

Capabilities . Leadership: Do senior management

support and promote risk management?

. Are people equipped and supported to
manage risk well?

. Is there a clear risk strategy and
risk policies?

. Are there effective arrangements for
managing risks with partners?

. Do the organisation’s processes
incorporate effective risk management?

. Are risks handled well?

Risk Handling

Outcomes

. Does risk management contribute to
achieving outcomes as noted above?

Source: Risk Management Assessment Framework, HM Government



Each question is evaluated against five levels, each of which
reflects different levels of ‘maturity’ in how an organisation
manages risk. For example:

(1) Awareness and understanding

(2) Implementation planned and in progress
(3) Implemented in all key areas

(4) Embedded and improving

(5) Excellent capability established

Other words that have been used to describe varying levels of
evolved risk management similar to the above are: Initial/Adhoc —
Fragmented — Comprehensive — Integrated — Strategic.

You need to establish where the owner/operator sits on this
spectrum because it has an impact on how well received the
Security Plan will be and the ability of the owner/operator to
implement it. You may feel that security risk management itself is
not well established and is perhaps, ‘ad hoc’ in nature. This may,
or may not, reflect how risk is managed across the organisation.
However, there is no doubt that the trend in risk management
—irrespective of which risk — is towards a greater maturity. The
operating environment in the energy sector is becoming more
complex and requires the best possible risk management to be
evident in an owner/operator in order to satisfy the risk:reward
expectations of an increasingly complex and interwoven
Stakeholder environment.

[t is worth noting that good risk management is difficult to
implement and research shows that there are seven reasons why
many companies that take risk every day, get the management of
risk wrong:

Securing the Enterprise

Summary of what goes wrong in risk management:

1. The potential interaction of multiple risks was
underestimated or disregarded

. Probabilistic modelling was overemphasised; shortcuts
were taken; scenario planning was underused;
transparency into potential issues was absent

. Risk managers were isolated in silos

. Warnings were ignored; those who delivered them
were dismissed as negative or criticised for not being
team players

. A short-term perspective with a single-minded focus on
making the quarterly financials

. Companies lacked a comprehensive approach to firm
wide risk management; authority and responsibility were
poorly controlled and defined

. Risk management often focused on compliance rather
than performance, leading to inadequate assessments
and responses

Source: Deloittes ‘Putting Risk in the Comfort Zone: Nine Principles
for Building the Risk Intelligent Enterprise’ 2009

Many of these are understandable and you will probably
recognise some of attributes in the Asset(s) you are responsible
for, however, given the impact of security risk on many of an
organisation’s key functions, we want to make sure that your
Security Management Plan avoids them.

The operating environment in the energy sector is becoming more
complex and requires the best possible risk management.
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Securing the Enterprise

A3.4 Partnerships

The scope of the Security Management Plan you are preparing
is for the site of the Asset you are responsible for. However,

it is impossible to ignore the interdependencies the Asset has

in terms of its suppliers and business partnerships. From a
resilience perspective alone it is incumbent upon the owner/
operator to ensure that business continuity plans are tested and
effective, but for the purposes of the Security Management Plan,
this section poses the important question: ‘Has someone asked
about the extent and effectiveness of security risk management
in the business partner/supplier on whom the Asset depends?’
You need to ask this question and satisfy yourself about the
answer. If not, the Security Management Plan must be clear
about what assurances it can, and cannot, provide about the
security arrangements of the Asset’s key partners.

A3.5 Summary

As a result of this section you should have a feel for risk appetite
and the awareness of security risk in the organisation and also
be able to identify who needs to read, approve and ‘own’ the
Security Management Plan for security around the Asset. This
person will also champion the performance risk indicators that
should be incorporated onto a Risk Report that monitors all

risks managed by the senior management team of the owner/
operator, who may be responsible for more than one site.

Regardless of how well you believe the existing risk
management structure operates within your organisation, this
must not dictate the quality of the Security Management Plan
you prepare for the management of security risk around the
Asset for which you are responsible.

Even if it is not easy to apply all aspects of the guidebook

as much as you would like, as long as you work your way
through each section in a sequential manner, you will have the
confidence of knowing that every key aspect of the issue has
been brought to the attention of your key Stakeholders, and you
have done the groundwork for good security risk management.
The environment around any Asset is dynamic and writing a
Security Management Plan is the start of a process that will
ensure the Plan is updated regularly to reflect changes as

and when they occur. At each review point, you will have an
opportunity to raise the profile of security risk management and
strengthen the quality of the framework that underpins it. If once
you have completed the Security Management Plan you feel
that some areas require further development you could seek the
support of an independent specialist to review and update the
plan as required.
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A3 Annex A3(i): Risk Appetite and Security Risk
Awareness Templates
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Annex A3(i)

Annex A3(i): Risk Appetite and Security Risk Awareness Phase A: Strategy & Planning

Template 1: Management Team: Risk Appetite

Strategy: Future Proofing the Asset for

Responses

RA1

Development and Growth

Is there a statement of risk appetite approved by
the Board?

RA2

How would you describe the risk appetite of
the organisation?

Is there a common definition of risk used in the
organisation or is it more often associated with
one particular risk such as financial or safety

or environmental?

RA3

Are there roles, responsibilities and authorities
relating to risk management in the organisation?

RA4

Is Risk Management a designated function in the
organisation and at what level in the organisation is
it represented?

RAB

At what point in the strategic planning process
are all risks aggregated and looked at on a
consolidated basis?

RAG

What keeps you awake at night?

RA7

Do the company’s corporate values mention risk?

RA8

Is there a performance culture in the company that
focuses on more than just delivering results?

RA9

What would they describe as the most important
risks they face?
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Annex A3(i)

Annex A3(i): Risk Appetite and Security Risk Awareness Phase A: Strategy & Planning

Template 2: Management Team: Security Risk Awareness

SRA1

Strategy: Future Proofing the Asset for

Development and Growth

How would you describe the nature and extent of
the security risks that threaten the operation of
this Asset?

Responses

SRA2

Which external Stakeholders have a keen interest
in security at this Asset?

How often do you communicate to them about
security issues?

SRA3

What information do you receive from external
sources and what do you think of it?

SRA4

How important is security as a strategic priority?
i.e. Does it influence in any way Board decisions
about the future direction and growth of

the organisation?

SRAbB

How often does the Board discuss security as an
Agenda item?

SRAG

How well do you think this Asset is managed
compared with others in this country and region?

SRA7

What due diligence do you undertake when
choosing business partners to work with?

SRA8

What information would you like to have to feel
comfortable that security risks are being properly
monitored and managed?
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Annex A3(i)

Annex A3(i): Risk Appetite and Security Risk Awareness Phase A: Strategy & Planning

Template 1: Financial Controller: Risk Appetite

Finance: Planning for the Investment Required

to Secure Revenues from the Asset

Responses

RA1

What measures of return on investment do you
use to identify value?

RA2

What amount of sensitivity analysis is undertaken
when preparing projected returns on Assets and
new investments?

RA3

What is the acceptable range of variance?

RA4

What is the most important risk the Asset faces?

RAB

How often are you asked by banks and other
external Stakeholders about risk in relation to
what they expect to see from your activities?

RAG

What are the Key Performance Indicators looked at
most by the Board and senior management?
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Annex A3(i)

Annex A3(i): Risk Appetite and Security Risk Awareness Phase A: Strategy & Planning

Template 2: Financial Controller: Security Risk Awareness

SRA1

Finance: Planning for the Investment Required

to Secure Revenues from the Asset

Do you take account of security risk when
reviewing the stability of the revenue generated by
the Asset?

Responses

SRA2

Do you think your bank(s) understand all the risks
managed by the Board? If so, which ones are more
important to them?

SRA3

How does the budgetary process take account of
expenditure on security?

SRA4

What is the CAPEX security budget for the
forthcoming financial year?

SRA5

What is the OPEX budget for the forthcoming
year in relation to additional personnel (guards,
operators, security manager etc), ongoing
maintenance costs etc

SRAG

The Security Management Plan may recommend
an investment in security that could fall outside
the agreed budget for CAPEX in the forthcoming
financial year.

What would be the approval process to secure the
finance required for this exceptional spend?

SRA7

Do you know what the financial cost of security
risk breaches is?

i.e. One Key Performance Indicator is the cost of
outage (per hour/day/week)

SRA8

What level of insurance cover do you have in place
to cover security losses and what exclusions are
there? i.e. Terrorism, environmental etc

How often is this reviewed and the level of
cover reaffirmed?

SRA9

When financial forecasts are prepared for the
Board and/or the bank do you run sensitivities that
result from breaches in security?
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Annex A3(i)

Annex A3(i): Risk Appetite and Security Risk Awareness Phase A: Strategy & Planning

Template 1: Head of Operations/Production: Risk Appetite

Operations: Ensuring Continuity of Production

Responses

RA1

What are the key operational risks that have to be
managed every day?

RA2

Who is responsible for doing so and reporting on
any exceptions?

RA3

Do you think those risks are taken account of by
those responsible for developing the Assets and
managing the finances of the owner/operator?

RA4

What is the most important risk you manage?

Template 2: Head of Operations/Production: Security Risk Awareness

Operations: Ensuring Continuity of Production

Responses

SRA1

What concerns do you want to be sure your
security risk management team addresses?

SRA2

Are these all of equal importance? (they may
answer reputation, share price, environment,
employees etc)

SRA3

What part of your operation do you want to
be secure?

30



Annex A3(i)

Annex A3(i): Risk Appetite and Security Risk Awareness Phase A: Strategy & Planning

Template 1: Head of HSE and Head of Operations/Production: Risk Appetite

RA1

Risk and Culture: Aligning Security with Risk

Appetite and Risk Management

How do you think someone would describe the
culture of risk in this organisation?

Responses

RA2

How often do you ask staff about their awareness
of risk in the organisation?

RA3

What risks do you think are at the forefront of staff
minds when they come to work?

RA4

What information is available on risk incidents and
how often is it communicated?

Template 2: Head of HSE and Head of Operations/Production: Security Risk Awareness

SRA1

Risk and Culture: Aligning Security with Risk

Appetite and Risk Management

Can you define what the term ‘security’ means to
you? i.e. Theft, vandalism, outages, terrorism

Responses

SRA2

Who is responsible for managing security risk in
the organisation and who do they report to?

SRA3

What would you describe as being the most
serious security risks to the Asset as being?

SRA4

How would you describe your appetite for security
risks? i.e. What level of losses are you prepared to
bear as part of the normal course of business?

SRAb5

Do you think external Stakeholder such as the
Regulator, Government, bank and shareholders
share your risk appetite in this area?

SRAG

Does the Board receive regular reports on
security issues?

SRA7

What information would you like to have to feel
comfortable that security risks are being properly
monitored and managed?

SRA8

How does the reporting you receive (or do not
receive) on security risk compare with the reporting
the Board gets on other risks such as operational
risks, safety, finance etc?

SRA9

Who is responsible for testing your security and
how often do you do so?

31



Annex A3(i)

Annex A3(i): Risk Appetite and Security Risk Awareness Phase A: Strategy & Planning

Template 1: Head of Personnel: Risk Appetite

Personnel: Embedding a Risk Awareness in Responses

Recruitment and Training

RA1 What do you think of the risk culture in the
Operator and how is it evident in the working
environment around the Asset?

RA2 Do you think there is good leadership on risk
awareness? Do managers ‘walk the talk'?

RA3 Has anyone been disciplined for failing to adhere to
a risk requirement?

Template 2: Head of Personnel: Security Risk Awareness

Personnel: Embedding a Risk Awareness in Responses

Recruitment and Training

SRA1 Who is responsible for the security vetting of
employees and contractors? How often is
this updated?

SRA2 How often does someone from Personnel meet
the Security department to discuss this aspect
of security?

SRA3 What role does Personnel play in access control
procedures? Writing them, testing them etc.

SRA4 What do you want assurance on, regarding the
security of personnel you are responsible for
on site?
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A3 Annex A3(ii): Risk Management Assessment
Questionnaires
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Annex A3(ii)

Annex A3(ii): Risk Management Assessment Questionnaires

Phase A:

Strategy & Planning

1. Leadership: Do Senior Management support and promote risk management?

Level 1: D
Awareness and
understanding

Level 2:

Implementation

planned and in progress

Level 3: D
Implemented in
all key areas

Level 4:

|

Embedded and
improving

Level 5: [:::}
Excellent capability
established

Top management are aware
of the need to manage
uncertainty and risk and
have made resources
available to do so

Senior Managers take

the lead to ensure that
approaches for addressing
risk are being developed
and implemented

Senior Managers act as
role models to apply risk
management consistently
and thoroughly across the
organisation

Senior Management are
proactive in driving and
maintaining the embedding
and integration of risk
management; in setting
criteria and arrangements
for risk management and
in providing top down
commitment to well
managed risk and the
seizing of opportunities
where that risk is acceptable

Senior Managers reinforce
and sustain risk capability,
organisational and business
resilience and commitment
to excellence. Leaders are
regarded as exemplars

Evidence:

Date:

Signed:

2. Risk Strategy and Policies: Is there a clear strategy supported by risk policies?

Level 1:

|

Awareness and
understanding

Level 2: D
Implementation

planned and in progress

Level 3:

Implemented in
all key areas

Level 4:

|

Embedded and
improving

Level 5:

Excellent capability
established

The need for a risk strategy
and related policies

has been identified and
accepted

A risk management
strategy and policies
have been drawn up and
communicated and are
being acted upon

Risk strategy and policies
are communicated
effectively and made to
work through a framework
of processes

An effective risk strategy
and policies are an inherent
feature of department
policies and processes

Risk management
aspects of strategy and
policymaking help to drive
the risk agenda and are
reviewed and improved.
Regarded as a role model

Evidence:

Date:
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Annex A3(ii): Risk Management Assessment Questionnaires

3. People: Are people equipped and supported to manage risk well?

Annex A3(ii) A

Phase A: Strategy & Planning

Level 1:

|

Awareness and
understanding

Level 2:

Implementation
planned and in progress

Level 3:

Implemented in
all key areas

Level 4:

Embedded and
improving

Level 5:

Excellent capability
established

Key people are aware of the
need to assess and manage
risks and they understand

risk concepts and principles

Suitable guidance is
available and a training
programme has been
implemented to develop
risk capability

A core group of people have
the skills and knowledge to
manage risk effectively

People are encouraged

and supported to be
innovative and are generally
empowered to take
well-managed risks. Most
people have relevant skills
and knowledge to manage
risks effectively and regular
training is available for
people to enhance their risk
skills and fill any ‘gaps’

All staff are empowered
to be responsible for risk
management and see it
as an inherent part of the
business. They have a
good record of proactively
managing risks

Evidence:

Date:

4. Partnerships: Are there effective arrangements for managing risks with partners?

Signed:

Level 1:

|

Awareness and
understanding

Level 2: D
Implementation

planned and in progress

Level 3:

Implemented in
all key areas

Level 4:

|

Embedded and
improving

Level 5:

Excellent capability
established

Key people are aware
of areas of potential risk
with partnerships and
understand the need

to agree approaches to
manage these risks

Approaches for addressing
risk with partners are
being developed and
implemented

Risk with partners is
managed consistently
for key areas and across
organisational boundaries

Sound risk management
arrangements have been
established with partners
and suppliers chosen in
full knowledge of their risk
management capabilities

Excellent arrangements

in place to identify and
manage risks with all
partners and to monitor
and improve performance.
Organisation regarded as a
role model

Evidence:

Date:

Signed:
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Annex A3(ii): Risk Management Assessment Questionnaires

5. Processes: Do the operator’s processes incorporate effective risk management?

Phase A: Strategy & Planning

Level 1:

|

Awareness and
understanding

Level 2:

Implementation
planned and in progress

Level 3:

Implemented in
all key areas

Level 4:

Embedded and
improving

Level 5:

Excellent capability
established

Some stand-alone risk
processes have been
identified

Recommended risk
management processes are
being developed

Risk management
processes implemented in
key areas. Risk capability
self-assessment tools used
in some areas

Risk management is

an integral part of the
organisation’s core
processes (policy, planning,
delivery etc) and data are
collected to monitor and
improve risk management
performance

Management of risk and
uncertainty is an integrated
part of all business
processes. Best-practice
approaches are used and
developed. Selected as a
benchmark site by other
organisations

Evidence:

Date:

Signed:

6. Risk Handling: Are risks handled well?

Level 1:

|

Awareness and
understanding

Level 2: D
Implementation

planned and in progress

Level 3:

Implemented in
all key areas

Level 4:

|

Embedded and
improving

Level 5:

Excellent capability
established

No clear evidence that
risk management is being
effective

Limited evidence that risk
management is being
effective in at least most
relevant areas

Clear evidence that risk
management is being
effective in all relevant areas

Clear evidence that risk
management is being
effective in all relevant areas

Very clear evidence of
excellent risk handling in all
areas and that improvement
is being pursued

Evidence:

Date:
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Annex A3(ii) [AG]

Annex A3(ii): Risk Management Assessment Questionnaires Phase A: Strategy & Planning

7. Results: Does risk management contribute to achieving outcomes?

Level 1: D Level 2: Level 3: Level 4: Level 5:

Awareness and Implementation Implemented in Embedded and Excellent capability

understanding planned and in progress all key areas improving established

No clear evidence of Limited evidence of Clear evidence of Clear evidence of very Excellent evidence of

improved outcomes improved outcome significant improvements significantly improved markedly improved
performance consistent in outcome performance delivery of outcomes and delivery of outcomes
with improved risk demonstrated by measures | showing positive and which compares favourably
management including, where relevant, sustained improvement with other organisations

Stakeholders’ perceptions employing best-practice
Evidence:
Date: Signed:
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A4 Planning

Purpose: To provide some project management tools for the Security
Manager to use to complete their Security Management Plan.
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Planning

A4.0 Introduction A4.1 Roles, Responsibilities and Resources
Putting together a Security Management Plan will require the use
of some basic Project Management tools to ensure the creation of
the document has visibility and the approval it requires.

Although you may be the overall owner of the Security
Management Plan, you will not be able to deliver it alone. Working
your way through the PRISM™ is a challenging project and we
suggest you secure help and establish a small Project Team to
This is not about the Project Management required to implement assist you as you work through the Guidebook.
the Security Management Plan especially the engagement of

contractors, which is explained in Phase D.

A4.2 Project Management
The tools of most value to the Security Manager are as follows:
I. Project Charter

IIl. Project Plan

A Project Charter that sets out the scope of the project and who is
involved. An example is shown below:

OPERATOR NAME

RISK MANAGEMENT : Security Management Planning

Project Name

Security Management Plan

Project Sponsor

Head of Risk or HSE

Originating Area

Risk or HSE

Project Manager

Security Manager

Date of Initiation

TBC

Date of Completion

TBA

Project Purpose Statement

This section is a short overview about why the Security Plan is being put together from a strategic and operational perspective,
and what it hopes to achieve

Deliverable

‘ A hard copy (i.e.) of a Security Management Plan to be distributed amongst all Stakeholders

Resourcing

A list of those who need to input into the preparation of the Security Management Plan

Potential time and any financial spend

Significant Risks and Dependencies

A clear statement reiterating the importance of having a robust and effective Security Plan in place and the interest from external
Stakeholders. The need for the Project to have visibility and the full support of key internal Stakeholders if it is to succeed.
Communication about the Project will need to be evident and ownership of the Plan should be made explicit. Really answering
the question: "What has to happen for the Security Plan to become a central part of corporate governance within the Operator?’

Benefits

These need to cited and reflect both the benefits to the Security Manager and the Operator itself. They would include
ensuring that security around the Asset meets international standards and gives assurance to key external Stakeholders
including current and future business partners. That it acts as a single point of reference for the specific risk of security, but is
part of the overall risk management framework endorsed as part of the corporate governance responsibilities of the Board.




A Project Plan is also useful although this should not become too
onerous. A simple Tactical Plan template will suffice, for example
as shown below. Both are on Excel and can be created into a
generic format that can be adapted for each Operator.

Security Management Plan: Project Plan

Planning

Project Objective Area Objective Target | Owner | Target
Date

Phase A: Strategy & Planning
Al

Deliverable

Status

Milestone — Add in key ones
Phase B: Assessment
B1

Milestone — Add in key ones
Phase C: Design
C1

Milestone — Add in key ones
Phase D: Implementation & Review
D1

Milestone — Add in key ones

Key

Red box — incomplete

Blue box — milestone
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A4 Planning

A Planning Workshop is a useful kick-off to the Project enabling all
Stakeholders to be identified and communicated with about the
Project Charter and to buy into the work and its eventual outcome.

A4.3 Communication

You need to be able to communicate the Security Management
Plan and its resultant actions to all the key Stakeholders you
have identified according to the needs you identified in A2.
Communication can take many formats and we recommend you
use internal experts within the organisation. It is critical that the
Security Management Plan is communicated effectively as part
of the process of ensuring its adoption and acceptance as an
important risk to be managed.

A4.4 Summary

Undertaking the work to put together a Security Management Plan
requires planning. It is a Project in its own right and requires the
time and commitment from a number of individuals to do well.
Keeping Stakeholders informed of progress and engaging with
them at the right time in the process also requires forethought, so
by spending time initially planning how, who and when you intend
to undertake each phase of the work set out in this guidebook, will
reap benefits later on in the process.

You need to be able to communicate the Security Management Plan and
its resultant actions to all the key Stakeholders you have identified
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Phase B

Risk Assessment







Executive Summary - Risk Assessment

The Risk Assessment Phase is of central importance to the
Security Management Plan, providing the basis on which to
determine the type, nature and severity of risks facing the
owner/operator’s Assets and the wider European Energy
Network. It provides the basis for all subsequent Risk
Management decision-making, and in particular a sophisticated
tool in the delivery of focused and cost-effective risk mitigation
measures to the organisation.

The Risk Assessment process that you will conduct as part
of the Security Management Plan is shown in the following
diagram and explained further below:

B1.1
Asset Ranking

B1.2

B2.1
Threat Source
Identification & Ranking

Critical Point Identification

B2.2

Threat Source Characteristics

Executive Summary — Risk Assessment

B3.1
Scenario Critical Point Pairs

B2.3

Threat Scenario Selection

B3.2
Risk Scenario Consequences

B3.3
Consequence-based
Prioritisation

B4.1
Key Aspects of Performance
& Vulnerability

B. Risk Assessment

B4.2

B5.1

Specific Threat Capability

Performance-based
Vulnerability Assessment

B4.3

B5.2
Target Attractiveness

B6.1
Risk Calculation

Vulnerability to Risk Scenarios

B5.3
Threat Likelihood
& Prioritisation

B6.2
The Risk Register

B6.3
Risk Analysis

B7.1
Creating Protection Objectives




Executive Summary — Risk Assessment

The Risk Assessment process analyses risk at both the Asset
Level and the Component Level in order to provide specific

and usable outputs. Although criminal security risks including
terrorism are the primary focus for the Security Management
Plan, the Risk Assessment process also addresses non-criminal
risks including natural, accidental and consequential hazards. As
such it provides the flexibility to support an ‘All-Risks’ approach.

The first stage in the Risk Assessment process (B1) is

to identify which Assets are of greatest importance to

the organisation, subsequently selecting these in turn for
application of the full Security Management Plan process. Once
an Asset has been selected you will then be shown how to
identify the processes, components and dependencies that

are critical to its functioning and therefore require specific
consideration.

Threat Characterisation (B2) forms the second stage of the Risk
Assessment and will guide you through the identification of
potential sources of Threat and the collection and assessment
of Threat information. Following on from this it will be possible
to characterise each Threat source and create a number of
relevant Threat Scenarios that will be used as the basis for
assessing specific risks to the Asset.

Section B3 assesses the ‘Potential Worst-Case Consequences’
of each Threat Scenario by considering the type and severity
of impact that may be faced by both the Asset’s owner/
operator, as well as the wider community, given that many
Assets benefiting from this process will be considered Critical
European Infrastructure. Consequences are considered at both
the Asset Level and the Component Level, with each Threat
Scenario — Component Pair being considered as a separate
‘Risk Scenario’.

The next stage (B4) will be to assess the Vulnerability of

each critical component in relation to each scenario. To do
this you will be provided with a framework for assessing
existing performance in the key functional areas of Detection,
Delay, Response and Resilience, and using this to identify the
Likelihood that each Risk Scenario, if materialising, will lead to
the potential worst-case consequences identified previously.

Section B5 assesses the Likelihood that each Criminal Threat
will occur specifically in relation to the Asset in question.
Criminal Threats differ from non-criminal Threats due to the
element of human intent, and as such it is necessary to gauge
‘Target Attractiveness’ as well as the Threat source'’s specific
capability to conduct each attack, in order to assess Threat
Likelihood. Utilising information from the Consequence and
Vulnerability assessments this section will provide you with

a framework to identify whether the ratio between risk and
reward is likely to meet with the Threat source’s objectives and
whether they have the means to conduct the attack.

Following on from individual assessments in sections B1-B5
you will be able to calculate overall risk scores for each Risk
Scenario (B6). These will be input into a Risk Register, which
will be used as a key tool in the analysis, monitoring and
reporting of all risks facing the organisation. Subsequently
you will be asked to create a series of specific ‘Protection
Objectives’ (B7) in relation to those risks that fall outside of the
organisation’s risk appetite as established in Phase A of the
Security Management Plan. Once signed off by risk owners
these Protection Objectives will be used as the basis for Risk
Mitigation activity as addressed in Phases C and D of the
Security Management Plan.

It will be evident from the above Introduction that the Risk
Assessment process you are about to embark upon is quite
detailed and will in most cases take a reasonable amount of
time to conduct. However, once completed this will provide
a thorough understanding of risks facing the organisation and
also an excellent basis upon which to formulate the remainder
of the Security Management Plan. It will also provide a key
tool for ongoing risk management activity in the form of the
Risk Register, which can be updated on a regular basis to
ensure that you are always in control of the risks facing

your organisation and its Assets.



Asset Characterisation B1

B 1 Asset Characterisation

Purpose: To provide a framework for ranking all corporate Assets on
the basis of criticality to the organisation or coommunity and
using this to identify and prioritise Assets that require the full
risk management process to be implemented. Once an Asset
has been selected to determine the Critical Points within the
Asset that may require specific protection as well as the critical
dependencies external to the Asset which it relies upon for
continued operation.



B 1 Asset Characterisation

B1.0 Introduction

Energy owners/operators will often have a diverse portfolio of
infrastructure Assets under their control, each playing a
different role within the overall business process. Whilst some
Assets may be critical to the continuing operation of the
business, represent substantial investment in technology,
people or processes, and be of national or regional economic
significance, other Assets may be of peripheral importance or
easily replaceable.

Therefore the first part of the Asset Characterisation process is
to identify and rank all corporate Assets on the basis of their
overall importance to the organisation and the wider
community. This will ensure that the requirements of critical
Assets are addressed first and foremost, thereby supporting
the cost-effective and targeted allocation of resources.

Once an Asset has been identified as being critical to the
organisation and the wider energy network, the full risk
management process should be conducted in order to identify
and quantify the various types of risk faced by the Asset and its
component parts, as well as the type of countermeasures that
could reduce these risks to an acceptable level. At this point
the Security Management Plan methodology moves from the
organisational environment to that of the Asset itself.

The second part of the Asset Characterisation process is to
understand the characteristics and functions of the Asset in
more detail in order to identify factors that will be relevant to
subsequent phases of the assessment process, and determine
which parts of the Asset are critical to its core role or function
and may therefore require specific attention.

The following sections of the guidebook take the Project Team
through the recommended Asset Ranking and Asset Criticality
assessments.

B1.1 Asset Ranking

Asset Ranking forms the first stage of the Asset
Characterisation process and consists of a framework to
identify relevant corporate Assets and rank them according to
their criticality, forming an overall list of prioritised Assets.
Assets can then be selected from this list in order of priority to
take forward to the next stage.

The process can be conducted as a ‘desktop’ exercise since
the objective is to make an initial assessment of Asset criticality
to inform priorities rather than determine precisely how Assets
and components function, the latter being addressed later once
an Asset has been selected.

In some sectors or countries government or regulatory
agencies may have already set Asset criticality levels or
provided specific guidance to operators, and in this case such
guidance must take precedence over this process. Of particular
relevance in this respect is 'EU Directive 2008/114/EC —
Identification of European Critical Infrastructure’, and it is
recommended that your Project Team familiarise themselves
with this guidance before embarking on the Asset Ranking
process, which consists of the following steps.

Step 1: Understand the Role of the Assets

The first step in the Asset ranking process is to understand the
role of each Asset in the context of the organisation’s overall
service delivery and mission, as well as in relation to the wider
energy network of which it forms a part. Without a good
understanding of the organisational and network context it is
not possible to assess the criticality of individual Assets — what
appears to be a relatively minor low-value Asset could in fact be
critical to other Assets within the network that may depend
upon its output.

In order to develop this understanding the Project Team should
refer to (and preferably include) someone with detailed
operational knowledge of all infrastructure that falls within the
responsibility of the organisation, as well as related
infrastructure within the wider energy network.
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The second step will be to draw up a list of corporate Assets and then map these on a schematic drawing which shows the
relationships and dependencies of these various Assets (for many organisations this will already be available within the business).
A simple example for an oilfield operation is shown in the following diagram:

Diagram B1a (i): Oilfield Operations Schematic
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However, the creation of a more detailed schematic will be required, showing all of the various dependencies for each Asset (both
upstream and downstream), as well the level of service production, redundant or diverse supply routes and interconnections with
other networks.

A second schematic drawing should subsequently be produced for the network level, showing where the organisation’s Assets
fall within the overall energy chain. For example, if the organisation was responsible for electricity transmission within a particular
region this diagram would also include power generation (upstream network) and electricity distribution (downstream network).
An example is shown in the following diagram:

Diagram B1a (ii): Power Generation, Transmission and Distribution Schematic

Otfices
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This process will help the Project Team to understand in more
detail the overall role and importance of each Asset, as well as
the various dependencies and relationships between Assets.
Further information should also be gathered for each Asset
including the volume of production, percentage of overall service
delivery, and the number and type of personnel at the facility.
This information should be entered into a summary table, an
example of which is shown below:

Table B1a Asset Log

Asset Ref and Name A1. Grid Substation

Number and Type of 2 Management, 5 Technical,
Workforce 3 Administrative.

Occasional contractors.

Role of Asset To transform network electricity

voltage from 415kV to 133kV.

Key Dependencies —
Inputs

1. Supply from Power Station
(externally owned Asset)

2. Switching by Load Distribution
Centre (company Asset ref x).

Key Dependencies — 3. Onward supply to distribution
Outputs grid.

Maximum load of 2,800MW,
equating to 30% of the
company's supply across all
transmission networks.

Level of Service Delivery

Further Considerations The company has legal
obligations to meet minimum
supply and therefore the Asset is

central to the business mission.

Source: PRISM™

Additional information can be added as required, although at
this stage the objective is not to complete a detailed process
analysis for each Asset (this will be done in the next section),
but to identify in broad terms the role and potential importance
of each Asset to allow subsequent ranking and prioritisation.

Step 2: Rank Assets Based on Criticality

Once the role and functioning of all corporate Assets has been
understood in broad terms you can rank them based upon their
overall criticality to the owner/operator. The recommended
process uses four criteria to assess the criticality of Assets,
which are:

. Workforce — number and type of workforce located
onsite.

. Service Delivery — % of overall service delivery that
the Asset is responsible for.

. Dependencies — importance of the Asset to other
Assets within the organisation or energy network.

. Mission/Objectives — overall importance of the
Asset to the business mission or objectives taking
into account all factors combined.

Although there are potential consequences that could be
associated with each of the above criteria, the focus at

this stage is purely on criticality factors — consequence
assessments require a more detailed understanding of the
Asset's processes, components and external environment, as
well as the incidents that could create these consequences.
As such they come later on in the risk assessment process
once this information has been gathered.

A common approach to this type of Asset Ranking process is
to assign a score to each of the above criteria and add them
together to give a total criticality score. However, it will become
apparent during the Asset Ranking process that some Assets
are highly critical based upon only one or two of the above
criteria. For example the operator may have a gas-fired power
station that is critical to their oil processing facility, but which is
unmanned and not directly responsible for any service delivery.
Therefore, if assigning scores of 1-5 for each of the above
categories the cumulative score may only amount to 10 out of
20 — a moderate level only. For this reason the recommended
Asset Ranking process centres around a flexible set of scoring
criteria which allows criticality levels to be awarded on the
basis of any of the core criteria (Workforce/Service Delivery/
Dependencies) or as a result of the overall importance to

the organisation’s Mission, which could be determined by a
combination of these three criteria or other factors specific to
the Asset in question.

The recommended scoring criteria and guidance notes are
provided in the following table:



Diagram B1b: Asset Ranking Scoring Matrix

Workforce

Criticality Scoring Criteria

Service Delivery

Dependencies

Asset Characterisation

Overall Mission/

Objectives
A very high The Asset is The Asset is critical The Asset is
percentage of responsible for to the functioning critical to the
the workforce or >75% of total of other key central mission or
5 Very High | specialist staff OR | service delivery OR | Assets within OR | objectives of the
or management the organisation/ organisation
is located at this network
facility
A high percentage The Asset is The Asset is very The Asset is very
of the workforce responsible for important to the important to the
4 High or specialist staff OR >50% of total OR functioning of other OR central mission or
or management service delivery key Assets within objectives of the
is located at this the organisation/ organisation
facility network
A moderate The Asset is The Asset is The Asset is
percentage of responsible for moderately moderately
the workforce or >25% of total important to the important to the
3 Moderate | specialist staff OR | service delivery OR | functioning of other | OR | central mission or
or management key Assets within objectives of the
is located at this the organisation/ organisation
facility network
A low percentage The Asset is The Asset is of low The Asset is of low
of the workforce responsible for importance to the importance to the
or specialist staff >10% of total functioning of other central mission or
2 Low or management OR service delivery OR key Assets within OR objectives of the
is located at this the organisation/ organisation
facility network
A very low The Asset is The Asset is of very The Asset is of very
percentage of responsible for low importance low importance to
the workforce or <10% of total to the functioning the central mission
1 Very Low | specialist staff OR | service delivery OR | of other key OR | or objectives of the
or management Assets within organisation
is located at this the organisation/
facility network

Source: PRISM™
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For each corporate Asset the Project Team should agree on

a criticality score of 1-5 based upon the above factors. This
information can be entered into a spreadsheet and used to rank
Assets and determine the order of priority for application of

the full risk management process as outlined in the remainder
of this guidance document. Organisations with a large number
of Assets may want to set a minimum criticality threshold for
taking them forward to the next stage, such as a criticality
score of >2.

B1.2 Critical Point Identification

Once an Asset has been selected for assessment and
enhancement the next stage is to determine which parts of
the Asset and related external infrastructure are critical to its
service delivery, integrity or core functions. This can be done
through the following steps:

Step 1: Establish General Characteristics

Data Collection

In order to help establish the general characteristics of the
Asset the Project Team should collect relevant information,
which may include the following:

e GIS or aerial mapping of the facility and surrounding area

e General site layout drawing showing boundaries and all
key buildings and infrastructure

e Topographical map and Environmental records
e QOperating Procedures

e Asset and Equipment Inventory

e \Visitor and Contractor Logbooks

e Health, Safety and Security Manuals

Along with any other information relevant to the general
characteristics and operation of the facility.

Method

Building upon the information gathered for the Asset Ranking
process, the Project Team should create a profile of the
Asset, outlining physical, environmental and operational
characteristics, as well as those of the surrounding
environment. This information will be used as the starting
point for subsequent assessments in the areas of criticality,
consequence, vulnerability and Threat.

The following table provides an overview of the key information that
should be documented when building up the profile of the site:

Table B1c: Key Information Acquisition

Role of the Asset Description of general role of Asset,

including:

— Position within the organisation and
energy network

— Main inputs and outputs, including
maximum production levels

Physical Description Details of geographical location,
boundaries (marked on map),
buildings, infrastructure, vehicle and

pedestrian access points etc

Environment Environmental conditions including:

— Prevailing winds

— Approximate frequency and type of
severe weather

— Terrain

— Surrounding area — population
levels, adjacent hazards,
environmental concerns etc

— Adjacent or co-located
infrastructure, companies, facilities

People onsite Number and location of people

typically onsite including:

— Employees — managers, technical
staff, administrative staff

- Contractors (routine and during
shutdown)

— Visitors

Operating states - Shift patterns

— Continuous operation

— Occupancy times for each building
or area of the plant

— Planned shutdown periods

Procedures Summary of key procedures

related to:

— Operation and management of main
facility processes.

— Health & safety

— Evacuation and emergency

— Security

Security Systems Overview of existing security systems
deployed at the site, including:

— Perimeter fencing

- CCTV

— Intruder detection systems

— Physical and electronic access
control systems

— Security guarding
— SCADA and IT security

Safety Systems Details of existing safety systems
deployed at the site, including:

— Fire and gas detection

— Physical bunds/spill protection
— Emergency shutdown systems

— Over-pressure protection

Buildings and Infrastructure Create a list of all significant buildings
and infrastructure within the site and
provide details of:

— Physical construction

— Building management

—IT systems
Equipment List main equipment held onsite
and location
Information Provide details of all significant corporate

information held onsite, including:

— Paper files

— Electronic data

— Proprietary/confidential information
— Government classified information

Source: PRISM™



Step 2: Conduct an Asset Process Analysis

The majority of energy infrastructure Assets consist of a number
of key processes, for example oil production, gas compression,
electricity distribution, plant control, business administration

and so forth. Each of these processes are implemented via a
collection of physical or logical sub-components and may also
be reliant upon a number of external dependencies in order to
perform the process (for example essential services such as
electricity supply, gas supply or communications, as well as
downstream Assets that provide an output route for service
delivery, such as grid sub-stations, gas compressor stations or
shipping/export terminals). Although physical components are
often the most obvious or visible it is worth remembering
that logical components such as SCADA systems and other
electronic/software infrastructure can be just as critical to
service delivery and asset integrity, and therefore need to
be considered within the Asset Process Analysis.

The objective of the Asset Process Analysis is to identify

the processes, components and dependencies that together
make up the Asset as a whole, as well as various factors that
determine how critical each of these elements are to the Asset
and the organisation. In this way those that are deemed critical
can be prioritised for further assessment, whilst those that are
absolutely non-critical can be ignored.

What will become apparent in later stages of the guidebook is
that the majority of risks faced by a given energy infrastructure
Asset would actually be manifested in the form of a physical

or logical impact upon one or more of these critical processes,
sub-components or dependencies, which in turn affects the
service delivery or integrity of the Asset, resulting in undesirable
consequences for the operator or external environment or both.
For the purposes of the risk assessment process and the wider
Security Management Plan, the Asset's critical processes,
sub-components and external dependencies will be referred

to as ‘Critical Points’ (‘CPs’). It is these CPs that constitute the
‘physical risk elements’ that could be impacted upon by any
given risk materialising.

For any given type of Threat only a discrete number of physical
risk elements may actually be at risk — some of these will not
be impacted upon by the Threat, whilst others may not be
vulnerable to the Threat. Therefore, once all of the Critical Points
have been identified they can be mapped against relevant Risk
Scenarios. By analysing risk at this level of granularity you will
be able to identify precisely what parts of the Asset are critical,
what specific risks these CPs face and how they should be
protected. This results in a very targeted, efficient and cost-
effective use of resources, which will ultimately ensure that all
significant risks can be mitigated to an acceptable level.

Asset Characterisation B1

Data Collection

In addition to the information gathered in step 3 the Project
Team should assemble the following, where available:

e Building floor and elevation plans

e Process Hazard Analysis Map showing hazardous zones
® Piping & Instrumentation Drawing (P&ID)

e SCADA and IT network diagrams

e Process Flow Diagrams (PFDs) and process descriptions

* Inventories — Types and classifications of all hazardous
inventories together with the size and location of
the inventories

e Layouts — Process locations, buildings, control centres,
equipment locations, incomer locations (water, electricity,
gas, etc) and roads

e Supply & Production statistics, including volumes and
historical or anticipated outages

Method

Many facilities will already have some form of process

analysis typically conducted from an operations or process
safety perspective. Although these can be a good source of
information it is necessary to conduct a separate Asset Process
Analysis, which considers issues that may be relevant to
security risks and not just health, safety or operational risks.

The Asset Process Analysis should be conducted via a site
survey guided by the process/production manager or senior
engineer, as well as via reference to the documentation
outlined above. You can then use the output to identify

the following:

1. Processes

All of the main processes present within the Asset. There
are five main types of process to consider as shown in the
following table:

Table: B1d: Process Type

Types of Process

Description

Administration

Processes supporting the
function of the Asset and/or
operation of the business

Control Processes directly involved in the
control of the plant

Production Processes responsible for the
Asset's output

Storage Processes involved in the storage

of product or related chemicals

Processes related to utilities or
supplies required by the Asset

Utilities and Supply

Source: PRISM™
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For each process identified the following information should be
established and recorded:

1a. How Critical is the Process to the overall role and
function of the Asset?

Guidance — Try to estimate the percentage of production/
service delivery that would be affected if the process ceased to
continue. This may be directly, or indirectly via the loss of other
dependent processes. Consider any other impacts that the loss
of this process may have and how significant these would be to
the overall functioning of the Asset.

1b. How easy/difficult would it be to restart this process
if disrupted?

Guidance — some processes take significant time and effort to
re-initiate, even when all physical components are operational.
This can be exacerbated if the process did not shutdown
properly. Discuss the steps required to restart each process
with the relevant technical personnel.

For those processes that are deemed important or critical to the
Asset it will be necessary to identify their sub-components and
external dependencies using the following guidance:

2. Sub-Components
The collection of physical or logical components that together

perform each of the processes that have been identified above.

There are five main types of component to consider as shown
in the following table:

Table B1e: Types of Sub-Asset

Types of Sub-Asset

Description

Infrastructure

Pipes, valves, storage tanks,
cables, switchgear and other
plant components

Control rooms, sub-stations,
warehouses, laboratories,
administrative offices, canteens,
training facilities etc

Buildings

Managers, specialists,
administrators, visitors,
contractors and others onsite

People

Control equipment, tools,
medical supplies, SCADA and IT
systems

Equipment

Information Electronic data, paper files,

intellectual property

Source: PRISM™

For each component identified the following information should
be established and recorded:

2a. Could this Component pose a hazard to people or the
environment?

Guidance — Identify the location and size of all large inventories
of hazardous materials and ensure that these are included in
the list of components. Plants containing large inventories of
hazardous materials are subject to the EU SEVESO directive
as well as any national directives such as the UK's Control Of
Major Accidents and Hazards (COMAH) Regulations. These
regulations require each owner/operator to produce a safety
report in relation to their holding of hazardous materials, and
this information will be useful in completing this task. But
also consider hazardous materials or quantities that fall below
minimum legislative thresholds, however, could still pose a
significant hazard.

Example — A small amount of hazardous Chemical, Biological or
Radiological material could be used to contaminate the water
supply, process or HVAC system. It could also be stolen and
used in an attack elsewhere.

The above information will also be useful in assessing the
possible domino effects, see paragraph 2c¢ below.

2b. What would be the magnitude of impact on the
process if this component was damaged?

Guidance - Try to estimate the level of disruption to the
process if this component was damaged or lost.

2c. Is there a ‘Domino’ Risk to other Components
or processes?

Guidance — A ‘Domino Risk’ relates to where the loss or
damage to a part of the facility may have a severe adverse
affect on an adjacent or dependent part of the facility.

Example — A diesel tank which supplies fuel to an emergency
power generator may fail resulting in a fire and bleve. On its
own this tank is not normally critical to the ongoing process.
However, should this tank be located next to the main plant
electricity switchroom, then its failure may result in damage to
critical switchgear without which the plant cannot function.

Example — A high-pressure gas feeder pipeline supplying gas
to a grid distribution centre may fail. On its own the loss of
one feeder may not have critical consequences for the national
infrastructure. However, a jet fire emanating from the damage
to the feeder may cause severe damage or restrict access to
the gas distribution plant for an extended period.



2d. Is there any redundancy if the Component is lost?

Guidance - Plants may have inbuilt redundancy allowing the loss
of one or more Components, whilst still retaining the ability to
deliver the full extent of the service. Examine whether or not the
process can still operate without the Component and for what
period of time. Where redundancy is in place note down whether
or not it is physically redundant (i.e. in a separate location), or in
the context of dependencies whether or not there is a diverse
supply route. If redundant components are co-located with
primary ones they may also be damaged or destroyed by the
same incident, therefore offering no additional benefit.

Example — A gas processing plant will have a number of
pressure let-down trains with at least one train being spare
capacity above what is required for the full service delivery.
This will allow for essential maintenance, filter changes etc.
The loss of one train would have no immediate process impact.

2e. What is the anticipated outage time if the Component
was damaged/destroyed?

Guidance — The loss of a component or piece of equipment
should be evaluated in terms of the potential outage time,

i.e. the time that it would take to repair or replace the item
following damage or total loss. Specialist components such
as high-voltage transformers or non-standard valves may have
significant lead times and this should be highlighted.

Also identify any holding of critical spares/replacements for each
Component. This will reduce the potential outage time. Some
owners/operators may have sharing agreements with other
operators of similar facilities where common spares holdings are
shared in the event of damage resulting from an incident.

2f. How resilient is the Component to different
types of incident?

Guidance — Assess how resilient each component or process is
to various forms of attack, natural hazards, improper use etc.

Example — A pipe or pressure vessel manufactured from
thick-wall high-strength steel is reasonably resilient to attack
whereas electrical switchgear can be rendered inoperable with
a large hammer.

3. Dependencies
External Assets that are relied upon by a process and/or

specific component. These may provide an input to the process
or take an output from the process, and may be owned by the
same company or a different company. There are five main
types of dependency to consider as shown in the

following table:

Asset Characterisation

Table B1f: Types of Dependencies

Types of Dependencies

Description

Fuel/Feedstock Gas, electricity, coal, chemicals

Utilities Gas, electricity, water,
telecommunications

Network Transmission grid, sub-stations,

pipes, compressor stations

Supply Routes Road, rail, seaport, overhead

cables

Supply Chain
Source: PRISM™

Suppliers, customers

3a. How critical is this dependency to the process/
Component?

Guidance — Examine whether the process or component can
function without each dependency. Are diverse supply routes
available, could alternative supplies be sourced at short notice?
If the loss of the dependency would not result in a complete
failure/outage, estimate the percentage impact it would have on
the process or component.

As well as essential inputs to the process also consider the
downstream infrastructure such as transmission grids/grid sub-
stations and the supporting services such as transport, logistics
and supply chains.

Example — A gas-fired power station will be dependent upon the
ability to transmit electricity to a grid sub-station. If there is an
outage at the grid sub-station electricity production would have
to cease. Similarly an oil processing facility may be dependent
upon an export line, however, onsite storage tanks may allow
production to continue for several days even if they could not
ship offsite.

3b. Are these dependencies company-owned Assets?

Guidance - For each dependency, state whether they are owned
by the same company or a different company. In later stages of
the process it may be necessary to visit these external Assets
and decide whether or not they are adequately protected or pose
any specific risks.

3c. Has there been any historical outages or supply-chain
failures associated with each dependency?

Guidance — Historical data such as this will help to assess the
Likelihood of future incidents in later stages of the risk
assessment process.
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Output

All of the above information should be recorded as part of the
Asset Process Analysis, along with any further comments

or concerns from the Project Team or site representatives.

A process diagram should then be created to represent this
information in graphical form and ensure that the relationship
and interconnections between processes, components and
dependencies is fully understood.

Step 3: Identify ‘Critical Points’

The next step will be to assess the criticality of each of

the components and dependencies identified during the
process analysis, in order to determine which of these can

be considered as a ‘Critical Point’. In some cases the Project
Team may also choose to designate a process as a CP, for
example where it consists of a number of discrete, co-located
components which would all be effected by a given risk in
the same manner, hence there would be no advantage in

considering each component individually. This can be useful for
very large/complex infrastructure as it will ensure that the list of

Critical Points remains fairly concise and manageable.

The process for scoring components and dependencies is
similar to that used previously for Asset Ranking — a number of
criteria used to determine criticality either independently or in
conjunction with each other.

Hazard Level — the level of potential hazard to
people or the environment posed by the component

Magnitude — the amount of overall service delivery
that the component/dependency contributes toward

Replacement Time/Effort — the length of potential
outage and difficulty of replacement, taking into
account any redundancy

Operational Importance — the level of overall
importance to the operation taking into account
the above criteria as well as any additional factors
relevant to specific Assets

The recommended scoring criteria and guidance notes are
provided in the table on the following page.

Guidance - historical data such as this will help to assess the Likelihood of future
incidents in later stages of the risk assessment process.



Diagram B1g: Criticality Scoring Criteria

Criticality Scoring Criteria
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. Replacement Operational
Hazard Level Magnitude Time/Effort Importance
The component The component/ Loss of the The component/
could pose a very dependency affects component would dependency is
. o ; -
5 Very High serious hazard OR >7_5 % of service OR Igad to an outage OR essential to the
to people or the delivery time of >6 months, overall operation,
environment or be extremely which could not
difficult to replace continue without it

The component The component/ Loss of the The component/
could pose a dependency affects component would dependency is very
significant hazard >50% of service lead to an outage important to the

) to people or the delivery time of >1 month, overall operation,

4 High environment OR OR or be difficult to OR which would

replace be significantly
compromised
without it
The component The component Loss of the The component/
could pose a affects >25% of component would dependency is
moderate hazard service delivery lead to an outage important to the
3 Moderate | to people or the OR OR | time of >1 week or | OR | overall operation,
environment be quite difficult to which would be
replace adversely affected
without it
The component The component Loss of the The component/
poses a minor affects >10% of component would dependency is
hazard to people or service delivery lead to a minor only of partial

9 Low the environment OR OR outgge qupkly OR importance tq the
rectified with an overall operation,
easy replacement which would not

be significantly

affected without it
The component The component Loss of the The component/
does not provide affects <10% of component would dependency is not
any significant service delivery not cause an important to the
hazard to people or outage - the Asset overall operation,

! Very Low the environment OR OR is not dependent OR which would not
upon it or full be at all affected
redundancy is in without it
place

Source: PRISM™
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The criteria detailed on the last page should be used to assign
criticality scores to each significant component or dependency
identified during the Asset Process Analysis. Once this has been
completed they should then be ranked in order of importance.
Those components and dependencies with a score of 3, 4 or 5
should be formally designated within the Security Management
Plan as ‘Critical Points" and taken forward to subsequent stages
of the risk assessment. Those with scores of 1 or 2 are not
considered critical to the Asset and can be disregarded at this
stage, unless the Project Team have a specific requirement to
include them in further analysis (these non-critical Assets will
benefit from general security enhancements that result from the
risk management process, but not specific countermeasures).

This is shown in the following example whereby 12 components
have been assigned scores of 3-5 and designated as Critical
Points, whilst three components have been assigned scores of
1-2 and will not be taken forward to the next stage.

Table B1h: Criticality Point Designation

B1.3 Summary

The Asset Characterisation process consisted of two main
components — firstly Asset Ranking and secondly Critical Point
Identification. The Asset Ranking process will have provided
an overview of the role and importance of all corporate Assets
and assisted the Project Team in prioritising these Assets and
selecting the most important to be taken forward for further
assessment.

Following on from this the Critical Point Identification process will
have helped the Project Team to understand the characteristics
of the Asset in more detail, including the processes, components
and dependencies that are integral to its operation. This will have
allowed criticality scores to be applied to all significant elements
resulting in the formal designation of Critical Points, which will
be taken forward to subsequent stages of the risk assessment
process for further analysis.

Ref Name Criticality Score | Comments
CP1 Import Manifold 4
CP2 Dehydration Tank 5
CP3 Gas Station 5
CP4 Sub-station 5
CP5 Oil Storage Tanks 4
CP6 Chemical Storage Tank A 5
CP7 Chemical Storage Tank B 4
CP8 Paper Files 3
CP9 Electronic Data 3
CP10 Control Room 5
CP11 Production Hall 5
CP12 Employees 5
C1 Training Room 1
C2 Workshop 2
C3 Office Stores Facility 1

Source: PRISM™

Asset Criticality Analysis will have helped the Project Team to understand the

characteristics of the Asset in more detail



Purpose:

Threat Characterisation BZ

Threat Characterisation

To assist the owner/operator in identifying possible sources

of Threat to the Asset, both criminal and non-criminal, and to
provide a method of screening and prioritising these potential
Threat Sources based on the inherent level of Threat posed by
each one.

To then explore the characteristics of each Threat Source
identified previously and develop a range of potential Threat
Scenarios to be used as the basis for subsequent consequence,
vulnerability and Likelihood analysis, as well as to inform risk
mitigation measures.



BZ Threat Characterisation

B2.0 Introduction

The Security Management Plan Threat Assessment process is
split into two separate phases. First, Section B2 identifies the
potential types of criminal and non-criminal Threats that may
pose a risk to the Asset, both in terms of Threat Sources and
Threat Scenarios. Secondly Section B5 assesses the Likelihood
of those Threats materialising. The Likelihood Assessment is
conducted separately as it is first necessary in the context of
criminal Threats to understand the potential consequences of a
particular act upon an Asset (Section B3) and the existing level
of vulnerability around the Asset (Section B4) — or, looking at it
from the criminal’s perspective, the level of reward versus the
required resources/risk of failure.

In this respect the majority of criminals are logical actors who
look to achieve a favourable risk:reward ratio and select targets
accordingly. Along with capability and intent of the Threat
actor, ‘target attractiveness’ is therefore key in determining
Likelihood of an attack against a specific Asset, and requires an
appreciation of both consequences and vulnerability. Where the
consequences/reward are equal the Likelihood of an attack will
increase when the required means decrease, as demonstrated
by the recent popularity of ‘soft targets’ (eg. crowded public
places) by certain terrorist groups. It is also worth bearing in
mind that some criminal groups will conduct just as detailed
vulnerability and consequence assessments as that done by
the owner/operator when selecting their targets and methods
of attack!

The starting point in the above process is to identify and
prioritise the possible Threat Sources and Scenarios relevant to
the Asset and location in question. The process for doing this is
described in the following sections.

B2.1 Threat Source Identification
and Ranking

The first stage of the Threat Characterisation process is to
identify the possible sources of Threat to the Asset and
subsequently rank them by Threat score to allow those of
greatest significance to be taken forward for further analysis.
There are three steps to this process.

Step 1: Identify Potential Threat Sources

For the purpose of the Security Management Plan potential
Threats are sub-divided into two primary groups — criminal
Threats and non-criminal Threats. Within each of these groups
there are a number of further classifications which will help to
identify the range of Threat Sources that could pose a risk to
the Asset under consideration. Each group is considered below.

Criminal Threat Sources

A criminal Threat is distinguished by the element of human
intent to commit the act in question, whether it be causing
harm to the Assets (including people), organisation or
environment, or removing or altering the Assets in some way.
When looking to identify the range of possible criminal Threat
Sources relevant to the Asset it may help to use the following
five categories of criminal:

A. Terrorists

B. Economic Criminals
C. Violent Criminals
D. Subversives

E. Petty Criminals

This will cover the vast majority of criminal Threats although
more groups can be added as required. Within each of these
groups a number of specific types of criminal can be identified
as shown in Table 2a.



Table B2a: Criminal Threat Classification

Ref

A: Terrorists

Category/Sub-Category

Ref
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Category/Sub-Category

B: Economic Criminals

A1l State Sponsored Terrorists B1 Transnational Criminal Organisation
A2 Religious Extremists B2 Organised Crime Groups

A3 Radical Revolutionaries B3 Sophisticated Individuals

Ad Guerrillas B4 Opportunistic Individuals

A5 Amateur Terrorists B5 Other — Specify

C: Violent Criminals

D: Subversives

C1 Workforce D1 Political and Industrial Spies
C2 Contractors, Visitors D2 Activist Groups

C3 Deranged Persons D3 Disgruntled Persons

C4 Sexual Attackers D4 Hackers

Ch Muggers D5 Others

Cé6 Other — Specify

E: Petty Criminals

E1 Vandals

E2 Petty Thieves

E3 Other — Specify

Source: PRISM™

When criminal acts are classified in the above manner the
range of possible Threats and related criminal intentions
becomes apparent. Whilst not all of these will be relevant to
each Asset or location it is important to start the assessment
process with a broad view of Threat Sources and narrow this
down through focused research and analysis.
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Non-Criminal Threat Sources

All Threats without the element of human intent can be classified
as non-criminal. For the purpose of the Security Management
Plan non-criminal Threats are broken down into the following
three groups:

F. Natural Hazards
G. Accidental Hazards

H. Consequential Hazards

Again these groups can be further separated into a range of
specific Threat Sources, for example:

Table B2b: Specific Threat Sources

A: Natural Hazards B: Accidental Hazards C: Consequential Hazards

A1 Flood B1 Fire C1 Loss of Suppliers

A2 Cyclonic Storms B2 Explosion C2 Loss of Customers

A3 Tornados B3 Containment Failure C3 Loss of Employees

Ad Earthquake B4 Structural Collapse Cca Outage — Essential Services
Ab Tsunami B5 Electrocution Ch Loss of Transportation

A6 Wildfire Cé6 Proximity Hazards

A7 Blizzard/Ice Storm

Source: PRISM™



Step 2: Collect Threat information

In order to identify which of the above Threat Sources is
relevant to a particular Asset, sector, country or region, it is
first necessary to collect and analyse Threat information from a
range of sources. This information will also be used to identify
particular characteristics of individual Threat Sources in later
sections of the assessment process.

The Project Team or Security Manager should develop a formal
resource list which could include the following:

National Level
e Threat assessments provided by Member
State governments
e National security and intelligence agencies
e Government Directives and Legislation

Local Level
e Local government assessments where available
e Liaison with local law enforcement and military
e Liaison with civic elements such as local
government authorities

Media
e Qpen-source reporting — internet, printed press, TV, radio
e Use of commercial/business intelligence companies —
commissioned reports or subscription publications
e Trade journals

Owner/Operator Assets

e Subject to legal provisions, the owner/operator’'s own
Human Resources department and line managers for
information on potential Threats from employees

e Owner/Operator’s procurement and legal departments for
information on possible supply chain Threats

e Reporting from owner/operator’s own security
personnel especially for information on immediate local
environment, suspicious persons/vehicles/possible hostile
reconnaissance/journalists etc

e Encouragement of employees to report possible security
Threats/breaches

e Liaison with owner/operators of similar Assets for
information sharing

e Analysis of site CCTV, Access Control and IDS systems to
identify attempts at unauthorised entry
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In addition the Project Team should review previous Threat
assessments, security logs, safety reports and related analysis.
A Process Hazard Analysis will have already been completed for
the majority of energy facilities and will provide a good source of
information about potential non-criminal hazards (as well as
possible consequences). In many cases this will include detailed
and quantifiable risk assessments and it is worth reiterating that
the aim of the Security Management Plan is not to replace this
work but rather to utilise it in building a holistic picture of
possible risks facing the energy network as well as each Asset.
Capturing both criminal and non-criminal risks within a single
framework is also important since some countermeasures will
be effective against both types of risk and therefore more easily
justifiable in terms of required expenditure.

When gathering and assessing information on Threat Sources
there are a number of additional considerations:

Relevance: A high proportion of Threat reporting is imprecise
and often generic in nature i.e. not specific to the industry
sector or geographical location within which the Asset sits.
For example the country Threat level from terrorism could be
graded as high, whilst the Threat to a specific sector such as
energy could be low. Therefore, Threat reporting should be
considered in relation to the specific Asset and geographical
location in question.

Reliability: \WWhen dealing with Threat information it is important
to note that there will be varying degrees of Reliability (of
source) and Credibility (of the information) and it may be
useful to grade the Threat information, for example:

Table B2c: Threat Information Classification

Reliability of source Credibility of info

A Completely reliable 1 Confirmed by other sources

B Usually reliable 2 Probably true

C Fairly reliable 3 Possibly true
4 Doubtful

5 Untrue

D Not usually reliable

E Unknown

Source: PRISM™

Example: Grading B1 = a usually reliable source has supplied
confirmed information

Where possible the assessment should not rely upon a single
source but should seek corroboration from as many sources as
possible. It is particularly important when evaluating information to
consider how objective the reporting is and whether the source
may have any biases or personal/corporate/political agendas.
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Precedence: The assessment team will need to establish which
sources will take precedence in the event of differing reporting or
from which agencies they will take their lead in terms of changing
Threat levels or reacting to information. This is particularly so for
foreign-owned companies who may receive different reporting
from their own government as opposed to the government whose
territory the Asset sits within. This is likely to vary depending

on the country of operation, any legal requirements imposed by
government, and the level of information that they typically share
with owner/operators.

Volume: The internet has dramatically increased the volume and
availability of open-source reporting and whilst it can be a very useful
tool in gathering Threat information, it can also overwhelm the
assessment team. In order to manage this it is necessary to record
and prioritise the various sources of Threat information utilised — and
over time create a more focused approach to research.

Step 3: Rank and Prioritise Threat Sources

The next stage in the process is to use the Threat information
gathered in the previous step to draw up a list of potential
Threat Sources and score them based upon the general level of
Threat that they may pose. This will subsequently allow these
Threat Sources to be prioritised with relevant ones being taken
forward to the next stage.

The scoring process for criminal and non-criminal Threat
Sources differs slightly.

Criminal Threats

Once a list of possible Threat Sources has been produced
the following information and analysis should be assembled
(Information highlighted in bold will be used to score
Threat levels):
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Table B2d: Criminal Threats: Information and Analysis

Information required Guidance

1. Type and Category of
Threat

This can be taken from the
classifications outlined previously
— for example ‘Terrorist/Religious
Extremist’

2. Name of Threat Source

The name of the Threat Source should
be stated if known - for example
‘GSPCC'.

3. Main Objectives

State the main objectives of the Threat
Source such as mass casualty attacks,
economic damage, psychological
damage or financial gain.

4. Threat Level to Sector
(Government Advised)

If a government agency has provided
a Threat level specific to this type

of Threat and sector it should be
recorded and can be used as an
alternative to the scoring process
that follows. If the Threat level is not
sector-specific it should be taken into
account in the scoring process but
should not replace it.

5. Degree of Presence within
the Geographical Area of
Concern?

Not all Threats are relevant to all
geographical locations. It is therefore
necessary to assess how well
established the Threat is in the area
of concern - is there frequent press
reporting, public statements by the
group, financing activity etc, and

are they in a period of growth or
decline? Although some Threats are
international in nature a lack of local
support base will make attacks more
difficult to mount and may indicate
that the area is of lesser priority.

6. Inherent Capability to
Achieve Objectives

Assess the general level of capability
that the Threat Source may have — are
attacks purely aspirational or have
they demonstrated that they have the
capability to achieve their objectives?

7. Intention to Carry out
the Threat

Assess the level of intention to carry
out the Threat — how well motivated
do they appear to be, is an attack in

this location a priority for them or do
they have other priorities elsewhere?

8. Known History of Attacks

Summarise any known history of
attacks by this Threat Source — have
they been carried out against this
Asset/sector/country/region or only
further afield? How regular are the
attacks and what type of Assets have
been targeted in the past?

Source: PRISM™

When the above information has been gathered and analysed
in qualitative terms a scoring table should be created to allow
Threats to be compared and prioritised for further assessment.
An example of the scoring table showing all Threat Source
categories is shown on the following page.




Table B2e: Criminal Threat Source Scoring Matrix

Possible Threat Sources

Threat Characterisation BZ

-OR-

Is the Threat Present?

Does Threat have inherent capability to

achieve Objectives?

Does Threat have intention to act?

Has Threat Targeted Facility/Sector

/Country/Region Before?

Al State-Sponsored Terrorists

A2 Religious Extremists

A3 Radical Revolutionaries

A4 Guerrillas

Ab Amateur Terrorists

B1 Transnational Criminal
Organisation

B2 Organised Crime Groups

B3 Sophisticated Individuals

B4 Opportunistic Individuals

B5 Other - Specify

C1 Workforce

C2 Contractors, Visitors

C3 Deranged Persons

C4 Sexual Attackers

C5 Muggers

Cé Other — Specify

D1 Political and Industrial Spies

D2 Activist Groups

D3 Disgruntled Persons

D4 Hackers

D5 Other - Specify

E: Petty Criminals

E1 Vandals

E2 Petty Thieves

E3 Other - Specify

Source: PRISM™
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It is important to note at this stage this is not intended to cover
every aspect of the Threat assessment process but rather

to allow Threat Sources to be prioritised. In particular the
methods of attack used by various groups will be addressed

The B2e matrix uses scores from 1-5 for each of the four
scoring criteria and uses this to calculate an overall score each
identified Threat Source. The individual scoring criteria are
provided in the following tables:

in the following section, whilst the Likelihood of various attack
scenarios being carried out specifically against the Asset in
question will be addressed in section B5.

Table B2f: Scoring Criteria — Criminal Threats

1. Is the Threat Present?

Score Criteria Category
5 The Threat is endemic in the area/country/region Very High
4 The Threat is well-established in the area/country/region High

8 The Threat has some presence in the area/country/region Moderate
2 The Threat has very limited presence in the area/country/region Low

1 The Threat is not known to be present in the area/country/region Very Low
2. Does the Threat Have Inherent Capability to Achieve Objectives?

Score Criteria Category
5 The Threat is currently judged to have a very high level of capability to achieve objectives Very High
4 The Threat is currently judged to have a high level of capability to achieve objectives High

3 The Threat is currently judged to have a moderate level of capability to achieve objectives Moderate
2 The Threat is currently judged to have limited capability to achieve objectives Low

1 The Threat is not currently judged to have any capability to achieve objectives Very Low
3. Does the Threat Have Intention to Act?

Score Criteria Category
5 The Threat is currently judged to have a very high level of intention to act Very High
4 The Threat is currently judged to have a high level of intention to act High

3 The Threat is currently judged to have a moderate intention to act Moderate
2 The Threat is currently judged to have limited intention to act Low

1 The Threat is not currently judged to have any intention to carry out an attack Very Low
4. Has Threat Targeted Asset/Sector/Country/Region Before?

Score Criteria Category
5) The Threat has targeted the Asset before Very High
4 The Threat has targeted the sector within this country before High

3 The Threat has targeted a different sector within this country before, or the same sector within the region Moderate
2 The Threat has targeted a different sector within the region before Low

1 The Threat has not carried out attacks in the region before. Very Low

Source: PRISM™
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Non-Criminal Threats Table B2g: Non-Criminal Threats Information and Guidance

For non-criminal Threats it is possible to determine a Information required Guidance

Threat Likelihood Score without having first completed the )
el without having i P 1. Type and Category of | This can be taken from the

consequence and vulnerability assessment section, since Tihiesi classifications outlined previously
human intent and therefore Target Attractiveness do not play — for example ‘Natural Hazard/

a role in determining Likelihood of the Threat materialising. Flood’

Instead Likelihood can be determined via consideration of 2. Name of Threat In some case such as ‘loss of
historical incidents, as well as relevant information about the Source supplier’ the name of the Threat
geographical and socio-economic context within which the Source should also be stated, for

example ‘Company X' or ‘Chemical

Asset resides.
I Supply from Company Y'.

In order to determine the Likelihood of Non-Criminal Threats 3. Threat Characteristics | What characterises this type of
the Project Team should review the information collected Threat and how might it occur?
during the previous step with regards to potential Threat 4. Relevance to Asset Does the Asset have specific
Sources and consider the areas set out in the following table characteristics that make it

relevant to the Threat, either

in terms of geographical

Threat levels): location, prevalence of adverse
meteorological conditions, single-
point dependencies within the
supply chain, or infrastructure/
processes that could be
subjected to accidental damage?

(information highlighted in bold will be used to score

5. Historical Incidents For non-criminal hazards the main
indicator of Threat level is history
of similar incidents, whether

that is natural hazards, accident
records or supply-chain failures.

6. Anticipated Frequency | A secondary factor is the
anticipated frequency of
incidents — this should take into
account both historical data but
also future predictions based
upon changes in environmental
conditions, Asset characteristics,
number of workforce, and known
supply-chain issues.

Source: PRISM™

When the above information has been gathered and analysed
in qualitative terms a scoring table should be created to allow
Non-Criminal Threats to be compared and prioritised for further
assessment. An example of the scoring table showing all
Threat Source categories is shown below.

In order to determine the Likelihood of Non-Criminal Threats the Project Team
should review the information collected during the previous step with regards
to potential Threat Sources.
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Table B2h: Non-Criminal Threat Source Scoring Matrix

Possible Threat Sources

Relevance to Asset

Historical Incidents

Anticipated Frequency

A: Natural Hazards

Al Flood

A2 Cyclonic Storms

A3 Tornados

Ad Earthquakes

Ab Tsunami

A6 Wildfire

A7 Blizzard/Ice Storm
A8 Other — Specify

B: Accidental Hazards

B1 Fire

B2 Explosion

B3 Containment Failure
B4 Structural Collapse
B5 Electrocution

B6 Other — Specify

C: Consequential Hazards
C1 Loss of Suppliers
Cc2 Loss of Customers
C3 Loss of Employees
Ca Outage — Essential Services
C5 Loss of Transportation
C6 Proximity Hazards
Cc7 Other — Specify

Source: PRISM™
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le B2h uses scores from 1-5 for each of the

three criteria and utilises this to calculate an overall score for

each identified

Threat Source. The individual scoring criteria are

provided in the following tables:

Table B2i: Scoring Criteria — Non-Criminal Threats

1. Relevance to Asset

Score Criteria Category
5 The Threat is extremely relevant to the Asset, geographical area or supply chain Very High
4 The Threat is very relevant to the Asset, geographical area or supply chain High
3 The Threat is of moderate relevance to the Asset, geographical area or supply chain Moderate
2 The Threat is of limited relevance to the Asset, geographical area or supply chain Low
1 The Threat is of very little relevance to the Asset, geographical area or supply chain Very Low

Score Criteria Category
B This Threat has occurred and specifically affected the Asset, local area or supply chain in question | Very High
4 This Threat has occurred and affected other Assets or the local area or the wider sector supply chain | High
3 This Threat has occurred in the region or within other sectors Moderate
2 This Threat has not occurred but it is quite possible that it may in future Low
1 This Threat has not occurred and it is very unlikely to in future Very Low

Score Criteria Category
5 The Threat is likely to occur at least once a month Very High
4 The Threat is likely to occur at least once a year High
3 The Threat is likely to occur at least once every 10 years Moderate
2 The Threat is likely to occur at least once every 100 years Low
1 The Threat is likely to occur less than once in 100 years Very Low

Source: PRISM™

Since no further steps are necessary to calculate Non-Criminal
Likelihood these scores will be taken directly to the Threat
Likelihood section of the Risk Register. However, where owner/
operators are using an alternative method to assess Non-

Criminal Risks,

existing Likelihood scores can be used instead

as discussed in Section B6.

Threat Source Ranking and Prioritisation

Once both criminal and non-criminal Threat Sources have been

assessed they

can be ranked and prioritised according to overall

Threat score as shown in table B2j.
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Table B2j: Overall Threat Source Scores

Threat Sources

Risk Ref Name

(if known)

Category Sub-Category Main Objectives/Characteristics

A: CRIMINAL THREATS

A1 Terrorist Religious Extremist Al-Qaeda Mass Casualty Attacks, Damage to
Critical Infrastructure, Psychological

damage to host nation, theft of precursor 4
CBRNE materials
A2 Economic Criminal Sophisticated Employee Material gain through misuse of access
Individual 5
A3 Subversive Activist Group - Disruption to target infrastructure, media 3

attention, gain public support

B: NON-CRIMINAL THREATS

B1 Natural Hazard Flooding - Can cause widespread disruption and

damage to vulnerable infrastructure 6
B2 Accidental Hazard Explosion - Potential for significant damage to Asset
through human error 8
B3 Consequential Outage - Essential - Loss of essential services as a result of
Hazard Services supplier failure 6
Source: PRISM™
Depending upon the number of relevant Threat sources The selected Threat Sources will then be taken forward to the
identified the Project Team may wish to filter out those that next stage which examines their likely characteristics in more
score very low, for example less than 2, however it is important detail and develops a range of possible scenarios in which the

that this assessment is revisited on a regular basis and any Threat could manifest itself.
changes in associated Threat levels captured.
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B2.2 Threat Source Characteristics

Threat Scenarios are an important tool in the risk management
process as they transform general Threats into specific
incidents and as such allow for a more detailed analysis of
consequences, Asset vulnerability and Likelihood. As a result
the owner/operator can decide specifically what parts of the
Asset need to be protected from which type of Threats, which
subsequently provides the basis for the design of cost-effective
and focused mitigation measures.

The potential disadvantage of using scenarios as the basis for
risk analysis is that it is impossible to cover all eventualities

and as such there is the possibility that mitigation measures
may not provide complete protection. However, this is always
a possibility and typically far more likely to occur when trying

to protect against a Threat in general rather than a specific

type of incident. In order to further reduce this risk and ensure
scenarios are as representative of real-life incidents as possible,
the Security Management Plan takes the following approach:

e Starts with a wide range of scenarios based upon careful
analysis of Threat characteristics, and subsequently filters
out those scenarios which are less relevant due to a
lack of significant consequences, inherent vulnerability
or Likelihood. As a result a wide range of possibilities
can be considered, but only the most relevant scenarios
are captured in the Risk Register (section B6), which
subsequently provides the basis for very focused
mitigation options

e Uses the scenario as the highest point of analysis, thus
allowing each scenario to be considered in terms of the
risk posed to all parts of the Asset deemed critical rather
than just the Asset as a whole or a single component
(when others may be also be at risk). In effect this creates a
number of sub-scenarios for each primary Threat Scenario

The following section provides guidance on the manner in
which Threat Scenarios can be developed and as such is key to
the overall process. It should be given due time and attention
by the Project Team and revisited on a regular basis. Prior

to developing these scenarios it is necessary to understand
the possible characteristics of each Threat Source identified
previously. Guidance on doing so is provided below.
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Criminal Threat Characteristics

Criminal Threat characteristics, often referred to as Modus
Operandi (MO) or Methods of Attack, can be identified by
conducting an analysis of past attacks to identify common
patterns amongst different Threat actors or groups. This is
evident when considering the MO of terrorist groups such as
Al-Qaeda, who are renowned for careful planning, extensive
hostile reconnaissance, radicalisation and recruitment of people
to form the attack cell and a desire to create a ‘spectacular’
often via multiple, near-simultaneous attacks on people and
infrastructure. However, other terrorist groups, even those
aligned with Al-Qaeda, may have significantly different MOs,
either as a result of differences in strategic objectives, available
resources or ideology. In this respect it is very useful to be as
specific as possible about the Threat actor — rather than assess
the Threat from ‘Terrorism’ consideration should be given to
specific groups and their individual characteristics.

Another important consideration in the current context is

that attack methods are constantly evolving, sometimes as a
result of experience from past attacks, influence from other
groups or simply to meet the demands of a specific target.
Since the attack on the World Trade Center in 2001, Al-Qaeda
have become synonymous with ‘novel” attacks, but the same
goes for economic crime — for example the use of kidnapping
tactics to gain entry into a high-security cash storage facility
(commonly referred to as ‘Tiger Kidnap') as has occurred in the
UK, Northern Ireland and Belgium in recent years.

Therefore, it is also important at this stage to consider methods
which could be used to fulfil the objectives of each Threat
Source. In some cases these methods may be improbable but
this is considered in Section B5 (which examines the Likelihood
of attack) and therefore the Project Team should keep an open
mind at this stage. In addition it is vital that this part of the
Security Management Plan is updated at least annually as part
of a formal review process, and also in response to events or
changes in the security environment during the year.

When defining the characteristics of a particular criminal Threat
Source it is useful to consider five aspects of their attack:
Professionalism; Means of Access; Weapons; Method of
Delivery/Initiation; and Potential Targets. In each of these areas
there are a range of possible considerations relating to the

type of attack that could be conducted as shown in the table on
the following page:
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Table B2k: Criminal Threat Characteristics

Area Possible Characteristics/IMO/Method of Attack

Level of
Professionalism

— Planning
— Training
— Hostile Reconnaissance

— Recruitment
— Radicalisation
— Determination

Means of Access

— Improvised Tools

— Specialist Tools

— Overwhelm Guards or Staff
— Stealth/Bypass

— Vehicle Penetration

— Stolen Vehicle

— Insider Access

— Collusion with Insider
— False Credentials

— Social Engineering

— Tiger Kidnap

— Utilise Public Areas

— Remote Attack

Use of Weapons

— Blunt Objects

— Blades

— Firearms

— Grenades

— RPGs, Mortars, MANPADS
— Explosives

— Incendiary Devices

— Chemical Agents

— Biological Agents

— Radioactive Agents

— Fuel Tankers

— Electronic Devices

— Malicious Software

— Handcuffs, lock-on devices, human blockades
—None

Method of Delivery
and Initiation
(IED/Incendiary/CBR)

- IEDs and Incendiaries
— Vehicle-borne
— Person-borne
— By Post/Courier
— Hand-placed
- Suicide
— Remote detonation
— Timer
— Trip-wire

- CBR Agents
— By Post/Courier
— Aerosolised
— Hidden Onsite
— External Release
— Internal Release
— Use of HVAC System
— Contamination (Food, Water, Fuel)
— Human Carrier
— Enhanced IED
- Deliberate Release from Site

Possible Targets

— Groups of People
— Individuals
— Infrastructure Critical Points

— Infrastructure Hazardous Points

— Remote Dependencies

— Supply Chain

— Valuable Physical Property
— Information

Source: PRISM™

For each Threat Source identified in the previous section the Project Team should compile a list of relevant characteristics using the
five areas highlighted. These characteristics will be used not only to create scenarios but also to inform subsequent stages of the
risk assessments and risk mitigation process.

Some operators may find it helpful to score each of the above characteristics in terms of relevance to the Threat Source, for
example using the following scale:

Score | Scoring Criteria Category
5 The Threat Source has used this MO extensively in the past Very High
The Threat Source has used this MO on several occasions or indicated that they intend to in future High
3 The Threat Source has not used this MO but it would be suitable for meeting their objectives Moderate
2 The Threat has not used this MO, it is possible but unlikely that they would do so Low
1 The Threat is very unlikely to use this MO Very Low
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However, since this is not an exhaustive list it is important
that whatever approach is used to define the characteristics
of each Threat Source, it offers the flexibility to incorporate
additional possibilities rather than just a pre-defined list. It
is also worthwhile including further notes and explanation
of each characteristic as these will be useful in subsequent
countermeasure design.

Non-criminal Threat Characteristics

Non-criminal Threat characteristics are often easier to
identify based primarily upon past events as well as local
environmental factors. The following table provides a number
of considerations and should be completed for each non-
criminal Threat identified previously:

Table B2I: Non-criminal Threat Characteristics

Area Possible Characteristics

Anticipated Intensity What level of intensity has been
associated with similar events
in this area? For example if a
natural hazard how severe is it
likely to be?

Will the event affect the Asset
as a whole or just individual
components, processes or
business functions?

Anticipated Scale

Anticipated Duration From previous events similar in
character how long is it likely to
last — will the Asset be subjected
to sustained impact for a
significant period of time or will it

be over relatively quickly?

Advance Warning Is there likely to be any advanced
warning of the Threat? This

may come from a supplier, a
meteorology organisation or
more discreetly from safety

reports and other indicators.

Source: PRISM™

B2.3: Threat Scenario Selection

The next stage in the Threat Characterisation process is to use
the key characteristics associated with each Threat Source

to create one or more potential Threat Scenarios — for Threat
Sources who are known to have used a variety of different
attack methods it may be necessary to create several different
scenarios that reflect this, whilst for others who have a specific
MO one may be sufficient.

Threat Scenarios need to be flexible enough to cover slight
variations in the method of attack that may actually be
employed, but not so flexible that they do not provide a useful
analysis tool. Some examples of this are now provided.
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Table B2m: Threat Scenarios

Threat Source 1/Terrorist/Religious Extremist/"GSPCC’

- Scenario 1: IED Attack

Not Specific Enough An [ED Attack

About Right A hand-placed |ED attack on a
critical component
Too Specific A six-man assault team attack

the facility at night, cut through
the perimeter fence using a
blowtorch and placed an IED with
timing device on Transformer 1.
They are interrupted on the way
out of the facility and shoot two
security guards

Threat Source 1/Terrorist/Religious Extremist/"GSPCC’

- Scenario 2: CBRN Attack

Not Specific Enough CBRN attack on the Asset

About Right A CBRN agent is introduced into
the HVAC System
Too Specific Entry is gained into the site by

use of false credentials and
hydrogen cyanide is aerosolised
and released into the HVAC
system of the Administration
Building during peak occupancy

Source: PRISM™

Other characteristics such as method of entry are also
important and could be included in the scenario; however,

it is often better to use this information in the vulnerability
assessment stage as a wider range of possibilities can be
considered without the need for endless scenarios. For
example in the context of the above scenarios the vulnerability
assessment could consider all of the ways in which the
attacker could gain access to the site, particularly those that
they have used in the past.

The scenarios should however cover the main types of attack
and possible targets associated with each Threat Source, since
this is necessary to identify possible consequences of the
Threat materialising, which is addressed in Section B3.

In order to provide further assistance with the creation of
Threat Scenarios table B2n outlines some common scenarios
associated with each type of Threat Source. However, it should
not be taken as a definitive list — as highlighted earlier attack
methods vary between groups and specific analysis

is necessary.
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BZ Threat Characterisation

Table B2n: Examples of Common Scenarios

Threat Source A Generic Scenarios Considerations

Terrorist

Vehicle-Borne Improvised Explosive Device (VBIED)
e Car, Truck, Motorcycle, Bicycle, Aircraft
e Suicide attack at gatehouse or perimeter

e \ehicle left near Asset or as attempt to gain access
before detonation at vulnerable point

e By proxy — innocent person forced to drive vehicle or
device placed on employee or delivery vehicle

VBIED attack against gatehouse or perimeter used to
facilitate entry to wider site.

Use of ‘false flag’ vehicles

Vehicle used as a hoax

Person-Borne IED
e Suicide rucksack, briefcase, handbag, vest

e Detonation at gatehouse or attempt to gain entry
before detonation near vulnerable point

e By proxy — innocent person forced to carry device

Detonation of smaller device used to tie up/distract
first responders before follow-up with larger attack

Delivered IED

e Parcel, packet, letter bomb

e Device delivered to gatehouse by courier
® Device delivered via normal mail channels

Detonation of smaller device used to tie up/distract
first responders before follow-up with larger attack

Package used as a hoax

Small Arms Attack

e CQA against gatehouse

e CQA against employees arriving/departing

e CQA against delivery vehicles

e Drive-by attack against gatehouse or perimeter

e Standoff attack from perimeter against personnel or
vulnerable points — sniper

SAA at gate house may be used to facilitate entry to
wider site or as precursor to follow-up attack such as
VBIED

Reconnaissance by fire — standoff SAA used to
gauge reaction of security elements onsite

Indirect Fire Attack
e Against gatehouse
e Against critical points, cafeterias, staff car parks

Precursor to follow-up attacks — VBIED, SAA

Chemical, Biological, Radiological Attack (CBR)
e CBR materials delivered in letters or parcels

e Attempts to add CBR materials to water, air-handling
systems

e Food and drink supplies adulterated with CBR
materials

Exact nature of a CBR attack may not be immediately
obvious. Effects on people may not be immediate

Hoaxes/false alarms

Physical and Logical/Electronic Sabotage

e Physical Sabotage of Critical Points and process
controls

e Electronic interference with Process Control Systems

e Introduction of non-CBR contaminant such as metal
filings to damage plant

Electronic interference of Process Control/SCADA
systems with the intent to compromise containment
is an increasing concern as necessary IT skills are
become more accessible to terrorist groups and
process control systems have increasing connections
with corporate data networks and the web.

Source: PRISM™
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Table B2n: Examples of Common Scenarios (cont.)

Threat Characterisation BZ

Threat Source | Generic Scenarios

Economic
Criminal

Theft

e Information

e Property — vehicles, tools, IT equipment, clothing
e Site-specific components

e Cash

e Crime elements, competitors, local populace,
contractors, employees

e Major fraud

Considerations

May also be perpetrated as opportunity arises during
other attack types

Articles stolen may be used in other attacks —i.e. use
of vehicles and uniforms to gain access to other sites

Kidnapping

e |ncluding high-value staff — scientists, senior
managers

e Tiger Kidnap

Preceded by surveillance, possibly on- and offsite

May also be perpetrated as part of a wider terrorist
attack

Violent
Criminal

Deranged individuals

e Moving shooter attack

e Sniper attack

¢ \/iolence against employees, visitors or contractors

Could be little warning and random targeting

Employees/Contractors
e Physical violence against other staff

Difficult to prevent — will require onsite security to
interdict

Subversives

Disgruntled Employee/Former Employee

® Physical sabotage of Asset processes and
infrastructure

e Theft
e Release of sensitive information
e [ntroduction of malware to IT systems

e Can be planned well in advance or be opportunistic
in nature

Usually designed to cause financial loss and damage
to reputation rather than casualties

Former employees may be manipulated by or provide
their knowledge to third parties listed above

Manipulation

e Use of influencing techniques (such as bribery) on
employees by third parties to achieve access to
information and Assets

Often carried out over long periods with information/
access accrued on a piecemeal basis

Third parties may include competitors, Hostile
Intelligence Services, pressure groups, domestic
extremists, other employees, investigative
journalists, criminals

Source: PRISM™
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BZ Threat Characterisation

Table B2n: Examples of Common Scenarios (cont.)

Threat Source A Generic Scenarios Considerations

Hackers

e Hacking of Process Control/SCADA systems
e Hacking

e Denial of Service (DoS) Attack

e Distributed DoS Attack

e Malicious Hardware

Previous cases of hackers gaining control of Process
Control Systems, most notably the Hoover Dam in
the USA

Electronic attack can be carried out internally, either
directly by employees or by contractors associated
with the servicing or maintenance of IT systems

Activist Groups

e Unauthorised entry via overwhelming gatehouse or
scaling/breaching perimeter fences

e Unfurling of anti-Asset banners
e \/andalism and destruction of site Assets
e \erbal and physical assaults against staff

e Antagonising security elements and police in order to
provoke response

e [ndividuals ‘locking on’ to gates, grilles, vehicles,
fences and other site Assets

® Rooftop and ‘sit-in" protests

Action by protesters can often be protracted, causing
long delays in site operations and interfering with
access

Can illicit widespread media coverage and impact on
reputation/public relations

Peaceful protest can eventually escalate to violence.
Factors include length of protests, MO of protest
groups and reaction by security personnel

e Depending on site location but includes fire, flood,
earthquake, tornado

Ability and availability of outside agencies to assist

e | oss of customers

n:::::ls e |ntensity and duration can vary significantly

e Could affect sites where building codes are not

stringent enough
. Catastrophic accident Details can be taken from Process Hazard Analysis
ﬁccldzntal * Major explosion and previous safety reports
azards

e Containment failure

Supply-Chain Failures May need to review external third-party Assets
Consequential | ® Loss of essential services
Hazards e Loss of export route which may stop supply

Source: PRISM™
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B2.4 Summary

This phase of the risk assessment process has characterised
possible Threats facing the facility by considering both Threat
Sources and Threat scenarios. A significant amount of research
and analysis is required to compile this information, and the
more accurate it can be made the more effective the overall
risk management process will be. This is because the scenarios
generated from this phase will be utilised as the basis for all
subsequent risk analysis and mitigation, helping to focus on
specific rather than generic risks and countermeasures. It is
important that this information is kept up to date in line with
the latest Threat information, and this should be done as part
of a formal review process conducted at regular intervals and in
response to any specific incidents of concern.

Threat Characterisation BZ
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Consequence Assessment B3

Consequence Assessment

Purpose: To provide a framework for assessing the consequences of each
Threat Scenario in relation to both the Asset as a whole and
each individual Critical Point at Risk. This is done by identifying
the primary consequences at both the owner/operator level and

community level, and subsequently assigning scores based upon
the anticipated severity.
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83 Consequence Assessment

B3.0 Introduction

Once a range of Threat Scenarios have been developed the
next stage is to assess the possible consequences that may
result from each scenario occurring. The Reference Security
Management Plan is primarily intended for use by owner/
operators of Critical Energy Infrastructure (CEl) Assets

which are of fundamental importance to the wider community
with consequences (and subsequently risks) that need

to be assessed not only on the owner/operator, but also

on the community.

Whilst the extent of the owner/operators’ legal responsibility
for external consequences will vary from country to country, at
the very least they will have a Corporate Social Responsibility
to minimise risks posed to the community, and in many cases
they will suffer some form of direct or indirect financial loss in
not doing so.

As such it is important that the risk assessment phase
considers both levels of analysis and this is catered for within
the PRISM™ approach on which this guidebook is based.
However, the extent to which risk mitigation strategies are
implemented, and at what level, is left to the discretion of the
individual owner/operator and/or the regulatory framework
within which the Asset sits.

The assessment process itself considers how each Threat
Scenario may impact upon each of the Critical Points

identified in Section B1, as well as the Asset as a whole, and
subsequently the type and severity of consequences that will
result from this. Scenario/Critical Point pairs with little or no
associated consequence can then be filtered out thus allowing
a more focused set to be taken forward to the next stage. This
assessment process is detailed below.

“Corporate Social Responsibility (CSR) is a concept where companies integrate
social and environmental concerns in their business operations and in their
interaction with their Stakeholders on a voluntary basis. It is about enterprises
deciding to go beyond minimum legal requirements... in order to address

societal needs”.

European Commission
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B3.1 Critical Point — Scenario Pairs

Before conducting a detailed consequence assessment it is
worthwhile to consider the relevance of each Threat Scenario
to each Critical Point (CP) identified previously. In some cases
Scenario/CP pairs can be immediately ruled out due to an
absence of any tangible consequence or a lack of inherent
vulnerability of the component to the Threat Scenario. Some

examples are provided below:

Table B3a: Scenario-CP Matrix

Scenario

Sabotage of a critical component
by a former employee

Critical Components

SCADA System

Consequence Assessment 83

Relevance/Comments

Should be considered

Switchgear

Should be considered

Gas Valve

Should be considered

Management Team

Not relevant to this scenario (separate scenario should be used If
Threat source is considered violent)

Stand-off RPG attack against the
facility

Chemical Tanks

Should be considered

Sub-station

Should be considered

Management Offices

Should be considered

Underground Storage Tank

Not relevant since there is no visibility or inherent vulnerability

Theft of Proprietary Information

Paper Files

Should be considered

Electronic Data

Should be considered

Water Intake Valves

Not relevant

Pumping Station

Not relevant

A major flood of the entire facility

Transformer Compound

Should be considered

Paper Files

Should be considered

SCADA System Servers

Should be considered

Oil Storage Tank

Not relevant

Source: PRISM™

At this stage the aim is not to assess consequences or
vulnerability in detail — where there is any uncertainty as
to whether or not consequences would arise from the
Threat Scenario or whether the CP would be vulnerable

to the Threat Scenario, the Scenario/CP pair should be taken

forward for further analysis. For example considering the

above scenarios it may be that the chemical tanks have a
degree of resistance to RPG attack and would not necessarily

fracture as a result. However, this will be explored in the

Vulnerability Assessment phase and if necessary can be ruled
out following a detailed analysis.

This filtering process should therefore be fairly intuitive and
quick to complete. It will result in a table of Scenario/CP pairs
ready for further analysis of individual consequences. This is
shown in the following table, which combines the example
Threat Sources and Scenarios from Section B2 with relevant
Critical Points from Section B1 — which together make up the
‘Risk Scenarios’ that will be used for all subsequent analysis.
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B3 Consequence Assessment

Table B3b: Risk Scenarios

Risk Scenario

Risk Ref
Threat Source

Scenario Description

Critical Points

Ref Name
A: CRIMINAL THREATS
CPO ASSET
CP1 Import Manifold
INE An IED is hand-placed inside the facility and | CP2 Dehydration Tank
’ subsequently detonated CP3 Gas Station
Terrorist/Religious o
Extremist/Al-Qaeda CP4 Sub-station
CP5 Oil Storage Tanks
CPO ASSET
A2 A hazardous chemical storage tank is CP6 Chemical Storage Tank A
sabotaged
CP7 Chemical Storage Tank B
: CPO ASSET
Economic Criminal/ An employee uses his access to - .
A2.1 o S management offices to steal sensitive CP8 Paper Files
Sophisticated Individual .
research material -
CP9 Electronic Data
CPO ASSET
A3 Subversive/ Environmental An activist group gain entry to the site and CP10 Control Room
’ Activist attempt to halt production CP11 Production Hall
CP12 Employees
B: NON-CRIMINAL THREATS
CPO ASSET
; ; CP4 Sub-station
B11 Natural Hazard/Flooding Heavy arr:d plrolonged rain causes flooding
across the site CP13 IT Server Room
CP8 Paper Files
CPO ASSET
. . A spark from a vehicle ignites spilled fuel and :
B2.1 Accidental Hazard/Explosion subsequently causes an explosion CP5 Oil Storage Tanks
CP3 Gas Station
. CPO ASSET
Conseguential Hazard/ The transmission system operator -
B3.1 Outage — Essential Services experiences a major sub-station failure CP4 Sub-station
resulting in a loss of electricity to the site. cp2 Dehydration Tank

Source: PRISM™
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B3.2 Risk Scenario Consequences

The next stage is to assess the potential consequences of
each Risk Scenario both at the Critical Point level and the Asset
level, assuming that the scenario impacts upon multiple Critical
Points simultaneously.

For each scenario the reasonable worst-case consequences
should be considered. For example it would be reasonable to
assume that a terrorist group with a history of extensive hostile
reconnaissance and desire to inflict mass casualties would
target the facility during peak occupancy. However, it would

be unreasonable to assume that they would target the facility
when a north-easterly wind will blow chemicals in the direction
of the nearest town if the prevailing wind is south-westerly (i.e.
it is beyond their control).

In the context of Critical Infrastructure facilities it is important
for the Project Team to take into account not only those
immediate consequences to the owner/operator, but also the
wider offsite consequences to the socio-economic community
that is dependent upon the supply from, and safe operation of,
such facilities. In this respect even where the operator does
not bear full legal responsibility for external consequences they
have a Corporate Social Responsibility to minimise related risks
and should therefore take ownership of such risks, albeit if in
some cases external funding may be required to implement the
full suite of necessary countermeasures.

Consequence Assessment 83

In addition the owner/operator should also understand that the
consequence chain is not linear in nature but tends to work

in multiple directions, some of which can be unforeseen. For
example the direct consequences of a major production outage
may be much greater for the community than for the owner/
operator (particularly as the operator will recoup most of their
immediate losses through insurance). However, if this results
in a fall in customer confidence or negative public perception,
this could subsequently damage both corporate reputation and
share price. Therefore, it is ultimately in the owner/operator's
best interest to manage all risks relating to their infrastructure
even where the direct consequences may fall elsewhere.

The interrelationship between various types of consequences is
very complex, not least because of the potential ‘ripple effect’,
and therefore difficult to assess accurately. However, in the
context of critical energy infrastructure there are a number

of primary consequences that are of greatest significance
because they tend to create a web of interrelated secondary
consequences for both the operator and the community. This is
represented in Diagram B3a on the following page:

Therefore, it is ultimately in the owner/operator's best interest to manage all
risks relating to their infrastructure even where the direct consequences may

fall elsewhere.
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83 Consequence Assessment

Diagram B3a
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As illustrated in Diagram B3a all direct and indirect
consequences of significance to both the operator and
community can be related to three primary consequences
of any given Threat Scenario: Loss of Health/Life; Loss of
Production; and Loss of Containment. The definition of
these three primary consequences in the current context
is provided below:

1. Loss of Life/Health
This refers to the immediate loss of life or impact upon health
as a consequence of the Threat Scenario materialising.

2. Loss of Production

This refers to the loss of production or other essential output
as a conseqguence of the Threat Scenario materialising. This
may be either a complete or partial loss for any given amount
of time.

3. Loss of Containment

This refers to the loss of containment around critical Assets
therefore allowing uncontrolled exposure or access as a
consequence of the Threat Scenario materialising. This not
only refers to dangerous chemical, biological, radiological or
nuclear material, but also critical data (i.e. classified research,
proprietary information) and anything else that could be used to
significantly harm the business or the wider community.

Although other consequences exist — for example loss of
non-critical Assets, vandalism, fraud etc — these three primary
consequences are of greatest significance, particularly for CEl
Assets, and can be used to reflect the potential severity of all
related secondary consequences, which will be relative to that
of the primary consequences.

Consequence Assessment 83

In this way it is possible to represent the overall consequence
of any given incident without the need to assess all possible
downstream consequences to both the operator and the
community, which requires complex and time-consuming
research and statistical modelling techniques not easily
accessible to most Project Teams. However, this type of
advanced consequence analysis can be very beneficial at a
government level and in future it may be that sufficient tools
and support are made available to owner/operators to make
this type of assessment more feasible. In the meantime,

the Project Team should consider secondary consequences,
recording those of particular significance to the resilience
function (discussed in more detail at a later stage), but focus on
the three primary consequences for scoring purposes.

When assessing these consequences the Project Team should
consider both the extent of possible damage from each Threat
Scenario as well as the criticality of the affected components
and the potential downstream effects. It may also be necessary
to conduct additional research regarding the severity of any
given scenario and the environmental characteristics that may
have an influence on consequences such as population density
in nearby areas, adjacent hazards, wind directions etc.

The following scoring table B3¢ can be used to assign a
consequence score to each Threat Scenario:
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B3 Consequence Assessment

Table B3c: Threat Scenario Consequences

Loss of Life/Health Loss of Production Loss of Containment
100 | ® Hundreds of thousands of e Complete loss of production for e Widespread release of CBRN material
fatalities, or >12 months causing long-term human health impacts,
* Millions of serious injuries | OR OR | or
e Access to nuclear material by hostile
groups
90 | e Tens of thousands of e Complete loss of production for ¢ Widespread release of CBRN material
fatalities, or >6 months, or causing short- to medium-term human
e Hundreds of thousands of | OR | e ~75% loss of production for OR | health impacts, or
serious injuries >12 months e Access to very hazardous CBR material by
hostile groups
80 | e Thousands of fatalities, or e Complete loss of production for e | ocalised release of CBRN material causing
e Tens of thousands of >1 month, or long-term health impacts, or
serious injuries ® >75% loss of production for e | oss of hazardous material that could be
OR >6 months, or OR used in a large-scale attack elsewhere, or
® >50% loss of production for e | oss of classified material that could
>12 months undermine the government or be used to
support nuclear weapons proliferation
70 | e Hundreds of fatalities, or e Complete loss of production for ¢ \Widespread release of toxic material
e Thousands of serious >1 week, or causing long-term environmental damage,
injuries ® >75% loss of production for or
OR >1 month, or or|*® Loss of hazardous material that could be
e >50% loss of production for used in a small-scale attack elsewhere, or
>6 months e | oss of classified material that could be
used to support non-nuclear weapons
proliferation
60 | e Tens of fatalities, or e Complete loss of production for ¢ \Widespread release of hazardous
e Hundreds of serious >1 day, or material causing short- to medium-term
injuries OR | ® >75% loss of production for OR environmental damage, or
>1 week, or e | oss of data critical to the organisation, or
® >50% loss of production for e | oss of classified material that could be
>1 month used to weaken the economy
50 | e Atleast 1 fatality, or ® >75% loss of production for e | ocalised release of hazardous material
« Tens of serious injuries, or >1 day, or causing long-term environmental damage,
e Hundreds of moderate OR | ® >80% loss of production for OR or
injuries >1 week, or e | oss of data critical to the organisation
® >25% loss of production for
>1 month
40 | e At least 1 serious injury, ® >50% loss of production for e | ocalised release of hazardous material
or OR >1 day, or OR causing short-term damage, or
e Tens of moderate injuries ® >25% loss of production for e | oss of sensitive commercial data
>1 week
Other Internal Consequences
30 | Moderate disruption to ancillary business processes, financial loss or reputational damage — recovery within weeks
20 | Minor disruption to ancillary business processes, financial loss or reputational damage — immediate recovery
10 No significant consequence — nuisance factor only

Source: PRISM™
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B3.3 Consequence-based Prioritisation

The previous consequence assessment will result in a score
being assigned to each Threat Scenario-CP pair as well as an
overall score for the scenario as a whole. This is represented in

the following table:
Table B3d: Risk Scenario Scoring

Risk
Ref

Risk Scenario

Threat Source

A: CRIMINAL THREATS

Scenario Description

Critical Points

Consequence Assessment B3

Consequence Assessment

Description

CP0 | ASSET 90
CP1 Import Manifold 70
An IED is hand-placed inside CP2 | Dehydration Tank 40
A1 the facility and subsequently -
Terrorist/Religious detonated CP3 | Gas Station 20
Extremist/Al-Qaeda CP4 | Sub-station 70
CP5 | Qil Storage Tanks 60
CPO | ASSET 80
A hazardous chemical storage )
A1.2 tank is sabotaged CP6 | Chemical Storage Tank A 80
CP7 | Chemical Storage Tank B 70
Economic Criminal/ An employee uses his access CPO | ASSET 60
A2.1 Soph_isticated to management offices to steal | CP8 | Paper Files 50
Individual sensitive research material cP9 Electronic Data 60
CP0 | ASSET 40
Subversive/ An activist group gain entry CP10 | Control Room 40
A3.1 | Environmental to the site and attempt to halt -
Activist production CP11 Production Hall 40
CP12 | Employees 30
B: NON-CRIMINAL THREATS
CP0 | ASSET 60
g11 | Natural Hazard/ Heavy and prolonged rain CP4 | Sub-station 60
’ Flooding causes flooding across the site | cp13 | T Server Room 50
CP8 | Paper Files 30
A spark from a vehicle ignites CPO_| ASSET 80
B2.1 égg:gggt:l Hazard/ spilled fuel and subsequently CP5 | QOil Storage Tanks 70
causes an explosion CP3 | Gas Station 80
o CPO | ASSET 80
Consequental | e temsmssr syeen |
B3.1 | Hazard/Outage — P - expe Najo CP4 | Sub-station 30
g ; sub-station failure resulting in a
Essential Services | - .
oss of electricity to the site. CP2 | Dehydration Tank 30

Source: PRISM™
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83 Consequence Assessment

Before moving on to the next stage in the risk assessment
process the Project Team may wish to consider prioritising
scenario/component pairs based on consequence score and
subsequently filtering out those that are of least relevance.
This is particularly worthwhile for complex infrastructure
whereby a large number of components may have been
identified. However, it is also important to bear in mind
that for some Threats such as theft the frequency of the
event can result in a more significant consequence over
time and is therefore worthy of assessment and inclusion
in the risk register.

B3.4 Summary

This section of the risk assessment process has provided

a framework for consideration of specific consequences in
relation to the Threat Scenarios selected previously. The Project
Team will have identified which CPs are relevant to each Threat
Scenario and then considered the primary consequences likely
to result if such incidents occurred. Following on from this,
Threat Scenarios can be prioritised by consequence score, and
where necessary those with the lowest scores removed from
the assessment process.

The Project Team will have identified which CPs are relevant to each Threat
Scenario and then considered the primary consequences likely to result if such

Incidents occurred.
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Vulnerability Assessment B4

Vulnerability Assessment

Purpose: To provide a framework for assessing security system
performance in the key functional areas of Detection, Delay,
Response and Resilience. This is then used to determine firstly
the extent to which each identified Critical Point is vulnerable to
each Risk Scenario, and secondly the extent to which they are
vulnerable to the potential worst-case consequences of each
Scenario. As well as informing overall risk scores the analysis
from this section will also form the basis for design of any
necessary countermeasures under Phase C.
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B4 Vulnerability Assessment

B4.0 Introduction

The next stage in the risk assessment process is to determine
the Asset'’s existing level of vulnerability to each defined Risk
Scenario and therefore the Likelihood that if these scenarios
become a reality, they will result in the consequences
previously identified.

The owner/operator may be familiar with a range of
Vulnerability Assessment (VA) methods and survey forms that
are in widespread use within the industry, many of which are
also freely available on the internet. These typically fall into

one of two groups — compliance-based assessments and
performance-based assessments, the former being much more
prevalent. Both types of VA are discussed below:

1. Compliance-based VA methods

These methods assess vulnerability against pre-defined
policy, minimum standards or other criteria including individual
perceptions as to what constitutes vulnerability. They typically
take the form of a series of questions such as “Does the
facility have a perimeter security fence?”, “Is the fence well
maintained?"” etc. The advantage of this approach is that it is
straightforward for the user to complete and requires limited
knowledge or technical expertise. However, the significant
disadvantage with compliance-based VAs is that they may

not lead to an accurate appreciation of vulnerability to real-life
Threats, so the countermeasures introduced as a result of
this process do not always target the right areas or result in a
reduction of actual risk relevant to specific scenarios.

For example, if a facility is facing determined intrusion attempts
by sophisticated adversaries the existence of a perimeter
security fence or the level to which that fence is maintained
may not, in itself, have little bearing on the Asset's vulnerability
to that form of attack. Instead it would be necessary to
understand how that fence was likely to perform in the context
of adversary capabilities, including the type of tools and
climbing aids they are likely to use — even where it was a high
security fence it may only delay the attackers by a few minutes
at most. Similarly the existence of CCTV at the perimeter in
itself does not mean that the adversary would be detected. In
order to determine this with any degree of certainty it would be
necessary to understand: how well the CCTV system performs
under different type of conditions; whether the field of view,
lighting and resolution are adequate to detect an intruder within
the video scene; how efficient the remote monitoring function
is; what the effect of shift changes between security personnel
would be, etc.
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Although generic vulnerability and resultant countermeasures
may offer some degree of protection against low-level
opportunistic Threats, they often do very little to mitigate

more determined attacks. Even where security systems and
technologies have the potential for high-end performance, if
they are not designed to protect against specific Threats as part
of an integrated security regime they are likely to be ineffective
in a real-life scenario.

2 Performance-based VA methods

These methods are less commonplace in most sectors
primarily because of a lack of awareness of their existence

or method of use. However, they are increasingly used in

the context of critical infrastructure protection, where the
importance of accurately assessing vulnerability to defined
Threats is greater. As the name implies, performance-based VA
methods focus on assessing the actual performance of security
systems, related procedures and infrastructure, usually in the
context of specific Threat Scenarios or methods of attack.

For example the fact that a facility had widespread CCTV
coverage would have very little bearing on the assessed level
of vulnerability to a sabotage attack, if there was no-one able to
respond in time to prevent the attack from being successfully
carried out.

As is evident from the above discussion the use of a
performance-based VA approach has many advantages and is
considered an essential tool in delivering protective security in
one form or another across all types of energy infrastructure
Assets. The potential disadvantage of this approach can be that
it demands more effort and knowledge from the Project Team
in order to complete. In its most advanced format the process
typically takes a team of five or more Subject Matter Experts
several weeks to complete. However, for the purpose of the
Security Management Plan a simpler form of performance
testing can be utilised and carried out by you independently

if professional support is not available. The process for doing
this is presented in the following sections, whilst further
information and templates can be found in the relevant
appendices.



Vulnerability Assessment B4

B4_ 1 Key Aspects Of Performance Diagram B4a: Detection, Delay, Response and Resilience

and Vulnerability Detection

|

Before being able to conduct a performance-based VA it is ) ® The ability to detect that an incident is occurring, assess
necessary to understand the core aspects of performance in the type of incident and the necessary response.

the context of security system effectiveness. In this respect

a security regime has three core functions vital for success —
Detection, Delay and Response (DDR)." For any given security
incident it is essential to firstly Detect that the incident

is occurring, secondly to Delay (or completely repel) the
adversary long enough for an effective Response to intervene.

|

e The ability to delay attackers or protect against the
cause of the incident long enough for a successful
response to be initiated.

The Security Management Plan uses these three functions
as the basis on which to assess security system performance
and therefore determine vulnerability to each Threat Scenario. . . .
However, some forms of attack (particularly determined attacks UL ab”.lty EDCEIE QAR eI Ot

S , o preventing loss or damage of the Asset by successfully
by professional adversaries) can be extremely difficult to intervening before it is compromised.
prevent and those responsible at a government level for Assets
are becoming more and more aware of this. As such there is
an increasing emphasis being placed on a fourth key function —
that of Resilience. The definition and scope of Resilience is still e o 0 e s e s L ) o

evolving, but in simple terms it refers to the ability to mitigate incident either by resisting damage or quickly recovering
the consequences of a hazardous event either by having the from the consequences.

capability to resist damage caused by that event or recover

quickly from that event. This is clearly a vital function for Assets

and as such is included in the performance framework that runs

throughout the Security Management Plan.

Response

|

Resilience

|

Although Resilience is sometimes taken to include incident
Response capability, within the Security Management Plan it

is considered to be a separate function, which starts after the
event has occurred (and in respect of criminal Threats when
the Detection, Delay and Response functions have failed

to prevent the attack). It is used in conjunction with DDR
functions to determine security system performance, albeit that
DDR performance dictates the vulnerability to Threat actors or
sources whereas performance in the area of Resilience dictates
vulnerability to the potential worst-case consequences of the
event that follows. The combined performance framework is
summarised in the following diagram:

'Extensive research of the Detection, Delay and Response functions has been conducted by Garcia (2006, 2008) and is an excellent
source of further guidance.
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B4 Vulnerability Assessment

When conducting the performance-based VA as outlined

in the steps to follow, the primary focus will be to assess
performance in terms of the DDRR functions discussed above
and their capability against each Threat Scenario.

This framework can also be used to assess vulnerability to
non-criminal Threat Scenarios — early detection of the hazard

is equally important as is the level of delay (or physical
protection), the capability to respond and the resilience to resist
damage or recover quickly. However, there is typically more
emphasis on the Delay function and the extent to which the
Asset has been designed to withstand the physical impact of
the event in question (which for natural hazards can often be
determined by identifying the building codes or engineering
standards that the Asset was constructed to). Therefore, it is
more appropriate at the scoring stage to assign an overall score
for DDR performance rather than individual scores.

B4.2 Performance-based
Vulnerability Assessment

The performance-based vulnerability assessment takes the
form of a site survey and related testing, which will be used
to gauge existing DDRR performance levels and identify
factors which may affect the vulnerability of the Asset to
each Threat Scenario. There are a number of successive and
complementary methods for evaluating performance, each of
which is explained below:

Observation

The information previously gathered during the Asset
Characterisation process should be revisited by you at this
stage and used to support the assessment process. The survey
team should start by taking a tour of the facility and record the
following information on a plot plan of the site:

e | ocation of Critical Points designated in B1

e Level of occupancy in each area or building

e Positioning of main security and safety systems
e Potential adversary access/egress routes

e Location and number of any security personnel
with a response function

e Natural barriers or countermeasures

e |ocation of muster points, evacuation routes
and emergency access/egress points
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The next step will be to observe and evaluate each component
of the existing security regime, including physical, electronic
and procedural measures and related infrastructure. To do this
it is recommended that your Project Team develops a list of

all such measures and groups them by their performance
function — either DDRR. An example of this is shown in the
table below, whilst a full survey template is provided in the
relevant appendices.

Table B4a: DDRR Sub-System Assessment

Function Sub-system Assessments

Exterior Alarm Sensors/PIDS

Interior Alarm Sensors/IDS

CCTV/Alarm Assessment

Alarm Communication and Display/SMS

Access/Entry Control (detection elements
— scanning, authorisation measures, door
alarms etc)

IT Security (network and information
monitoring, electronic detection measures)

Detection

Perimeter Fencing and natural barriers

Access/Entry Control (delay elements
— gates, vehicle barriers, doors, locking
devices etc)

Structural measures (walls, windows,
roofs etc)

Safes
Security hatches
Blast measures

SCADA and IT security (firewalls and other
prevention measures)

Delay

Security personnel
Response procedures
External Response Force (police, military)

Response

Crisis Management and Business
Continuity measures

Resilience/redundancy of infrastructure
including process safety features

Fail-over locations

Resilience

Supply-chain issues

Source: PRISM™

These items should then be evaluated in terms of the level of
DDRR performance that they currently provide, completing the
appropriate sections of the survey template. The survey team
should spend as much time as possible observing the security
systems and procedures in use, in order to identify both the
level of capability as well as potential limitations. Interviews
with security owner/operators and a review of incident logs will
also assist in identifying performance issues.



Scenario-based Testing

In order to gain a greater appreciation of DDRR performance
the Project Team should consider running a number of scenario
tests and assessing the DDRR capability of the existing security
regime. Example tests could include:

e |ntrusion through the perimeter — single attacker/multiple
attackers, different locations

e Intrusion into key areas or buildings
e Parking of suspicious vehicle adjacent to the site

e Use of false credentials or bluffing to gain pedestrian/
vehicle access into the site

e Tailgating into restricted areas/Access to restricted areas
by unauthorised employee

e Attempted removal of equipment or sensitive
commercial information

e Evacuation — being sure to test alternative routes
and secondary evacuation points rather than just
routine drills

It is very important to inform security personnel and senior
management that this testing is taking place, carrying out
appropriate risk assessments beforehand. However, in order
to ensure the response capability is accurately tested, specific
timings of the test should not be given. In the event of any
large-scale testing that may be noticeable from outside of the
facility, the police and emergency services should also

be informed.

Vulnerability Assessment B4

System Performance Testing

Technical system performance testing provides a quantifiable
and objective method to establish DDRR performance.

One recommended approach is the use of Rotakin™ testing

to international standard BS EN 50132, Part 7 as this combines
technical and scenario-based testing to provide a realistic
assessment of CCTV performance and Probability of Detection.
This type of testing will most likely require external support,
however, can be very worthwhile for sites that have a range

of electronic security systems already deployed and require
independent verification of the level of performance that

they provide.

B4.3 Vulnerability to Risk Scenarios

Once the general DDRR performance has been established
through the survey and testing procedures the next stage is

to assess the vulnerability to each Risk Scenario in terms of
whether or not each associated Critical Point is likely to be
compromised and if it were compromised the level of resilience
to the potential consequences.

In order to do this a scenario analysis should be conducted to
determine the different ways in which each Threat could occur
and the specific level of DDRR performance that could be
expected in relation to these events. The Threat Scenario can
be ‘played out’ on paper by creating an Adversary Sequence
Diagram (ASD), which shows each potential route that the
adversary might take and helps to ensure that all potential
vulnerabilities are considered. The ASD can either be drawn on
top of the marked-up site plan that was created earlier or done
separately as in the diagram on the following page.
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Diagram B4b: Adversary Sequence Diagram

Public Area Outside of Perimeter

Private Area Inside of Perimeter

Pipe Rack

Controlled Plant Area

Adjacent
Building

Source: PRISM™

When conducting this process you should review the information previously gathered in relation to the characteristics
of the relevant Threat Source, and particularly their possible attack methods, access to tools/weapons and level of

professionalism. It is also important to remember that Threats may emanate from within the organisation (‘Insider
Threats’) and therefore access to Critical Points may be much easier for the adversary to achieve!
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For each ASD completed the Project Team should consider
the following performance and vulnerability issues, assigning
scores to each of these:

Table B4b: Performance and Vulnerability Factors

Function Vulnerability Factors Vulnerability

Score

Detection At each point in the sequence
what is the probability that the

adversary will be detected?

Delay What delay will the adversary
face at each point in the
sequence?

What is the total task completion
time for the adversary, assuming
that the easiest route is taken?

What level of capability will be
required to overcome the delay
measures/can they protect the
Asset indefinitely from this
Threat?

If the Threat is detected does
the facility have the capability to
intervene or is an external police
response required?

How long will the response
take?

Will the response successfully
intervene before the target is
damaged or removed from site
(taking into account adversary
task time)?

Response

In the event that the Threat
Scenario was successful would
the existing resilience measures
have any affect in reducing

the consequences identified
previously?

Resilience

Source: PRISM™

The following criteria can be used for assigning vulnerability
scores in relation to Detection, Delay and Response Criteria:

Table B4c: Vulnerability Criteria

VA e L Vulnerability
Score | Vulnerability Criteria Level
There is no capability to prevent this Very High

5 scenario from occurring and causing
worst-case consequences

There is very limited capability to prevent | High
4 this scenario from occurring and causing
worst-case consequences

There is moderate capability to prevent Moderate
8 this scenario from occurring and causing

worst-case consequences

There is significant capability to prevent Low
2 this scenario from occurring and causing
worst-case consequences

There is a high degree of capability to
1 prevent this scenario from occurring and
causing worst-case consequences

Very Low

Source: PRISM™

Vulnerability Assessment B4

Resilience scores are assigned using a different set of criteria
as shown in table B4d below. It is important when assigning
Resilience scores to be realistic about the likely effect

in reducing the overall consequences - just because a
measure exists (for example secondary containment
measures or business continuity procedures) it does not
mean that it will mitigate every type of Risk Scenario.

Table B4d: Resilience Criteria

VA Vulnerability Criteria Vulnerability
Score Level
0.2 Existing resilience to this Threat Very High

Scenario is very high and expected to
mitigate virtually all of the consequences
previously identified

0.4 Existing resilience to this Threat Scenario | High
is significant and expected to mitigate
most of the consequences previously
identified

0.6 There is a moderate amount of existing Moderate
resilience to this Threat Scenario which
will reduce some of the consequences

previously identified

0.8 Existing resilience to this Threat Scenario | Low
is limited and will only partially mitigate all
of the consequences previously identified

1 Existing resilience to this Threat Scenario
is very limited or non-existent — it will not
have any significant effect in mitigating
the consequences previously identified

Very Low

Source: PRISM™

Once individual scores in the DDRR areas have been assigned
for each Threat Scenario/component pair, this information can
be entered into a scoring matrix and the overall Vulnerability
assessed. This is shown in the following example - the full
template is provided in the relevant appendices and can be
used for this purpose (you will note that Resilience does not
form part of the numerical VA score but is entered separately.
This is because it will be used in the final risk assessment
scoring as a consequence reduction factor).
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Table B4e: Example Vulnerability Assessment Table

Critical Points OHSES
. e § ] 2
Threat Source Scenario Description = g g
Ref | Name 8o >0/ 80| &
28 98| 88 « 3
on | Qn | cn | >
CPO ASSET 4 5 4 13 1
CP1 Import Manifold 4 4 4 12 1
A1 An IED is hand-placed inside the CP2 Dehydration Tank 4 3 4 1 0.8
: facility and subsequently detonated | cp3 | Gas Station 3 5 4 12 1
Terrorist/Religious CP4 | Sub-station 3 5 4 12 1
Extremist/Al-Qaeda CP5 | QOil Storage Tanks 4 3 4 11 | 08
CPO | ASSET 5 4 4|1 13| 08
A hazardous chemical storage tank CP6 | Chemical Storage 5 4 4 13|08
A1.2 . Tank A
is sabotaged
CP7 Chemical Storage 5 4 4 13 | 0.8
Tank B
Economic Criminal/ An employee uses his access CPO | ASSET ° ° 4 14 !
A2.1 | Sophisticated to management offices to steal CPs Paper Files 5 5 4 14 1
Individual sensitive research material cP9 Electronic Data 4 5 3 12 1
CPO | ASSET 4 3 2 9 1
A3 Subversive/ An activist group gain entry to the | CP10_| Control Room 3 2 2 7 1
’ Environmental Activist | site and attempt to halt production | cp11 | Production Hall 4 2 2 3 1
CP12 | Employees 3 3 2 8 1
NON-CRIMINAL THREATS
CPO | ASSET 708
g1 | Natural Hazard/ Heavy and prolonged rain causes CP4 | Sub-station 7108
' Flooding flooding across the site CP13 | IT Server Room 71 08
CP8 Paper Files 4 08
R CPO | ASSET 12 1
Accidental Hazard/ A _spark from a vehicle ignites _
B2.1 Explosion spilled fuel and sgbsequently CP5 | QOil Storage Tanks 10 1
causes an explosion CP3 | Gas Station 12 1
o8
B3.1 | Outage — Essential £ lp ing i I | P CP4 | Sub-station 14 | 0.6
Services ailure resulting in a loss o
electricity to the site CP2 | Dehydration Tank 7| 06

Source: PRISM™
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B4.4 Summary

The recommended Vulnerability Assessment framework will
allow the Project Team to identify performance in the key areas
of Detection, Delay, Response and Resilience and subsequently
gauge the level of Critical Point and Asset vulnerability to each
Risk Scenario. The information compiled in this section will also
be revisited during Phase C of the Security Management Plan
when specific countermeasures aimed to reduce vulnerability
or enhance Resilience are considered.

Vulnerability Assessment B4
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Threat Likelihood Assessment B5

Threat Likelihood Assessment

Purpose: To provide a framework for assessing the Likelihood that each
criminal Risk Scenario will occur, taking into account Threat
source capability to conduct each type of attack, as well as
Target Attractiveness of both the Asset as a whole and individual
Critical Points. It therefore mirrors the risk:reward decision-

making process of the adversary in order to provide a more
realistic and specific Threat Score.
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B5 Threat Likelihood Assessment

B5.0 Introduction

Now that both Consequence and Vulnerability in relation to each
Risk Scenario has been assessed, the next stage in the process
is to consider the Likelihood that these Threats will materialise
and affect the Asset or Critical Point in question. In this sense

it is important to be mindful of the fact that the existence of

a particular Threat does not mean that any given Asset or
component will be targeted even if the level of Threat is very
high. Threat actors usually have multiple targets to choose from
and therefore only a small number may be affected.

The purpose of this Section is to assess how likely it is that the
Asset and each critical component will be subject to attack.
This is determined by combining the general Threat level
established in Section B2 with an assessment of: first, whether
each Threat source has the capability to conduct the specific
attack in question; and second, how attractive each target is
likely to be as a means of fulfilling their objectives. In this sense
the assessment of ‘Target Attractiveness’ reflects the decision-
making process that will precede all but the most opportunistic
of attacks and is therefore a vital consideration when assessing
the Likelihood of criminal Threats.

For non-criminal Threats where there is no deliberate intent
this step is not necessary. Instead Likelihood is established
by referring to Threat history as discussed previously. Threat
scores can be taken directly from Section B2 and entered into
the Likelihood Assessment table.

There are three parts to the Threat Likelihood Assessment
process as explained in the sections that follow.
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B5.1 Specific Threat Capability

Following completion of the Vulnerability Assessment it is now
possible to more accurately assess the adversary’s specific
capability to carry out each Threat Scenario successfully. If the
Threat Scenario is particularly difficult to carry out due to the
required means, the Likelihood will decrease proportionately.
For example many religious extremist groups, including
Al-Qaeda, have demonstrated significant intent to conduct
Chemical, Biological, Radiological and Nuclear [CBRN] attacks.
However, this type of attack remains uncommon simply
because of the difficulty in acquiring and weaponising the
precursor materials. Similarly attacks on nuclear facilities
would also be highly desirable and fit within the intent of such
groups, however the actual Likelihood is significantly lower
than, for example, a public transport system because of the
level of capability required to defeat the sophisticated security
measures surrounding such Assets.

This step therefore allows the Threat level score established
in Section B2, which reflects the Threat source’s general
existence and intent to carry out attacks, to be further refined
specifically in relation to each scenario and component pair
by asking ‘Are they actually capable of conducting this attack
against this Asset or Critical Point?’

In order to correctly gauge the answer to this question it is
necessary to review the Adversary Sequence Diagram (ASD)
prepared for each Threat Scenario in the previous stage and
consider what capability the adversary must have to conduct
this attack successfully.

In this respect key considerations are:

1. How familiar do they need to be with the target in terms
of its components, processes, and operations — can this
be done through hostile reconnaissance or do they need
support from an insider?

2. What skills and experience are required to conduct
this type of attack — will they need to undergo specific
training or recruit specialists?

3. What physical resources do they need — specialist tools,
explosives, weapons, vehicles etc?

4. What level of determination will be required — will they
need people willing to take their own lives or resist
counter-attacks by police, military, trained guards
or employees?



This information can then be cross-referenced with the known
Threat history and characteristics of each Threat source in order
to assess their level of capability in relation to each scenario
and assign a capability rating using the following table:

Table B5a: Capability Rating for Threat Sources

Score | Criteria Category

The Threat source is currently judged to have Very High

& full capability to carry out this scenario.

The Threat source has capability in the majority | High
4 of areas and could meet any additional
requirements in the short term.

The Threat source has capability in some areas Moderate
3 but will need to acquire significant additional

capability which will take time to do.

The Threat is not currently judged to have Low
2 the necessary capability but might be able to
acquire it in the medium-to-long term.

The Threat is not currently judged to have the
1 necessary capability or be able to acquire it in
the foreseeable future.

Very Low

Source: PRISM™

As with other aspects of the Threat Assessment process it is
important to update capability assessments on a regular basis.

Threat Likelihood Assessment B5

B5.2 Target Attractiveness

When assessing Target Attractiveness it is necessary to
consider all of the information previously gathered about the
role, criticality, potential consequences and vulnerability of the
Asset and its various Critical Points, and consider this from the
perspective of each Threat source that may or may not choose
to target the Asset.

Some of the questions you might ask about the Threat
source are:

e Are they likely to recognise the potential value of
the target?

e Do these characteristics offer the potential to fulfil the
adversary'’s core objectives?

e Does the balance between risk and reward lie in
their favour?

e |s this the best option for them or can their objectives be
achieved more cost-effectively elsewhere?

Breaking these considerations down it is apparent that there
are a number of key contributors to the attractiveness of any
given target, which are:

1. Target Visibility
2. Risk of Failure
3. Level of Reward
4

. Alternative Options

These factors are used in the guidebook to assess Target
Attractiveness, which is a key consideration in relation to
overall Likelihood. Given that the risk assessment process
analyses risks at the component level as well as the Asset level
each of these questions should be considered in both contexts.

If the Threat Scenario is particularly difficult to carry out due to the required
means, the Likelihood will decrease proportionately.
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This is highlighted in the following table which presents key issues for you to consider in relation to each of the above Target
Attractiveness factors:

Table B5b: Assessment of Target Attractiveness

Factor Asset Level Considerations Component Level Considerations

e |s the facility as a whole an obvious target for e |f a Threat source decided to attack this Asset how
this type of attack or is it relatively anonymous to likely are they to target this component in particular?
outsiders? e Does the appearance of the component suggest that

* |s the location widely known/highly frequented or it is critical or is it hidden from view or anonymous?
Is it in a private, well concealed area?  Would it be identified as being critical through a

1. TerEE: e Does it stand out as a unique or critical Asset or does cursory examination of the facility or would only
: Visigbility it look similar to other Assets within the sector? technical employees recognise it as such?

e |s it co-located with other infrastructures that may e |s it adjacent to other components that may increase
hide it or make the whole area seem of greater or decrease the Likelihood of it being targeted?
potential worth?

e How much knowledge of the energy network would
be needed to identify this as a critical Asset — is this
knowledge publicly available?

e How difficult would it be to carry out this type of e How difficult would it be to carry out this type of
attack on the facility? attack on the component?

e Does the facility as a whole appear to be a hard or e |s the component highly vulnerable to this type of
soft target? attack or are there weaknesses which can be easily

2 Risk of * What visual deterrents exist around the Asset? exploited by this a'thck method? .

Failure o Is it surrounded by natural barriers, located in a high | ® YVhat Iev?el of precision would be required to ensure
security area or adjacent to a police/military base? success: - o

« Would the consequences of failure be of particular ¢ |s the component difficult to access, is it protected
concern to the adversary? by armed guards?

¢ \Would there be adequate time available to destroy or
remove the target?

e |s the facility as a whole symbolic and would the ¢ \What would the benefits of targeting this component
attack be spectacular in nature? over others be?

¢ \Would targeting this facility as opposed to others e To what extent would an attack on this component
offer additional benefits ggch as the pofnen’gial for fulfil the adversary's core objectives?
damage to adjacent facilities or symbolic sites, a e Does it have the potential to completely halt
high number of offsite casual?tles or damage to a production, cause a specific hazard to human life or

3 Level of specific type of environment: o N disproportionate consequences?

i e Are there secondary targets within the facility such as | ¢ |5 the component unique in any way, found in greater
VIPs or specialists that would increase the level quantities at this facility or difficult to find elsewhere?
of reward? )

: [ ¢ |s the level of reward offered by this component

* Does this type of facility fit with the core target proportionate to the difficulty in targeting it and
profile of the Threat source or is it of secondary overall risk of failure?
concern to them?

e |s the level of reward offered by this facility
proportionate to the risk of failure?

¢ \What alternative facilities could the Threat source ¢ \What alternative components could the Threat
target to achieve their objectives? source target to achieve their objectives?

4 Alternative e Are they easier or more difficult to target? e Are they easier or more difficult t