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	EUROPEAN COMMISSION

DIRECTORATE-GENERAL FOR ENERGY 

DIRECTORATE B – Internal Energy Market
The Director



Brussels, 02 April 2014
TO THE MEMBERS OF STEERING COMMITTEE OF THE 
SMART GRIDS TASK FORCE
Subject:
Minutes of the 18th meeting of the Steering Committee of the Smart Grids Task Force 

The 18th meeting of the Steering Committee (SC) of the Smart Grids Task Force (SGTF) took place on 2nd April 2014, from 14:00 to 18:00 pm, at the European Commission's Conference Centre Albert Borschette.
	Main Conclusions: 

· The SC asked EG1 to present by the next SC meeting whether there is a need for further standardisation work in order to include in the AMI an open interface to provide energy management services beyond the utilities, focussing on consumers' needs. Moreover if the answer is positive the group is asked to propose different options for its implementation in line with the set of common minimum functionalities as recommended by the Commission in 2012. The group was also asked to develop a proposal for an international event early 2015 in order to disseminate work under Mandate M490 for Smart Grids standards as well as to reflect the contribution and need of open standards in the smart grids rolling out. Cooperation with the FP7-project STARGRID was encouraged. 
· The SC congratulated EG2 for the work carried out regarding the Data Protection Impact Assessment (DPIA) template and advised the Commission to prepare and adopt a Recommendation with the DPIA template by at earliest possibility. Regarding the Best Available Techniques (BATs), the SC encouraged JRC/ENER/CNNECT to conduct the proposed plan of work and deliver a Best Reference (BREF) document highlighting BATs for privacy and security in smart metering. Finally, in relation to the Ad-hoc group for cyber-security, the SC welcomed and endorses the document on security measures issued, advises the Commission to load it in the web page of the Task Force and approves the work proposed for 2014 on smart grids cyber-security.
· The SC appreciated that EG3 was re-launched in January with the presented set up structure and deliverables for 2014. The SC endorsed the three key topics of work: Flexibility, Regulatory and Commercial Arrangements for retail market players and incentives. The SC agreed with the foreseen timeline of deliverables. 
Next SC meeting 17 June 2014, from 14.00 to 17.30


The meeting was chaired by Mr Klaus-Dieter Borchardt, Director for Internal Energy Market at DG ENER and Mr Paul Timmers, Director for Sustainable & Secure Society at DG CNECT. From now on the Steering Committee meetings will be jointly chaired by both directors. A copy of the list of participants in this meeting is enclosed. 
1. Welcome and approval of the Agenda and the Minutes of the 17th SC SGTF meeting 
Mr Borchardt welcomed the participants and went through the agenda of the meeting, which was approved. He introduced Mr Timmers who from now on will co-chair the Task Force. Mr Timmers gave his views on the SGTF under the new co-chairmanship and highlighted the smart grids issues that relate to DG CNECT's agenda. 
The participants approved the minutes of the 17th SC meeting as distributed.
2. Guest presentation: Smart Grids Concepts in the Danube Region – presentation of assessment report from regional coordinators. Ministry of Foreign Affairs of Hungary and Regional Centre for Energy Research (REKK) 

Mr Szilárd Árvay from the Ministry of Foreign Affairs of Hungary and Ms Zsuzsanna Pató from REKK presented the project Smart Grids Concepts in the Danube Region. Mr Árvay informed the participants on the Danube Region strategy and particularly on initiatives in the smart grids context. Ms Pató presented the Smart Grid in the Danube Region Countries assessment report; she focused on the specificities of the project, the issues that have been addressed and the conclusions. The presentation and a brochure with the main features were distributed to participants.  In the Q&A session that followed, the presenters provided clarifications on the data and information presented and also on the conclusions. 
Mr Friedl (CEER/E-Control) welcomed the work under the Danube Region Smart Grids project and reminded the participants of the CEER report published in February 2014 'Status Review on European Regulatory Approaches Enabling Smart Grids Solutions (“Smart Regulation”)', which covers similar issues.
3. Follow up of the Expert Groups (EGs): Work progress reports and work priorities for 2014

3.1. Reference Group for Smart Grid Standards (EG1)
Mr Manuel Sánchez (DG ENER) presented the developments in EG1 since 26 November. In general, the work under M490 is on track and ESOs signed a MoU with ENTSO-E to cooperate in the elaboration of the Network Codes. Regarding the expected deliverables for 2014, work under M490 is progressing well and the group is expected to finalize the deliverables by September 2014 in order to get on time the formal approval of CEN, CENELEC and ETSI at the end of 2014. He proposed to organise an international event in early 2015, in order to disseminate the work under M490.  

Regarding the impact of M490, in October 2013 the Commission asked stakeholders participating in M490 to formulate their opinion on the industrial impact of the standards being developed by CEN/CENELEC/ETSI.  In response, CEN/CENELEC/ETSI provided the EC a Qualitative Impact Assessment. The response was considered positive, however with some concerns (e.g. on qualification of the impact, readability or completeness). There is an urgent need to consolidate the report by including also the views of the ICT and telecom sectors, and of the industries themselves, not only through the voice of the associations they are part.
Regarding Mandate M441, the 10th plenary meeting of Smart Meters Co-ordination Group (SM-CG) was held on 07/06/2013. One of the running tasks of the SM-CG work was related to Data Privacy and Security. A first Report on “Data Privacy and Security approach – Part 1” prepared by the SM-CG Security TF was endorsed by the SM-CG Plenary in July 2013. The Report “Data Privacy and Security approach – Part 2” is focusing on Privacy aspects, considering the Data Protection Impact Assessment (DPIA) methods as proposed by the EU Working Party. Nevertheless, the Mandate M441 covers the AMI (Advanced Metering Infrastructure) as required by the utilities. An Open Interface of the Smart Meter itself to any third parties has so far not been considered part of the Mandate (although it contained originally a dedicated connection through the AMI to the Home Area Network, HAN).
The Commission noted the importance of delivering the consolidated set of standards for smart grids by the end of the year. The Steering Committee welcomed the initiative to organise an event in order to disseminate the final result of M490 at the beginning of next year and asked EG1 to prepare a proposal for the next SC in June. Cooperation with the FP7 project STARGRID has to be considered. 

The Commission also flagged the need for an open interface for the smart meter in order to empower the user with the choice to send the readings  to whatever energy management services it choses (at home or on-line), using the communication means also of his/her choice, beyond the utilities, focussing on consumers' needs. It was proposed that EG1 should analyse whether there is a need for further standardisation work and if yes to propose different options for this work to be done. The final goal is to activate the consumers' perspective in smart metering and further correct the present asymmetry currently not in the consumers’ favour.  
Mr John Harris (ESMIG) welcomed the initiative of further analysing an open interface at the Smart Meter. Ms Sigrid Linher (ORGALIME) and Ms Katrin Behnk (ANEC) also welcomed this initiative and underlined the need of further work on open interface. Duncan Botting (EUTC) questioned if changing the M441 would ensure that different elements will be taken into account. Ms Patricia de Suzzoni (CEER) pointed out that this maybe not strictly under the context of M441. Mr. Daniel Hanekuyk (DG ENTR) referred to Directive 2014/25/EU on public procurement in water, energy, transport; article 60 already requires public procurement to depend on European standards where there is no national law, implying no further regulation is needed. He also remarked that the metering system should not necessarily be the hub of the HAN. When there is a hub it should be open so that third parties designated by the consumer have free access to data. SMSG is working on the communication protocol based on DLMS/COSEM data model.
The Commission concluded on two tasks for EG1 for the next SC, a) to prepare a proposal on the content of the event, and b) to analyse whether there is a need for further standardisation work in order to include an open interface to the AMI in line with the set of common minimum functionalities recommended by the Commission in 2012. In the case of a positive answer the group is requested to provide an options paper for its implementation.  

3.2. Privacy and (cyber)security (EG2) 

a) Data Protection Impact Assessment template (DPIA)

Laurent Beslay, (JRC-ISPRA), reported on the progress relating to the development of the Data Protection Impact Assessment template. He started by underlining the synergistic approach developed between the various deliverables of EG2 and by presenting an overview of the EU data protection tool box (from non-mandatory to mandatory: privacy by design, BATs, DPIA, seals, notification of data breaches). He then explained that a revised version of the Data Protection Impact Assessment template was re-submitted to Working Party 29 in August and received a positive opinion in December 2013, conditional to some additional changes which are not problematic.  EG2 and its Editorial Team implemented the recommended changes in Q1 2014, followed by a consultation period amongst EG2 at large. The final document was ready end of March. The Commission has since then started preparations of a Recommendation to promote the template, involving a test phase. Working Party 29 recommended the organization of this test phase, during which the Data Protection Authorities should provide active support to the beta testers. Some EG2 representatives already agreed to participate in this test phase. The Commission will most likely issue the Recommendation in July 2014. 

The Commission congratulated EG2 for the work carried out and proposed the approval of the DPIA template. The Steering Committee advised the Commission to prepare and adopt a Recommendation with the DPIA template at earliest possibility.

b) Best Available Techniques (BATs) for electricity smart metering

Igor Fai Novino (JRC-ISPRA) presented the state of play on the identification of Best Available Techniques. To support the BAT identification process, JRC conducted a technical survey on smart metering available techniques, already implemented or in pilot phase, to comply with the common minimum functional requirements as defined in Recommendation 2012/148/EC. The available techniques that were identified revealed some surprising or alarming facts regarding the level of security currently implemented in smart metering (e.g. use of the cloud, user-name passwords, huge variety of communication protocols, etc. He revealed that data protection and security are often understood when the data are stored on the operator's side, but not when they are stored from the consumer's side, even though "the system is only as strong as its weakest point". It is therefore important to guarantee a minimum level of cyber security in the EU in this field. In order to go forward with the selection of Best Available Techniques, Igor Fai Novino detailed the proposed work programme for 2014-2015 based on a BREF (BATS Reference) process under JRC auspices, similar to the Seville process developed for the Industrial Emissions Directive. The proposed BREF process – broken down in five work packages - implies the creation of a Stakeholder Forum and a Technical Expert Group composed of 5 experts.

Mr Duncan Botting (EUTC) questioned how the timeline for the development of the BATs (18 months) would fit with the one foreseen for smart metering roll-out. The JRC explained that the iterative process of BATs selection on a consensual basis is not an easy one, and will need to undergo regular review as technology evolves. Mr Botting further asked how the balance between cyber security and open access can be maintained. Igor Fai Novino answered that we clearly have to look for open systems but with a common base of minimum requirements. He also clarified the distinction between techniques and technologies, stating that techniques are by essence open and can be used by all. The focus will be on the way technologies are implemented, as technologies can be privacy friendly or privacy invasive depending on how they are implemented. Mr Botting then addressed the question of retrofitting. Igor Fai Novino referred back to the definition of BATs and the need to provide for the identification of a minimum level of security for infrastructures as well as the need to define the progressive roll-out of new techniques – as developed with the BATs in the framework of the Industrial Emissions Directive.

The Commission highlighted the need for the work on BATs to feed into the NIS platform set up by DG CNECT. 

Ms Dania Cristofaro (ECOS) asked how this work would align with standardization. Igo Fai Novino answered that a permanent communication channel will be established. Moreover, it was stressed that many members of EG2 are also members of EG1. 

Mr John Harris (ESMIG) underlined that in light of the 18 months' timeline for development of BATs, we will need to keep in mind what has already been deployed and ensure that uncertainty is minimized. 

The Steering Committee encouraged JRC/ENER/CNECT to conduct the proposed work and deliver a BREF document highlighting Best Available Techniques for privacy and security in smart metering.
c) Ad-hoc group for security requirements for smart grids (ENISA report)

Vangelis Ouzounis (HoU in ENISA) reported on the achievements related to the security measures for the smart grid and highlighted the further plans of work for 2014. 

ENISA, in cooperation with ENER and CNECT, undertook consultations with the private and public sectors (2 meetings and 3 conference calls) to fine tune the measures formulated in the ENISA report of end 2012. This has led to the formulation of a document entitled ‘Proposal for a list of security measures for smart grid' in December 2013 - with 45 security measures structured in 11 security domains, as well as the mapping of the identified security measures to the potential threats. The security measures were developed in order to assist smart grid providers in improving the infrastructures' cyber resilience. This document is linked to ENER actions on security as well as to CNECT's proposal for a NIS Directive (Objective 1.4.2).

A workshop was organized on the 2nd April in ENER in order to disseminate the key findings of the report and gather stakeholder feedback regarding future work streams in this field. 

The poor contribution from the public sector to the Report is the key challenge identified by ENISA during the consultations. The key reason behind this is the fact that there is no clear governance model for smart grid security aspects among Member States. Therefore it is proposed to take stock of Member States' governance models and national requirements (authorities, mandates, legislative framework, and information sharing platforms) on smart grid security to draw conclusions at EU level and identify good practices. We will then be in a position to assess whether further recommendations, in addition to the promotion of the identified security measures, are needed to improve the governance models at national levels. A governance mapping report is scheduled for December 2014. 

Mr Manuel Sánchez further stressed the need to include in this report not only the mapping of the regulatory frameworks, mandates, authorities and good practices in place in Member States, but also clear recommendations on what are reasonable costs, incentives, mutual recognition of certification of agents and procedures in Member States, testing guidelines and standards as well as educational and raising awareness initiatives. 
In response to CEER's comment relating to the lack of involvement of energy regulators in this area, it was stressed that the targeted recommendations stemming from this report will be addressed to Member States and national regulatory authorities.

Vangelis Ouzounis stressed the need to find a pan-European solution to the certification of smart grid components. 

Mr Gert De Bloc (CEDEC) stated that security should be a priority over cost. Manuel Sanchez explained the notion of 'reasonable cost'.

 The Commission welcomed the document and congratulated the group for the work done. The Steering Committee endorsed the document on security measures issued by the Ad-hoc group and advised the Commission to upload it on the web page of the Task Force. The Steering Committee approved the work proposed for 2014 on smart grids cyber-security.

3.3. Regulatory issues (EG3)

The Commission reminded to the participants that EG3 was re-launched in November 2013. After a brainstorming meeting with a large group of stakeholders, three key topics were identified for EG3 to work during 2014.     

a) Progress on proposed deliverables for 2014: Flexibility, Regulatory and Commercial Arrangements for retail market players,  and Incentives
Mr Manuel Sánchez presented the set-up of the group and the progress of the work. There are three topics of work on which EG3 will deliver a single report. The purpose is to get a concise report which will conclude in a clear set of recommendations. The Editorial Team consists of 6 members (3 representatives from CEER and 3 from the industry) who will work on the three chapters Flexibility, Regulatory and Commercial Arrangements for retail market players and Incentives. The work on Flexibility is already ongoing and is expected to finish on time (mid-May). An intermediate report will be submitted at the next Steering Committee meeting, planned for 17 June. Final report should be prepared for adoption by the Steering Committee by the end of 2014.
Ms Patricia de Suzzoni (CEER) asked about the planned length of the report, pleading for conciseness. Mr Sánchez replied that the purpose is to have a report of about 15x3 pages. Mr Gert De Block (CEDEC) pointed out that it is important for the report to be precise and explain well the issue of Flexibility. Therefore EG3 should not limit the number of pages at the expense of a good result. Mr Andy Burges (CEER) pointed out that the next two topics will be more complicated and possibly more time will be needed to reach an agreement within the group.

On a question from Mr Giuseppe Lorubio (EURELECTRIC) on how the Commission intends to use the deliverable, Mr Sánchez answered that it is expected that EG3's advice and Commission's on-going policy work on the Retail Markets will provide a common basis for possible policy actions for the next Commission. 
The Steering Committee welcomed and endorsed the work structure, goal and composition of EG3 and encouraged the group to go beyond the identification of what the challenges are and deliver a report by the end of the year with concrete outcomes on regulatory recommendations in both energy and telecommunications areas to support the deployment of Smart Grids. 
b) Final report of ECN/ECORYS on DSO Tasks. Overview of recommendations

Mr Kostas Stamatis (DG ENER) presented the results of the study carried out by ECN/ECORYS under the title 'The role of DSOs in a Smart Grid environment'. Based on the expected changes and trends towards the deployment of smart metering and smart grids, the Commission contracted a study to ECN/ECORYS to analyse and discuss what are the roles and responsibilities of DSOs in the future energy retail market. The study started last August and was concluded in March. A group of stakeholders participated and /or were interviewed in order to cover as many views as possible. The final report will be published by the end of April.
Mr De Block pointed out that CEDEC does not fully endorse the recommendations of the study and will have a more clear view once the final report is published.

The Steering Committee welcomed the presented key results of the study while some members reserved their final position subject to the availability of the full report. The Steering Committee asked EG3 to take stock of the report during the discussions foreseen for this year.
4. Any Other Business
a) Electro mobility: State of play of the Proposal for a Directive on the deployment of alternative fuels infrastructure (AFID)

Ms Yolanda Garcia Mezquita (DG ENER) presented the state of play of the Proposal for a Directive on the deployment of alternative fuels infrastructure after the endorsement of the compromise text by the Council (26 March 2014) and the Parliament TRAN Committee (1 April 2014). She provided an overview of the main provisions of AFID with particular focus on electro mobility.
b) Directive on measures to reduce the cost of deploying high-speed electronic communication networks
Mr Dieter Grussmann HoU B1 at DG CNECT presented the state of play of the initiative on measures to reduce the cost of deploying high-speed electronic communications networks. He explained that the directive is shortly before adoption in European Parliament and the Council as the co-legislators reached an agreement at the second informal trilogue held in Strasbourg on 24 February 2014 on all outstanding political points. At the moment, the text on which political agreement has been found has been unanimously approved by the ITRE Committee. The text should be adopted in EP plenary on 15 April 2014.

The legislative proposal aims at reducing the cost of high-speed broadband deployment through a holistic approach, intervening in four adjacent areas: access to physical infrastructure cross sectors, coordination of civil works, permit granting and obligation to pre-equip new buildings and a right to access in-house infrastructure. The final legal instrument is now a Directive rather than a Regulation as proposed by the Commission but keeps the four pillars of the initiative in place with a transposition deadline of 1 January 2016 plus implementation periods of between 6 and 12 months for certain provisions. Safety and security concerns have been addressed through extended reasons to refuse access (safety, critical infrastructure) and possibility for exception from transparency rules for critical infrastructure.

The instrument aims at increasing synergies between telcos and utilities enabling commercial agreements, leading to win-win solutions. It creates also new opportunities for utilities that can benefit from the access and coordination measures when deploying high-speed infrastructure. Additionally the liberalisation of the market for physical infrastructure provides for new business models/revenue streams, eliminating legal barriers existing in some MS. Member States may provide for reciprocity and additional economic incentives. Commission expressed willingness to cooperate with energy stakeholders to promote and facilitate synergies between telcos and utilities, for example with the organisation of ad hoc workshops dealing with concrete elements of cooperation enabled by the proposed measures.

c) Information on topics of general interest

Mr Panek informed the participants regarding the following points:

· The Benchmarking report for the roll-out of smart metering will be published in May
· A public consultation on retail market has been opened by DG ENER earlier in the year. All stakeholders are invited to take part and give their views on the topics querried. The deadline is 17 April 2014.

· The Commission services are working on a policy document on Retail Market initiatives, focusing on the topics which are included in the public consultation. The plan is to prepare a Commission Communication on retail market issues still under this Commission.

· A Consumer right's list has been prepared by Commission services in order to inform consumers of their rights in the energy market stemming from EU legislation. Once the graphic aspects of the list's presentation are completed, it will be promoted to European consumers.

· EG5 will report in the next Steering Committee.

Mr Timmers concluded the meeting summarising the main points discussed. He announced that the next meeting will take place on 17 June 2014, from 14:00 to 17:30
The meeting was adjourned at 18:00 pm.
List of participants (no Commission)
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